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Abstract:  Internet of things (IoT) is that the promising and future web. The IoT could be a network of 

connected sensors, actuators and everyday objects that area utilize in numerous domains, like airports, 

healthcare and military. Because it connects everything to the web, the IoT poses variety of severe challenges 

and problems as compared to the standard internet. Currently, large studies carried out on the IoT, these 

studies largely covered IoT vision, new technologies, and applications, or services. In this paper, well-known 

IoT challenges and issues regarding semiconductor have been surveyed alongside many directions. 
 

Index Terms – Semiconductor, IoT, Wi-Fi. 

 

I INTRODUCTION: 

The internet of things or IoT, is a system of interconnected devices, mechanical and digital machines, 

objects or people, which is provided with UIDs and it has the ability to transfer data over a network without 

requiring human-to-human or human-to-computer interconnection. 

A thing in the IoT may be a machine or automobile built-in sensor to alert, person implant  a heart 

monitor, a farm animal with a biochip transponder or any man-made object allocated an Internet Protocol (IP) 

address and is able to transfer data over a network. 

II VISION AND CONCEPT: 

In the future the demand of number of interconnected things or devices would be larger than number 

of people. The objects around our environments will be linked to the Internet in one form or another. The ICT 

and physical worlds would be homogenized together giving a vision beyond the traditional networks. The 

communication is not going to be traditionally like people to people; it’s not going to be people accessing 

information but it is going to be machines talking to other machines on behalf of people [1-2]. The 

communication technologies and products such as cellular phone, from GSM to HSDPA, satellite, 

Ethernet,Wi-Fi,WiMAX,Bluetooth,ZigBee,etc.become parts of the IoT domain and be embedded with M2M 

capabilities [3]. The most important wing of the IoT vision is the inclusion of smart things. These things or 

objects are seamlessly connected to the Internet and fitted with intelligence, computing, sensing, remote 

monitoring, and control capabilities. 

 
IoT Units Installed Base by Category. 

Source: Gartner Inc 

http://www.ijcrt.org/
https://internetofthingsagenda.techtarget.com/definition/unique-identifier-UID
https://internetofthingsagenda.techtarget.com/definition/thing-in-the-Internet-of-Things
https://internetofthingsagenda.techtarget.com/definition/injectable-ID-chip-biochip-transponder
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Mostly the   industries are using IoT to operate more masterfully,  better understand the customers to 

enhanced customer service and also improve decision-making and increase the value of the business. Recently 

released an interesting study of the IoT semiconductor market, claims that semiconductors are strongly 

outperforming other segments within the technology sector.  

 
Fig. 3: IoT connectivity standards 

 

The PHLX Semiconductor Sector index tracks the value of the largest semiconductor firms globally, 

has increased by a factor of 5x in the last five years (from US$80 in January 2016 to US$416 in January 2021) 

[4]. The index not only easily beats the opportunistic Nasdaq index but also other technology indices.  

Most eminently, the industry has profited from the need for higher-value semiconductor components 

for newly emerging technologies. The business drivers include big data analytics, mobile communication, 

gaming, connected and semi-autonomous cars, and the fast growth of connected Internet of Things (IoT) 

devices.  Below table 1 shows the top 10 Companies by Semiconductor Design TAM, Worldwide, 2021[4]. 

 

Table 1. Top 10 Companies by Semiconductor Design TAM, Worldwide, 2021 (Millions of U.S. 

Dollars) Source: Gartner Inc Feb 2022 

 

2021 

Rank 
Vendor 

2021 

Spending 

2021 

Market 

Share (%) 

2020 

Spending 

2020-

2021 Growth 

(%) 

1 Apple 68,269 11.7 54,180 26 

2 
Samsung 

Electronics 
45,775 7.8 35,622 28.5 

3 Lenovo 25,283 4.3 19,023 32.9 

4 
BBK 

Electronics 
23,350 4 14,258 63.8 

5 
Dell 

Technologies 
21,092 3.6 16,814 25.4 

6 Xiaomi 17,251 3 10,254 68.2 

7 Huawei 15,382 2.6 22,710 -32.3 

8 HP Inc. 13,789 2.4 10,745 28.3 

9 
Hon Hai 

Precision 
8,855 1.5 7,387 19.9 

10 

Hewlett-

Packard 

Enterprise 

6,736 1.2 5,395 24.8 

  
Others 

(outside top 10) 
3,37,695 57.9 2,69,849 25.1 

  
Total 

semiconductor 
5,83,477 100 4,66,237 25.1 

 

 

 

http://www.ijcrt.org/
https://searchcustomerexperience.techtarget.com/news/450402550/IoT-technologies-bring-efficiency-and-customization-to-manufacturing
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The number of active IoT device linked are estimated to have increased from 3.6 billion in 2015 to 

11.7 billion in 2020. Comprehensively at the end of   2025, a total of more than 30 billion IoT connections is 

being forecast. The spring up of the IoT semiconductor market is wide ranging and influence more industry 

segments, like automotive, energy utilities, industrial, and healthcare. 

 
Fig. 2: Global IoT MCU penetration percentage 

Recently, end user  IoT devices, such as smartwatches and smaller wireless accessories, have seen a 

particularly high demand, which has bring about several companies that were not making IoT devices a few 

years ago to get into the IoT ecosystem, including many smartphone manufacturer. 

The IoT device blowing up will continue to navigate the IoT semiconductor market and will likely 

lead to further semiconductor innovations amid higher production volumes. The latest IoT report speculate 

that, the IoT semiconductor component market to grow at a CAGR of 19% from US$33 billion in 2020 to 

US$80 billion in 2025. The major, four components will be in the spotlight: IoT microcontrollers, IoT 

connectivity chipsets, IoT AI chipsets, and IoT security chipsets and modules. 

 
Fig. 1: Rise in demand for IoT semiconductors 

 

III PRIMARY ELEMENT NAVIGATES IOT SEMICONDUCTORS 

IoT researcher defines IoT semiconductors are those that, either individually or collaboratively 

contribute to the functionality of an IoT device or other IoT equipment. Fundamentally, several 

semiconductors competent as IoT semiconductors. 

1. IoT microcontrollers (MCUs). 

IoT has a diverse set of use and applications, that required different levels of performance and 
functionality. MCUs are good to deliver the required flexibility. At the same time presenting a very 

economical hardware options for the application. An interesting trend is that, IoT MCUs have now progress 

from general-purpose MCUs and are sometimes becoming IoT application-specific MCUs that cater to the 

exact requirements posed by a specific IoT application [5]. 

According to these trends, it is expected that the penetration of IoT MCUs in the general MCU market 

to increase from 18% in 2019 to 29% at the end of 2025[4]. Particularly 32-bit MCUs, which can be found in 

devices such as the well-known Raspberry Pi, represent a good spot for IoT applications. 

2. IoT connectivity chipsets.  

IoT connectivity chipsets play the major role of all IoT-connected devices and represent the largest 

IoT semiconductor market segment (35% of all IoT semiconductors in 2020) [5]. In recent years, the lack of 

globally accepted IoT connectivity standards and the changing requirements from different applications have 

led to a wide range of connectivity options. IoT researchers and analytics identifies 21 main IoT connectivity 

http://www.ijcrt.org/
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standards including, among others, cellular IoT such as 3G or 4G, WLAN such as Wi-Fi, and wired 

connectivity [4,7]. 

Cellular chipsets are play a major role in the market growth of IoT connectivity chipsets. It is expected 

that the global cellular IoT chipset market to grow at a CAGR of 37.5% between 2020 and 2025, driven by 

5G used for low-latency and high-bandwidth IoT applications and LPWA. LoRa based and NB-IoT based 

chipsets set to continue to dominate the market segment. The chipset WLAN create high growth opportunities 

in the IoT Wi-Fi chipset market. With almost four times higher capacity than Wi-Fi 5, the upgrade to Wi-Fi 

6 opens the door for IoT applications with higher bandwidth requirements. Bluetooth chipset market is 

currently driven by audio and entertainment, and smart home-based devices. Bluetooth 5 chipset market 

focuses mainly on IoT applications and enables emerging applications. 

3. IoT AI chipsets.  

Large number of applications focuses for more complex data analyses and it is performed in real time 

this create increasing the demand for AI chips at the IoT edge. The global IoT AI chipset demand to grow at 

a CAGR of 22% between 2019 and 2025 [5]. This growth would be driven by parallel computing. The 

important types of chipsets are GPUs, ASICs, and FPGAs. FPGA based AI chipsets are remarkable 

importance for the cloud and in the 5G era. The chips help reduce latency, improve memory access, and make 

communications between devices much more power-efficient. 

4. IoT security chipsets and modules.  

According to Threat Intelligence Report 2020, IoT devices now make up 32.7% of the infected devices 

observed [8]. The share of IoT infections increased by 100% in 2020. The rise in threats for IoT devices 

requires constant adaptation of security solutions. In many cases, traditional software security is seen as 
insufficient for the overall security architecture. Thus, there is a unique need to secure hardware alongside the 

data flow from edge devices to the cloud. 

Although companies generally have various options where they implement embedded hardware 

security, implementing it at the MCU/SoC level is proving most advisable as it allows the data to securely 

flow through the internal bus. This can be done by embedding secure elements (SEs) and physical unclonable 

functions (PUFs) to the system within the devices. 

5. Conclusion: 

The market for IoT semiconductors is still emerging. With the penetration of semiconductor 

components classified as IoT expected to grow from 7% in 2019 to 12% by 2025.Topics such as IoT MCUs, 

IoT connectivity chips, IoT AI chipsets, and IoT security chipsets will see growing importance in the coming 

years. It is hard to imagine that the semiconductor index can increase its value by another 5x in the next five 

years. But it is certain that IoT, more than ever, will be a driving force for these semiconductor companies 

and can provide significant new business. 
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