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Abstract 

With the rapid development of communication technologies, the Internet of Things (IoT)is getting out of 

its infancy, into full maturity, and tends to be developed in an explosively rapidway, with more and 

more data transmitted and processed. As a result, the ability to manage devicesdeployed worldwide has 

been given more and advanced requirements in practical applicationperformances. Most existing IoT 

platforms are highly centralized architectures, which suffer fromvarious technical limitations, such as a 

cyber-attack and single point of failure. A new solutiondirection is essential to enhance data accessing, 

while regulating it with government mandates inprivacy and security. This paper integrated IoT platform 

using Blockchaintechnology to guarantee sensing data integrity. The aim of this platform is to afford the 

device ownera practical application that provides a comprehensive, immutable log and allows easy 

access to theirdevices deployed in different domains. It also provides characteristics of general IoT 

systems, allowsfor real-time monitoring, and control between the end user and device. The business 

logic of theapplication is defined by the smart contract, which contains rules and conditions. The 

approach is backed by a proof of concept implementation in realistic IoT scenarios, utilizingRaspberry 

Pi devices and a permissioned network called Hyperledger Fabric. Lastly, a benchmarkstudy using 

various performance metrics is made to highlight the significance of the proposed work.The analysis 

results indicate that the designed platform is suitable for the resource-constrained IoTarchitecture and is 

scalable to be extended in various IoT scenarios. 
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1. Designed Architecture of the Proposed IoT Blockchain Platform:- 

1.1 Conceptual Scenario of the IoT Blockchain Platform 

Figure 1 represents the conceptual scenario of the IoT Blockchain platform, which comprises ofa 

massive number of IoT devices, data storages, user devices, servers, and local bridges that are 

linkedtogether around a peer-to-peer Blockchain network. The IoT server is a service provider that 

caninteract with the local bridges and the Blockchain network to provide a large variety of services 

forend users, such as collecting sensing data from the bridge, sending commands to perform 

someoperations on the actuators, querying data, or storing data to the storage space via the 

Blockchainnetwork, etc. 

 

 

Figure 1 IoT Blockchain platform conceptual scenario. 

The data storage that resides in the Blockchain network can store physical device profiles, 

environmental data collected by sensors, and device owner profiles. It can either be hardware storage 

like a hard disk or software storage such as a DB. User client can be any terminal devices, such as smart 

phones, laptops, and PCs, through which end users can read or write data to the Blockchain network. For 

example, home users can view the status of different home appliances that are stored in the Blockchain 

at a specific period. There exists a wide choice of communication protocols for developers to apply on 

products and systems in IoT, such as Bluetooth, ZigBee, WiFi, and 2G/3G/4G cellular. Local bridges 

connect a cluster of IoT devices to the server through thesecommunication technologies and act as the 

service agent for these devices as well.  

 

Nowadays, with the advancement of hardware technology, embedded devices such as Raspberry Pi can 

directly consume web services by invoking representational state transfer application programming 

interfaces. Therefore, two approaches are presented for communicating with physical devices that is 

either via the local bridges or via direct wireless communications. Unlike most existing projects that 

focus on the use of bridge to connect IoT devices with the Blockchain network, the proposed work 

concentrates on the communication in a straightforward manner. 
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1.2 Proposed IoT Blockchain Platform System Architecture 

Figure 2presents the layer-based architecture of the proposed IoT Blockchain platform that isextended 

from previous work. It is a modular architecture whereby each layer is decoupledfrom other layers so 

that developers can replace or add any new module without affecting the rest ofthe system. The IoT 

physical layer consists of various linked devices with the abilities ofcommunication, computing, and 

data storage. The main function provided by the connectivity layeris routing management, because self-

organization is required since physical devices themselves haveno global internet protocols (IPs). This 

layer also contains other modules for providing services,including network management, security 

management, and message broker.  

 

 

Figure 2 Layer-based IoT Blockchain platform architecture 

The IoT Blockchainservice layer contains all modules that organize common services to provide various 

features ofBlockchain technologies, including identity management, consensus, and peer-to-peer 

(P2P)communication. The distributed ledger is a consensus of replicated, shared, and synchronized 

digitaldata that spread across the whole Blockchain network, where all participants with the network 

canhave their own self-same copy of the ledger. It also provides secure storage space to record the 

deviceconfiguration and sensing data provided by physical sensors. Any changes to the ledger are 

reflectedin all copies in minutes, or in some cases, seconds. The ledger can be either permissioned 

orpermissionless, regarding if anyone or only approved members can run a peer to validatetransactions. 

The big data analytics module enables the Blockchain to be an efficient mode for onlinedata storage. 

Lots of transactional data from various parties are stored in structured forms of ledgers,which make it a 

perfect source for further analysis. All of these parties can be granted access to onesingle network and it 

will be convenient to access these details. The smart contract is sort of codeinvoked by an external client 

application to manage access and modifications in the ledger. It isusually installed and instantiated onto 

every peer of the network. The event management sendsevents every time a new block is added to 

ledger or triggered whenever the predefined condition inthe smart contract is fulfilled.  
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1.3 Interaction Model for the Proposed IoT Blockchain Platform 

Figure 3 describes the system work flow and gives a solid understanding for each component ofthe 

proposed IoT Blockchain platform. The designed platform encompasses not just a 

technicalinfrastructure but also a user service framework that exposes the distributed ledger and 

smartcontract as services to applications. The app client provides an intuitive interface to 

submittransaction proposals to the Blockchain network for consuming services such as user 

enrolment,device registration, and task generation services provided by the Blockchain network. 

Beforesubmitting a transaction, the enrolment is required to supply a specific participant with 

certificate,which contains private keys to sign the transaction.  

 

A transaction can be defined as a process ofreading or writing data from the ledger that is performed 

among the Blockchain network. The deviceowner can submit transaction to register a new device or 

generate a new task through the IoT server.In turn, the server transfers the request to the Blockchain 

network to perform some certain operations.It can also transfer the task request from client to the device 

and send back collected sensing data/status changes from the device in real time. Since the identity of 

the device owner is authenticated,the physical device associated with the specific owner can directly 

submit transactions (includingowner info) to the Blockchain network. The sensing data or status is then 

appended in the ledger andcompared with the threshold defined by the smart contract. If the value 

exceeds the threshold level,a notification will be generated to alert the device owner. 

 

Figure 3 System work flow of the proposed IoT Blockchain platform. 

 

1.4 Smart Contract in the Proposed IoT Blockchain Platform 

The concept of the smart contractwas first introduced by Nick Szabo in 1994, which isdefined as “a 

computerized transaction protocol that executes the terms of a contract”. Within thecontext of 

Blockchain, the smart contract acts as a trusted distributed application that gains its trustfrom the 

Blockchain and the underlying consensus among the peers. Since they reside on theBlockchain, smart 

contracts have a unique address through which the end user can address atransaction to it. According to 
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the data that triggers the predefined condition, the smart contract thenexecutes automatically and 

independently in a prescribed manner by every peer in the network.In principle, smart contracts are 

written in a non-standard, or domain-specific language (such asSolidity) in order to reach consensus 

among all of the peers. This becomes one of the greatestchallenges to the wide-scale usage of smart 

contract, since Blockchain developers must learn a newlanguage to write smart contracts, and this may 

lead to various problems in coding.  

 

Moreover,transaction execution performance and scale are limited since all transactions are 

executedsuccessively by all peers. To address these issues, we deploy smart contracts onto a specific 

subset ofpeers rather than to all peers, hence, the transaction only needs to be executed by a set of peers. 

Thisapproach also supports parallel execution, which can prominently increase the overall 

performanceand scale of the system. Furthermore, we use the standard languages such as Node.js or 

Java to codethe smart contract so that developers can use their familiar programming languages 

withoutspending time learning a new language. As shown in Figure 4, the proposed smart contract 

containsvarious functions that allow users to interact with the ledger, which is a combination of the 

statedatabase and Blockchain. For example, users can create, update, and query device information 

fromthe ledger by submitting transactions to the smart contract. It also provides functionalities to 

handlethe transactions proposed from the devices, such as collecting sensing data or updating state 

changesof actuators.  

 

A block contains a hash value of the transactions and the hash value of the prior blockin order to insure 

the security of the ledger data. Even though the ledger hosted by one peer istampered with, it would not 

be able to convince all the other peers because the ledger is distributedthroughout a network. A sample 

structure of a ledger is given in Figure, where the Blockchaincontains four blocks. Block 0 is the genesis 

block, which does not contain any transactions. Each ofthe other blocks contain one transaction, and 

these transactions are associated with various assets(e.g., sensor, actuator) in the ledger state. The 

application running on the smart contract receives thetransaction and performs different kinds of queries 

and updates. The transaction is appended in theblock, and meanwhile the ledger state is updated. In the 

end, the ledger updating result is returnedto the application as the response. 

 

Figure 4 Smart contract for IoT Blockchain network interaction 
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2. Implementation of the Proposed IoT Blockchain Platform 

2.1. Development Environment 

The platform consists of three parts so that the development environments are summarized into three 

tables to describe each part, respectively. The technology stacks for implementing the IoT Blockchain 

network in docker environments are depicted as shown in Table 1. The operating system is Ubuntu 

Linux 18.04 LTS with Intel Core i5-8500 @ 3.00GHz processor and 12 GB memory. Docker engine 

(version 18.06.1-ce) provides the docker running environment and docker-compose (version 1.13.0) 

provides the integrated development environment (IDE) to configure docker images and containers in 

the virtual machine. We used the Hyperledger Fabric (v1.2) project, which is an open-source Blockchain 

framework hosted by the Linux Foundation. The Fabric network utilizes Node to develop the client 

software development kit (SDK) so that Node (v8.11.4) is installed. The web playground provides an 

interface to design and implement the smart contract definition that contains existing assets and related 

transactions. Couch DB is used to hold the current values of a set of ledger states. The Composer 

command line interface (CLI) tool enables developers and administrators to deploy and manage smart 

contract definitions. REST APIs are generated by the REST server, exposing the Blockchain logic to 

web or mobile applications. 

 

Table 2 describes the development tools and technologies for implementing the IoT device serverthat 

resides on the Raspberry Pi. Android Things is installed on the Raspberry Pi so that theapplication can 

be easily programmed in Java language, like a regular Android application. Thecommunication between 

the device server and the IoT server uses the constrained applicationprotocol (CoAP), while for the 

communication between the device server and the Blockchainnetwork, HTTP is used. Physical 

resources, such as temperature sensor, humidity sensor, and twoLEDs, are abstracted into CoAP 

resources as part of the server. Each resource is assigned with aunique URI in order to be identified by 

the server. 

http://www.ijcrt.org/


www.ijcspub.org                                    © 2022 IJCSPUB | Volume 12, Issue 1 February 2022 | ISSN: 2250-1770 

IJCSPAA20016 International Journal of Current Science (IJCSPUB) www.ijcspub.org 121 
 

 

 

Table 3 presents the development stacks to implement the Blockchain web application. Theapplication 

that hosted on the Apache Tomcat can be divided into backend and frontend, which areimplemented by 

Eclipse Photon and WebStorm, respectively. For the backend, the Californium CoAPframework is used 

to implement the server that translates the communication protocol between webapplication and IoT 

device from HTTP to CoAP, and vice versa. For the frontend, a variety of webtechniques such as 

HTML, Cascading Style Sheets (CSS), and JavaScript are used. We make use ofBootstrap and jQuery, 

which are two popular open-source frontend toolkits for web frontenddevelopment. Notify.js is another 

jQuery plugin to provide customizable notifications to the client.The client can interact with the REST 

server through which the end user can invoke relevant APIs tosubmit transactions by HTTP requests 

using GET or POST. 

 

2.2 Implementation and Deployment 

Below Figure 5 illustrates the implementation environment for the case study, and also presents the 

means of connection between the IoT devices, the server, and the Blockchain network. The IoT device 

server is hosted on the Raspberry Pi, which is integrated with various physical sensors and actuators that 

are apparent in the figure. We utilize the Hyperledger Fabric framework to construct the Blockchain 

network, where four peers and an ordered node are running as images in the docker container. Each peer 

contains the smart contract and data storage to write a block of transactions to the ledger. Couch DB is 

used as the state database that provides rich query support and the smart contract data is modelled as 

JavaScript Object Notation (JSON). It supports various query methods such as get, put, and delete in 

conjunction with a state key, which enables the application to invoke a smart contract to access world 
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states through simple APIs. The example in Figure shows ledger states for one sensor, containing a key 

and a value. The Couch DB supports a simple state value with only one key-value pair, and a complex 

state value with multiple key-value pairs as well. 

 

Figure 5 IoT Blockchain platform implementation and use case deployment 

In contrast to the state database, the Blockchain is physically implemented in a file, as the Blockchain 

data structure is always used to record a limited small set of simple operations. The REST server 

provides various RESTful APIs that expose the functions defined by the Blockchain network. All these 

services can be invoked by either a web client or a physical device directly. It also hosts the Fabric 

client, which utilizes Google remote procedures calls (gRPC) system to communicate with the 

Hyperledger Fabric network. The Blockchain acts as a transaction log that records all the state changes. 

Transactions are; therefore, collected into blocks that are cryptographically linked together to form a 

sequence of chains, where all transactions on the ledger are sorted in time order, enabling the user to 

know the history changes that happened in the state database. The ordered node is employed with the 

PBFT algorithm to ensure the consistency of every copy of the leger. This node exists independently of 

the peer processes and orders transactions on a first-come-first-serve basis across the network. The 

notification generated from the Blockchain network is emitted to the client using WebSockets. 
 

3. Execution Process and Results  

The execution sequence of the case study is described in Figure First off, the device ownerinputs the 

information of a new device through the client and in turn the IoT server requests the RESTserver using 

the POST method. The device information contained in the request is ingested by theBlockchain 

network. The device information is stored in the state DB and the related transaction isrecorded in the 

Blockchain file system. Similarly, the task can be generated by the device owner inthe Blockchain 

network. The device owner can issue a task request (e.g., read temperature) to thetarget device and this 

request is first fetched by the IoT server. The server parses it in the respectiveformat and then passes it 

to the designated address of the device (e.g., temperature sensor). Thedevice collects the temperature 

data from the sensor and responds the sensing data to the server. 
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Then the server visualizes the data to the device owner in the client. At the same time, the devicesubmits 

a sensor reading transaction to the Blockchain network by invoking the related API. TheBlockchain 

network records the transaction in the Blockchain file system and stores the sensing datain the state DB. 

It also emits the notification to the client via WebSockets, since the sensing valueexceeds the threshold 

defined by the smart contract 

 

4. Conclusion 

With billions of connected devices coming online, there are systemic challenges to scaling 

IoT.Connected devices are always diverse and different from factors and manufactures. 

Therefore,identity and interoperability need to be assured in a secure manner. Furthermore, 

centralizedarchitecture like the cloud model can have high costs, latency, and the risk of single point of 

failure.Blockchain technologies provide a new security protocol and infrastructure to enable billions of 

IoTdevices to have trusted interoperability for both data and commerce. This paper outlines a 

novelapproach for the design and implementation of a decentralized IoT platform to address 

scalability,identity, and data security challenges based on a permissioned Blockchain network. A proof 

ofconcept of the proposed approach is implemented by using the Raspberry Pi and various 

physicaldevices.  

We evaluate the performance of the proposed system in various performance metrics, whichindicated a 

steady level, allowing effective transaction execution. Furthermore, a comparativeanalysis of the 

designed system with existing works is performed to highlight the significance of thissystem in variety 

of aspects. Although the coevolution of Blockchain and IoT research studies is stillin its infancy, this 

work explores the potential applications of IoT and Blockchain to improveefficiency and bring 

automation, to revolutionize robust business solutions in various IoT scenarios.Future research 

directions aim at testing the interoperability of the proposed system with differentIoT frameworks. 

Furthermore, we are planning to test other consensus algorithms and data storagetechnologies in order to 

improve the transaction processing rate and make data query more efficient. 
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