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Abstract: There has been a huge revolution in the development of net gadgets and communication technologies like 4G, 5G, and 

so on, thanks to developments in device and communication technologies. Simultaneously, there has been a broad surge in 

methods for unlawfully hacking data available on the internet and tampering with consumer services. Spoofing, Phishing, and 

fraudulent extraction of transaction information and consumer details are all common threats. The introduction of artificial virus 

packets across the internet has been used in assaults to generate network traffic congestion. As a result, there is a critical need for 

research on defense mechanisms against these attacks in order to ensure the smooth and secure delivery of services to clients. 

This study explores and elucidates the various sorts of assaults that may occur on a system or network, as well as their 

characteristics and attack techniques, in order to aid in the development of an attack-resistant system. In this study paper, almost 

every sort of attack has been thoroughly examined, with a focus on distributed denial of service assaults. 
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I. INTRODUCTION 

On a global scale, there has been an upsurge in the number of hacking occurrences in recent years. Hackers are constantly 

introducing new types of threats aimed at gaining unauthorized access to data, tampering with it, causing traffic congestion, and 

thus causing system hang, resulting in the network's meltdown. This paper examines the different core ideas of these attacks, 

with a particular focus on one sort of attack, the distributed denial of service attack (DDoS). This study elaborates on and 

discusses the numerous research difficulties and obstacles surrounding the design of an effective defense mechanism against 

these types of attacks.  

A denial of service assault poses a major threat to users by refusing services [11] via computer networks, resulting in network 

congestion. This is accomplished by sending a huge number of malicious packets from a single attacker machine to the target 

system, causing maximal resource depletion in terms of bandwidth and memory, resulting in system hang and crash. Figure 3.1 

shows a simple depiction of a denial of service assault. 
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Figure 1 Scheme of DoS attack on target 

 

A distributed denial of service assault [13], on the other hand, is more hazardous because it depletes network capacity and causes 

system breakdowns. Multiple agents, often known as zombies, transfer the malicious packets of information to the target system, 

making it more coordinated than DoS. 

 

 

 

 

 

 

 

  

 

Figure 2 Scheme of DDoS attack on target 

These attacks are difficult to detect and much more consequential as multiple number of small sized packets of information are 

transmitted and the receiver or the attacked system receives them as an entire load of traffic and subsequently crash due to 

computational overload. A simple depiction of multiple zombies involved in a coordinated attack in DDoS is depicted in figure 

2. 

II. DDoS ATTACK MODELS 

This section of the review article delves into the various attack models as well as the many types of attacks that could befall the 

system. 

In the literature, two types of DDoS attack models have been identified: the agent handler model and the internet relay chat 

model, popularly known as IRC. The two models have been illustrated and analysed separately in terms of structural 

organisation. 

A. Agent based DDoS Model 

Figure 3 shows the agent-based DDoS concept, which uses handlers to communicate with other agents. The agents are 

preconfigured and specially configured nodes created by the attacker to carry out the attacker's commands. 
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Figure 3 Illustration of agent attacker model in DDoS 

B. Internet relay chat DDoS Model 

Figure 4 depicts the hierarchical operation of an internet relay chat model of DDoS assault on the target system. It can be 

observed that the internet's relay chat network joins all of the nodes in the environment to create a communication channel. The 

attacker then uses this channel to communicate his or her commands to the agents who interact with the victim. 

 

Figure 4 Illustration IRC attacker model in DDoS 

The target systems are referred to as primary victims in both configurations, while the agents are referred to as secondary 

victims. The attacker does not need a list of agents to carry out their orders in the IRC-based model [16], which reduces the 

complexity and execution time. The communication channels are established using IRC servers dispersed throughout the 

research environment. IRC stands for Internet Relay Chat, and it is a multi-connection internet chatting technology. The Attack 

on resources class and the Attack on route to resources class are the two basic forms of DDoS attacks on target systems. Figure 5 

depicts a schematic example of the classification of DDoS assaults based on the two classes discussed above. 
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Figure 5 Classification of DDoS attacks 

A. Attack on Resources 

These attacks are classified into three categories: network layer attacks, network link attacks, and end to host system attacks. 

They are engaged in a direct standoff with the target system's resource and are further classified into three categories: network 

layer attacks, network link attacks, and end to host system attacks. The harmful virus attacks the network layer protocols and 

links in network layer attacks, while the network bandwidth is decreased in network link layer attacks. In the fourth type of 

attack, the target system's primary resources are targeted. A wide number of attacks are included under the attack on resources 

category, which have been elaborated in the following sections. These include memory, processor clock cycle, and so on. 

(i) POG (Ping of Death) 

In POG attacks, the hacker sends a packet of malicious data to the target system that is greater than the maximum packet size of 

64kB [11]. The transmission unit is fragmented into smaller packets of prohibited sizes and dimensions as a result of this effect. 

The receiver, on the other hand, will be unable to complete the request until all of these packets have been received. As a result 

of the congestion at the receiver point, the system hangs, crashes, and reboots. 

(ii) TCP SYN Flood 

It's a networking layer attack, with the handshaking process between server and client as the reason. Figure 6 shows a simple 

illustration of the handshaking procedure. 

 

Figure 6 TCP Handshake model 

When server B gets the SYN packet, it answers to server A with an ACK packet, or acknowledgement packet, as shown in the 

diagram above. The communication between the two parties is established after the acknowledgement handshake signal, and the 

required amount of CPU resources and memory is allocated for this communication process. During a TCP SYN attack, the 

hacker forces the agents in the network to submit fake TCP SYN requests [10] to hold and bind the data and resources of the 

target system, preventing normal users from accessing the system resources to have their requests processed. 

(iii) Teardrop 

It's an attack on the target system in which the hacker uses Tear drop to deliver pieces that take advantage of the IP fragment [3] 

[6] overlapping flaw. The target system is unable to defragment as a result of this flaw, resulting in a system crash. These attacks 

were more common in older versions of Windows, such as 95, 3.1, Linux 2.16, and others. Patches, on the other hand, are 

available to combat tear drop attacks. Operating systems in recent versions have shown to be fairly resistant to tear drop attacks. 
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(iv) Land 

Land is a custom-made attack that targets older versions of Windows, such as Windows 95 and NT, in which the source address 

and port are the same as the destination and port addresses, resulting in a system crash. Patches are also available for this exploit, 

however recent versions are far more resistant to such attacks. 

(v) UDP flooding 

This is a sort of packet flooding in which the attacker sends a large number of packets to the victim. As a result of the large 

number of packets sent to the victim, the bandwidth is overburdened, and genuine users are refused access to have their requests 

processed. 

(vi)Bombing 

It's a type of packet flooding in which email messages are sent to the target repeatedly and the contents of the emails are scraps 

made up of rubbish, but they take up a lot of space. The constant barrage of illicit emails sent to the victim depletes system 

bandwidth and resources, limiting legitimate clients access to services. 

(vii) Smurf  

It is a type of bandwidth depletion attack that is classified as a network connection attack. An ICMP echo packet with a faked IP 

address intended at the victim is delivered to the amplifier present in the network stream. This Echo packet is then sent to all 

other nodes within its coverage area, with each node reflecting back the ICMP packet sent to the target system. 

(viii)Fraggle 

Its operation is similar to that of Smurfs, but it differs in that it sends a UDP echo to the system's character generating port. This 

UDP echo directed to the faked IP address aimed at the victim is reflected back by the port. This starts an indefinite loop, 

with each node continuously returning the character echo to the victim machine. 

(ix) Spamming 

It's a slightly different version of email bombing [17] in that it involves sending massive amounts of emails to all users, wasting 

the victim's resources and time. There are also some attacks that can be directed at system resources such as printing, ink 

dispatch, paper waste, and so on. 

(x) Worms 

They belong to a specific class that has an exponential distribution and can self-propagate across the internet. The code red worm 

is a well-known worm that has recently been discovered to access and deplete internet information server enabled devices. 

Because of its self-propagating nature, any user can visit a vulnerable web server and run arbitrary code on the system. 

 

Figure 7 Scheme of worm attack on target 
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As a result of the worm's propagation activity, infected systems may experience web site defacement as well as performance 

deterioration. Because a machine can be infected with many copies of the worm at the same time, in severe circumstances, the 

degradation will lead some services to stop completely. 

B. Attacks on routes 

As discussed in earlier sections, this is an indirect assault in which the attacker attacks the networks that serve as traffic flow 

channels rather than attacking the system directly. This is efficiently addressed by sending RIP [14] [15] packets into the 

network, effectively preventing a DDoS attack. The routing protocol RIP version 2 was developed to strengthen the network 

layer and prevent it from receiving protocols from unauthorised agents. The border gateway protocol, which is classified as an 

inter-autonomous system routing protocol, is a similar type of protocol. BGP is an Internet routing protocol that is used to 

convey routing information between Internet service providers (ISP). 

III. ATTACK RESPONSES 

The DDoS attack response mechanisms are grouped into the following groups in this section. 

A.Traceback 

 

A trace back is an effective attack response strategy that uses a reverse propagation procedure to reveal the attacker's identity. An 

information packet's source and destination addresses are, in general, two essential components. The network does not verify the 

legitimacy of the packet sender, and none of the components in the networking path are responsible for the accuracy of the 

source address, which is a flaw in traditional packet delivery systems. The DDoS hacker takes advantage of this flaw to the 

fullest extent possible, using spoofed IP addresses to hide their identity. Trace backs have been used to track down the 

original source's address and hold the sender responsible for the packet sent in response to these types of assaults. Tracing the 

attack agent back to its source also aids in preventing it from spreading and infecting other nodes in the network. In real time, 

two strategies are used: infrastructure scheme and end host scheme. Figure 8 is an illustration of an infrastructure design. 

 

Figure 8 Infrastructure based trace back scheme 

As shown above, the network is responsible for storing and maintaining track of the trace back data, which will be used to plot 

the attack pattern as needed. Figure 9 depicts an end host scheme. 
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Figure 9 Scheme of end host trace back approach 

The end hosts, who are the possible victims, keep track of the traceback state information in the end-host scheme. This category 

includes IP marking and ICMP Traceback. 

B. Containment 

Containment of attacks is primarily motivated by the need to control the intensity of attacks by employing dummy security 

systems in the form of honey pots. They have low security and are designed to lure an attacker to target them rather than the 

original network and systems. This method allows the defense mechanism ample time and space to learn about the attacker, the 

attack kind, and pattern, and to deploy an effective defense mechanism as quickly as possible. DDoS attacks are used by the 

attackers to assault honey pots and install their own malicious computer code on the honey pots. This assists the main system in 

analysing the programme code and determining the attack pattern and its flaws. Based on their utility and features, these honey 

pots are further categorised as low participation, mid involvement, and high involvement. Low honey pots take a passive attitude 

to defense systems and may just listen in on conversations. Mid-involvement Honeypots engage with attackers to obtain 

information, but they do not expose the attacker to the entire underlying operating system of the main network. Honey pots with 

a high level of participation are more complicated because they interact directly with the DDoS and mimic all of the main 

system's functionalities. They aid in the collection of extensive information about a DDoS attack by exposing the real system to 

virtual interaction with the attacker. They are difficult and expensive to implement in real time, and they also expose any 

security weaknesses in the original system to the attacker. 

C. Reconfiguration 

The configuration of the target system is modified in these types of attack response systems to prevent the DDoS attacker from 

gaining access to the legitimate channel to the victim. Figure 10 depicts a successful execution of such a method. 

 

Figure 10 Reconfiguration scheme of attack reaction mechanism 

Figure 11 shows a secure overlay architecture, in which the overlay access points are in charge of enabling only genuine and 

verified packets in the legitimate path to reach the victim network path. Through high-performance filters, this architecture also 

provides an extra degree of security to the victim. The chord method, which is highly sophisticated and difficult to construct, is 
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one of the algorithms used to implement the reconfiguration architecture. By sending a client to a new IP address and port 

number via a conventional HTTP redirect message, packets containing authentic source IP addresses are differentiated from 

those having faked addresses. 

 

Figure. 11 Secure overlay architecture for reconfiguration 

D. Redirection 

The traffic is rerouted and blocked from reaching the target network in this attack response system. Black hole filtering is one 

such solution, which allows an administrator to send attack traffic to a null IP address and thereby drop it. When an attack is 

detected, a new route is constructed, and the traffic attack with the victim's target address is now diverted to the address of this 

new route with the black hole address, where it is dropped without further propagation. Sink-hole routing is a form of black hole 

routing that follows the same technique as black hole routing but differs in the destination point by logging the attack traffic for 

subsequent investigation and analysis. Another notable procedure in redirection is shunting, which occurs within the network 

and reroutes data to certain areas for analysis, where fraudulent packets are distinguished. 

E. Filtering 

These are the standard procedures for removing most DDoS attacks that occur on the victim network. These only work after a 

thorough investigation and determination that the suspected traffic is malicious. External tools or software are typically used to 

verify harmful conduct. Before really eliminating the malicious traffic, it is necessary to detect it. The detection could be based 

on an abnormality or a misuse. A profile is built for each traffic pattern in anomaly-based detection techniques, and event 

patterns whose extracted attributes do not match the created profile are labelled as malicious traffic. In some circumstances, a 

poorly specified detection technique may mistakenly identify traffic as malicious if it does not match the profile, yet it is not. 

They are classed as false alarms, and for a successful filtering method, the number of false alarms should be kept to a minimum. 

If the detection is incorrect, it will have an impact on the filtering process, resulting in data loss. Misuse detection systems, on 

the other hand, use signature patterns that are highly effective at detecting variants of the same attack, but fall short of their full 

potential when dealing with unknown attacks whose signatures are not recorded in the profiles. 

F. Ratelimiting 

Rate limitation, as the name implies, reduces the volume of traffic flowing across a network to prevent it 

from becoming overcrowded. The Pushback is an effective rate restriction method that can impose severe 

constraints on data streams that have been identified and classed as malicious. One disadvantage of this 

approach is that it imposes a rate limiting constraint on all traffic patterns, whether legitimate or malicious, 

decreasing bandwidth and internet performance for legitimate users. 
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G. Resource replication 

Resource replication is a victim network reaction method that aims to duplicate and multiply the target network's resource 

availability to the DDoS attacker. The Xeno Service is a resource replication technique that defends against DDoS attacks by 

conducting quick replication and multiplication. It is implemented as a distributed interconnection of computers on the web. This 

approach allows the victim to amass additional network resources in a short period of time, effectively absorbing the effect of a 

DDoS flood of packets and ensuring that genuine users receive uninterrupted quality service. 

H. Legitimacy testing 

A legitimacy list is maintained in this mechanism, and packets not mentioned in this array are considered as anomalous traffic. If 

a packet claims to be real but is still not on the list, it will be put through a battery of tests to confirm its legitimacy. After the 

suspected packet is added to the legitimacy list after passing a series of tests, normal data transmission begins after the 

communication link is established and control is taken over by the traffic management system. Net bouncer is an effective tool 

for distinguishing legitimate traffic from illicit traffic. Net bouncer also assists in distinguishing DDoS congestion from 

circumstances of flash mob congestion. Despite their effectiveness in distinguishing authenticated traffic from malicious traffic, 

they have costs in terms of processing time because more resources must be mobilised and dedicated to perform the legitimacy 

tests. 

I. Resource consumption 

Connection depletion attacks, which are carried out by DDoS attackers and involve many requests for processing being launched 

and left unanswered on the server input, are an important type of attacks. As a result of the quick depletion of resources and 

memory utility, the server is unable to execute legitimate user requests. One efficient reply mechanism is the client puzzle, 

which sends a number of little puzzles to all service request initiators. The challenge can only be solved by legitimate users, 

allowing them to distinguish themselves from illegal ones. However, his method may be used to effectively filter out aberrant 

traffic, but at the penalty of increased processing and computing costs. 

J. Other Mechanisms 

Egress filtering is a well-known attack reaction strategy that entails filtering outgoing traffic from the network with coefficients 

adjusted to detect only genuine information packets. DDoS assaults based on spoofing IP addresses could be efficiently stopped 

by deploying these filters with wide-area connection. D-WARD is an effective sort of Egress filtering that restricts the flow of 

outgoing traffic to the target following the detection of harmful patterns. 

Ingress filtering, on the other hand, is concerned with the efficient filtering of incoming or inbound traffic to the victim system 

across the network stream, with unauthenticated addresses being filtered out. Because of the large variety of spoofed IP 

addresses that the packets could use, it is simple to create and easier to implement, but it still suffers from widespread and 

organised DDoS attacks. 

Another effective approach for preventing attacks is query-based prevention, in which queries are sent to the victim system 

where the attack is actively taking place, and the query's response time and pattern are analysed to detect the type of assault 

placed on the victim. When an assault is detected, the flow of packets is halted until the attack is contained. 

IV. FLASH CROWDS 

Flash crowds are comparable to DDoS attacks, but their aims are different because they are not hostile. A flash crowd is 

characterised by a spike in traffic and access to a specific website, network, or online resource over a brief period of time. A 

temporary website, for example, could be regarded of as a website that is only available for a certain time. This is more common 

in the case of sporting events or the hosting of worldwide events for a limited time. It should be highlighted that such events 

could be predicted well in advance, and enough preparations could be made to accommodate and manage such a large volume of 

network traffic. Figure 12 displays a flash crowd scenario in Atlanta during the Olympics, in which servers and clients from all 

over the world had to access the Olympics website during a huge rise in traffic for a short period of time. 

Figure 13 shows a graphical representation of an examination of network traffic spikes during flash crowd occurrences. An 

unexpected and unscheduled occurrence of flash crowds is a different type of flash crowd. The base server is absolutely 

oblivious of the distribution pattern, the possibility of a volume surge, and the duration of the occurrence of a flash crowd. 
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Figure 12 Illustration of flash crowd scenario in Atlanta 

Several techniques to effectively countering the flash crowd problem have been proposed in the literature, however they all come 

at the expense of raising the cost of establishing the defense system. On a trial-and-error basis, the easiest technique is to raise 

the number of resources to effectively satisfy the unanticipated demand. Low demand on an unforeseen schedule, on the other 

hand, could result in significant financial losses in acquiring the resources. 

 

Figure 13 Traffic volume distribution plot during flash crowd 

Another technique is to use a content distribution network to offload duty from the main server to clusters of sub servers, 

allowing the workload to be effectively shared and distributed. Despite the fact that CDNs are expensive, the majority of web 

hosting businesses use them. Some nonprofit groups, on the other hand, do not use this strategy and instead rely on traditional 

means such as the internet, despite the fact that they are far slower than the flash mob. 

IV. CONCLUSION 

This study has dealt with highlighting the methods of DDoS assaults on networks, their various versions, and the characteristics 

of each one in order to build and implement an effective defense mechanism. This chapter discusses the many types of DDoS 

attacks, as well as their taxonomy, with a focus on attacks on resources and attacks on routes to resources. The second section of 

the chapter discusses effective real-time reaction mechanisms for countering attacks. With these new insights into the 

fundamental concepts and types of DDoS attack patterns, as well as the various attributes that define them, a comparative 

evaluation strategy based on particle swarm optimization, artificial neural networks, and ant colony optimization has been 

proposed in this thesis. Each of these strategies has been thoroughly examined and evaluated, with real observations depicted 

and tabulated in order to draw conclusions about their performance. 
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