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Abstract-Software testing is the procedure of testing bugs in lines of code of a program that can be 

achieved by manual or automation testing. The theory of software testing involves problem designations 

of testing such as test group, failure after testing, manual testing, improbability principle, participation, 

and incorrect test case selection. This shows the particulars of a critical part of software testing, which is 

how to test the presentation of new software and the entire system. The outcome of this is the entire 

picture of three phases for software testing as follows: preliminary testing and user acceptance testing. 
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1. Introduction  

Software testing in the Software Development Life Cycle (SDLC) is the process of performing and 

evaluating a program with the resolved of finding faults .In general, it focuses on any activity aimed at 

appraising an attribute or capability of a program or system and finding that it happens its specification 

requirements. Therefore, once the software is released, the design faults or bugs will be repressed in 

and remain suppressed until activation. All the possible values are essential to be verified and tested, 

but perfect testing is incredible to be made. If a testing failure occurs during a primary step and the 

code is released, the program might now work for a test case that it may not have been envisioned to 

work for previously. But its behaviour on pre-debugging test cases that it dealt with before can no 

longer be reliable. To respond to this probability, the testing has to be restarted. 

In response to this, verification can be used to test or checked items, including code, for 

immovability and conformance by evaluating the results against pre-specified requests. Debugging 

specifies that testing should intentionally aim to make things go wrong to find if things occur when 

they should not or things do not occur when they should. 
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2. The Theory of Software Testing 

2.1 Problems in Software Testing 
 

This article is concerned with five problems found in software testing as follows. The first problem 

is concerned with the limitations of the testing team. Insufficiency may be the result of limited 

resources, lack of training of the individual team members, or issues with the leadership. Also, 

suitable testing means may not be available to the team. The second problem is failure of the test 

maintenance. This is because the specification changes of the requirements result in abnormally 

long reverse times. The third problem is with manual testing. The software testing team is busy 

making manual testing instead of building new test specifications, or modifying old ones to fit a 

new or changed requirement. The forth problem is about the uncertainty principle. Sometimes, the 

uncertainty is in the exact testing conditions as well as how to view the condition for replication. 

The fifth problem is in selecting the right tests. The software testing cannot address some of the 

necessary aspects of the software testing application or system when testing only some part of the 

essential functions or choosing only the expected interactions when executing a fault-tolerant 

application. 

 

3. EXISTING TESTING METHODS 

For the beginning of the Testing process, the first step is to generate test cases. The test cases are 
developed using various testing techniques, for the effective and accurate testing. The major testing 
techniques are Black box testing, White Box testing and Grey Box testing. White Box testing is 
considerably effective as it is the method of testing that not only tests the functionality of the 
software but also tests the internal structure of the application. While designing the test cases to 
conduct white box testing, programming skills are essential to design the test cases.   
 
White box testing is also called clear box or glass box testing. This kind of testing can be applied to 
all levels including unit, integration or system testing. This type of testing is also called Security 
Testing that is it accomplishes the need to determine whether the information systems protect data 
and maintains the proposed functionality. As this kind of testing process makes use of the internal 
logical arrangement of the software hereafter it is capable enough of testing all the independent 
paths of a module, every logical decision is exercised, all loops are checked at each boundary level, 
and internal data structures are also implemented. However, white box testing serves a purpose for 
being a complex testing process due to the inclusion of programming skills in the testing process.  
 
Black Box testing is a testing technique that essentially tests the functionality of the application 
without going into its implementation level detail. This technique can be realistic to every level of 
testing within the SDLC. It mainly executes the testing in such a way that it covers each and every 
functionality of the application to decide whether it meets the initially identified requirements of 
the user or not. It is adept of finding incorrect functionalities by testing their functionality at each 
minimum, maximum and base case value. It is the most simple and well-known testing process used 
worldwide 
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                                Figure 1: Software Testing Techniques  
 

Grey Box Testing is the grouping of the White Box and Black Box Testing Technique serving the 
advantages of both. The need for such kind of testing stimulated because in this type of testing the 
tester is aware of the internal structure of the application, hence testing the functionality in a 
better way taking the internal structure of the application into consideration. 

        

4. Software Testing Life Cycle (STLC) 

Discusses the STLC steps, stages and phases a software undertake during the testing process. 

Though, there is no fixed standard of the software or application undertaking STLC and it varies 

from region to region through the world. During the first phase of the STLC, the review of the 

software requirements takes place by the Quality Assurance team in which they appreciate the core 

requirements according to which the test will be accompanied. If in the case of any conflict arises, 

the team must organize with the development team to better understand and resolution the 

conflict. Test planning is the second and most important stage of the STLC, as this the step where all 

the testing strategy is well-defined. This phase deals with the preparation of the test plan, which 

will be the ultimate deliverable of this phase 
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                                      Figure 2: Software Testing Life Cycle 
 
Test Plan is a required document biased towards the functional testing of the application, without which 
the testing process is not possible. Test designing phase is the phase where the test case is developed, and 
the test planning activity is concluded. Appropriate Test cases are written by the QA team manually or in 
some circumstances, automated test cases are generated. Test case specifies a set of test inputs or data, 
execution conditions, and estimated results. The specified set of test data should be chosen such that it 
produces expected result as well as intentionally erroneous data that will produce an error during the test. 
This is usually done to check what conditions the application concludes to perform. Test Execution Phase is 
consisting of execution of the test cases based on the test plan that was produced before the execution 
phase. If the functionality passes the execution phase without any bug reportage, the test is said to be 
cleared or approved, and every failed test case will be associated with the create bug or error. The 
deliverable of such activity is defect or Bug report. Test Reporting is the reporting of the generated results 
after the execution of the test cases which also includes bug reporting which then progressed to the 
development team so that it can be fixed. 
 
5. Testing Phases  

The testing phase is a separate phase which is conducted by a different test team after the application is 

completed. The testing technique is selected based on the perspective of the test team. The testing phase 

is distributed into three steps as shown in autonomous verification, independent validation and testing. 

Verification and validation is not the same thing, even though they are often confused. Expressed the 

difference as 

 Verification: Are we building the product right? 

 Validation:  Are we building the right product? 

 
 
Verification: The verification activities include technical reviews, software inspections, walkthroughs, and 
efforts to: check the software requirements, checked the design components (they are traceable to the 
software), check conduct requirements, accomplish unit testing, perform integration testing, accomplish 
system testing, check the acceptance testing, and audit. One can say that it is to determine the right thing, 
which concerns the testing of the implementation of right process, e.g., to determine whether the 
software is appropriately made. 
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                                         Figure 3: Testing phases 
  

Validation: It checks whether the developed software observes to the user requirements. Software 

validation checks that the software product satisfies or fits the intended use, the software meets the user 

requirements, not as description artifacts or as needs of those who will operate the software only; but, as 

the needs of all the participants (such as users, operators, administrators, managers, investors). There are 

two ways to perform software validation: internal and external. All through internal software validation, it 

is assumed that the goals of the participants were correctly understood and that they were expressed in 

the requirement artifacts accurately and comprehensively. If the software meets the requirement 

specification, it has been internally validated. External validation happens when it is accomplished by 

asking the stakeholders if the software encounters their needs. Different software development 

methodologies call for different points of user and stakeholder participation and feedback; so, external 

validation can be a discrete or a continuous event. Successful final external validation occurs when all the 

stakeholders assent the software product and express that it satisfies their needs. Such final external 

validation requires the use of an acceptance test which is a dynamic test. 

However, it is also possible to perform internal static tests to find out if the software meets the 
requirements specification but that falls into the scope of static verification because the software is not 
running. 

Testing: It is a useful technique for both verification and validation. Obviously, other techniques useful for 
verification are: static analysis, reviews, inspections and walkthroughs. Other techniques useful for 
validation are prototyping and early release. Other techniques useful for validation are prototyping and 
early release. 
 
6. CONCLUSION AND FUTURE WORK 
Testing is the most critical part of the Software Development Lifecycle, as it is something upon which the 
final delivery of the product is dependent. It is time consuming and an intensive process, therefore, 
enhanced techniques and innovative methodologies are required. This makes Automated Testing and 
other various Test Metrics implementation before and during the testing process. It can develop the 
existing testing methods, both for time effectiveness as well as for efficient and reliable final product 
which not only meets the stated requirements but also provides with maximum operational efficiency The 
platform over which the software development and testing reside continues to evolve and remains 
exceptionally eminent. However, something so crucial and critical like Testing comes often quite late in the 
process of Software Development. There should be a maximum interaction between description writers 
and Testers for better understanding and early review, 
which may fix ambiguity problems and subsequently result in saving the cost of later fixing of the software. 
Testers after being clear about the specifications and requirements should hand over developers a 
influenced lightweight test model, so they make sure the primary specification are met before handling 
the project for official testing. Use of simulation tools can massively help the testers in creating the parallel 
environment in which the product is destined to run, certain exception testing and methods for the 
exception handling can be best determined. While testing the product in the similar testing environment 
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for which the product is meant for, and that can be easily done by incorporating the simulation within the 
Testing process. Hence, the future work in relevance with the testing process will be much more 
technology dependent harnessing the simulation and automatic testing model based approach, not only 
advancing the testing life cycle but also providing optimal bug prevention and effective quality assurance. 
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