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Abstract:  We intend to develop an Anomaly Detection System using the Isolation Forest algorithm in order to prevent the injection 

of false data and also to prevent false data coming from malfunctioning sensors. This will help aid in the process of acquiring 

accurate data from the sensors. Accurate data is needed to optimize cultivation land and grow crops efficiently. Using our system, 

the farmer will be informed of the malfunctioning or malicious sensors, saving him time by eliminating the need to examine all of 

them at once and instead focusing on the one sending inaccurate data. 

 

Index Terms – Agriculture 4.0, Agro-technology, Cybersecurity and Isolation Forest. 

I. INTRODUCTION 

 

With the increasing use of technology in agriculture and the availability of remote monitoring via the internet, agricultural 

cybersecurity is an increasing concern. During the last few years, the Agro technology community, public sector, and researchers 

have been alerted to the problem and a significant amount of research has focused on the issue. However, the majority of the existing 

work focuses on external threats or specific parts of the farm technology ecosystem. But, smart agriculture is still emerging and has 

a low level of security features. 

 

The manipulation of the sensors, actuators, and computer systems in agricultural environments can result in crop and livestock 

damage, as well as financial losses. A malfunctioning/maliciously installed sensor can also provide inaccurate data, which can result 

in crop loss. In order to prevent threats such as false data injections by a malicious party and data noise, we can use an Anomaly 

Detection System. 

 

We can flag the abnormal data with the help of an anomaly detection system in order to prevent the system from taking action on 

the false data. For example, false data can indicate that the soil is dry and allow the irrigation system to dispense water, when the 

ground truth is that the soil has the perfect moisture level. In order to solve this problem, we plan to use an anomaly detection 

algorithm with machine learning. Here the Isolation Forest model will be used to detect the outliers (false data). 

For this study secondary data has been collected. From the website of KSE the monthly stock prices for the sample firms are 

obtained from Jan 2010 to Dec 2014. And from the website of SBP the data for the macroeconomic variables are collected for the 

period of five years. The time series monthly data is collected on stock prices for sample firmsand relative macroeconomic 

variables for the period of 5 years. The data collection period is ranging from January 2010 to Dec 2014. Monthly prices of KSE -

100 Index is taken from yahoo finance. 

 

1. Theoretical framework 

Our first objective is to streamline the sensors' data into the data pipeline so that we can work with the data more easily. 

To be able to accomplish this, we need a framework that can simultaneously ingest and process incoming data in real time or near 

real time. By doing so, we can detect anomalous data earlier, which is better.  

The next step is to select the most effective algorithm for detecting anomalies in our scenario. Since real-world applications such 

as ours aren't able to directly identify when an anomalous event has occurred, we will use unsupervised machine learning to detect 

it. In this case, a predictive algorithm can be used to forecast the upcoming data point, and then compare it to the corresponding 

data point when it arrives. A prediction and actual data point would, in general, be close to each other, but if the actual data point 

is off, then the incoming data point is anomalous. To make sure the detection model remains relevant and accurate, we'll have to 

train it with real data and then iterate the learning process on a regular basis. If an anomaly is detected, the farmer can be notified 

and the data may be discarded. 

As a final step, we will store the accurate data into a database that will be used by the farm management system to operate actuators 

based on the sensor data.  
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2.  OBJECTIVES 

The objectives of this project are: 

⮚ Use a framework that allows both the ingestion and the processing of data simultaneously so that anomalies can be detected 

in real time. 

⮚ Isolate data points that have anomalous patterns using the Isolation Forest algorithm. 

⮚ Identify the anomalous sensor producing anomalous data and notify the farmer. 

⮚ Lastly, store the accurate data in a database for the farm management system to use 

 

3.  Literature Review 

 

Agricultural cybersecurity is growing in importance since farming is becoming increasingly reliant on computers and the 

Internet. Researchers, the public sector, and members of the agrotechnology community have been alerted to the issue in recent 

years, and significant research efforts have been focused on it. Most of the existing research, however, focuses on external threats 

to the farm technology ecosystem. This has been quoted from the paper: “Requirements for cybersecurity in agricultural 

communication networks” by Jussi Nikandera, Onni Manninenb and Mikko Laajalahtic (10 October 2020). 

 

A smart agriculture system integrates multiple technologies, devices, protocols, and computational paradigms in order to 

improve agricultural processes. The use of big data, artificial intelligence, cloud computing, and edge computing provides the ability 

to keep, store, and analyze the vast amount of data generated by components. Despite this, smart agriculture is still an emerging 

technology with low security features.  

The availability and accuracy of data will be key components of future solutions to assist farmers, and security is crucial to 

establishing robust and efficient systems. Our system aims at providing this accurate and reliable data. Agriculture 4.0 requires that 

Intrusion Detection Systems are transparent and easy to use, as it would otherwise require IT personnel to manage.  

The majority of IDSs analyze network traffic patterns, which is effective in identifying DoS/DDoS forged measure injections, and 

other network-bound attacks, but ineffective in identifying failures, data noise, and false data injections.  

This has been quoted from the paper: “Security challenges to smart agriculture: Current state, key issues, and future directions” by 

Angelita Rettore de Araujo Zanella, Eduardo da Silva and Luiz Carlos Pessoa Albini (21 November 2020).  

 (Jecheche,2010).  Pan et al. (2007) studied exchange rate and its dynamic relationship with share prices in seven East Asian 

Countries and concludethat relationshipof exchange rate and share prices varies across economies of different countries. So there 

may be both possibility of either exchange rate directly or inverselyrelated with stock prices.Oil prices are positively related with 

share prices if oil prices increase stock prices also increase (Iqbal et al, 1012).Ataullah (2001) suggested that oil prices cause positive 

change in the movement of stock prices. The oil price has no significant effect on stock prices (Dash & Rishika, 2011).Six month 

T-bills rate is used as proxy of interest rate. As investors arevery sensitive about profit and where the signals turn into red they 

definitely sell the shares. And this sensitivity of the investors towards profit effects the relationship of the stock prices and interest 

rate, so the more volatility will be there in the market if the behaviors of the investors are more sensitive. Plethora (2002)has tested 

interest rate sensitivity to stock market returns, and concluded an inverse relationship between interest rate and stock returns. 

Nguyen (2010) studies Thailand market and found thatInterest rate has aninverse relationship with stock prices.  

 

 KSE-100 index is used as proxy of market risk. KSE-100 index contains top 100 firms which are selected on the bases of 

their market capitalization. Beta is the measure of systematic risk and has alinear relationship with return (Horn, 1993). High risk 

is associated with high return (Basu, 1977, Reiganum, 1981 and Gibbons, 1982). Fama and MacBeth (1973) suggested the existence 

of a significant linear positive relation between realized return and systematic risk as measured by β. But on the other side some 

empirical results showed that high risk is not associated with high return (Michailidis et al. 2006, Hanif, 2009). Mollah and Jamil 

(2003) suggested thatrisk-return relationship is notlinear perhaps due to high volatility. 

 

 

 

4. Methodology 

  Our methodology for converting sensor data into an easy-to-manage stream will make use of an appropriate framework. Data 

producers (sensors) feed data into the stream and consumers can read this data. In our case, sensor data can be directly sent into the 

stream, and an anomaly detection model can read and process the data. The stream of data can be used to detect anomalies, and 

subsequently stored in a database.  
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Fig: Overview of the Theoretical Framework of the Proposed System 

 

Next we will use the Isolation Forest algorithm for the unsupervised detection of anomalies. In the beginning, one stream from the 

incoming data is used to train the Anomaly Detection model.  Based on the model generated above, we can perform anomaly 

detection. In the event of an anomaly, we will notify the farmer of the anomalous data and from which sensor it was detected. The 

farmer can choose to visit the sensor and check it for any defects. This significantly reduces the amount of checks they would need 

to perform without our system. As a result, the Anomaly Detection System adds a new field that tells if a data is anomalous or not. 

And the data is sent to the database that stores the data. Data from the database will be used to activate the actuators and so forth 

based on the sensor data by the farm management system. 

 

5. Output 

In this Temperature-Time graph, you can see that a sensor is sending temperature data at an interval of 1 hour. 

 
Fig : Temperature-Time graph 

Here, we can clearly see the anomalous temperature data at 10am, which is much higher than the other data points. In this instance, 

we can detect it fairly easily; however, if the data volume increases and a pattern appears, a machine learning approach will be 

required to detect the anomalous data accurately. This is the general principle of anomaly detection systems, namely to detect 

anomalous data that deviates from the rest of the data set. 
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Fig : Working of Anomaly Detection in large volume dataset 

 

The figure above illustrates how these anomalous data are sometimes a challenge to detect for human beings. But with the help of 

an algorithm like the Isolation Forest, we can predict the nature of the anomalous data. To isolate the anomalous data in the data set 

shown in the above graphs, the algorithm took just two partitions of the whole dataset. 
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CONCLUSION 

Growing populations will lead to an increase in food consumption. However, as arable land diminishes, there is a need to optimize 

our available resources. Agriculture 4.0 is focused on making good use of the resources available and getting better yields with the 

help of sensors, actuators, and farm management systems. With the expansion of the farming system into the digital era, there is the 

risk of cyberattacks from malicious parties or malfunctions causing system failures. 

 

In order to prevent malicious data forgeries or data coming from malfunctioning sensors, we will monitor the data coming in from 

the sensors to ensure that it is right. In the event that the data is not right, we should alert the farmer. Through the use of machine 

learning, we will ensure that anomalous data does not lower crop yield or cause financial losses. The goal of our system is to 

contribute to the development of secure and robust systems for Agriculture 4.0, where the data from sensors is crucial. 
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