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Abstract—Vehicular cloud computing (VCC) is composed of 
multiple distributed vehicular clouds (VCs), which are formed 
on-the-fly by dynamically integrating underutilized vehicular 
resources including computing power, storage, and so on. Existing 
proposals for identity-as-a-service (IDaaS) are not suitable for 
use in VCC due to limited computing resources and storage 
capacity of onboard vehicle devices. In this paper, we first propose 
an improved ciphertext-policy attribute-based encryption (CP- 
ABE) scheme. Utilizing the improved CP-ABE scheme and the 
permissioned blockchain technology, we propose a lightweight 
and privacy-preserving IDaaS architecture for VCC named 

 

 

 

+RPH ,G3 

1 

8VHU  3 

 
2 

 

 

 

,G3 1 4 

63 1 

 

 

,G3 2 

 

63 2 

9LVLWRU 

GRPDLQ 2 
IDaaSoVCC. It realizes lightweight and privacy-preserving access 
control of vehicles’ personally identifiable information (PII) in     
a  large  distributed  vehicular  cloud  system.  Security  analysis 
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demonstrates the security features of IDaaSoVCC, most notably 
forward secrecy, confidentiality and identity information privacy. 
Meanwhile, we verify that IDaaSoVCC is feasible and practical  
in a large distributed VC system through extensive simulations. 
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Index Terms—Vehicular cloud computing, identity-as- a-
service, privacy-preserving, attribute-based encryption, 
blockchain. 

 

I. INTRODUCTION 

EHICULAR cloud computing  (VCC),  the  integration 

of the technologies of cloud computing and vehicular 

networks [1], is gaining attention due to its capabilities of 

supporting a series of novel, valuable, and/or sensitive ap- 

plications [2] for improving driving safety, saving energy, 

optimizing the traffic and so on [3] [4]. Like cloud computing 

providing cloud services, VCC can provide various mobile 

vehicular cloud services for vehicles. When a vehicle wants to 

access VCC services, VCC service providers (VCCSP) usually 

require the vehicle’s identifiable information to authorize its 

request. Thus, identity management including authentication 

and access control becomes an essential concern for service 

providers and consumers. 

However, flaws in existing identity management systems 

have led to a large number of data leakage incidents [5] in 

 
Corresponding author: Xiaolin Chang. 
The research of Yingying Yao and Xiaolin Chang is supported in part by 

NSF U1836105 of China and the Fundamental Research Funds for the Central 
Universities  of  China  under  Grants  2018JBZ103.  The  work  of  J.  Mišić  and 
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Fig. 1. A typical IDaaS model. 

 

 
recent years. Conceptually, this is due to existing identity man- 

agement models being service provider centered [6], which 

makes it difficult, if not impossible, for them to satisfy the 

requirements of users’ flexible access control such as cross- 

datacenter access control without re-authentication. They only 

allow a legitimate user to access different services from a 

single authentication server, rather than accessing different 

services through distributed networks with a unique secret key 

[7]. That is, in order to access different services in distributed 

networks, each user must be authenticated numerous times    

in order to acquire multiple secret keys. Moreover, each 

authentication requires a user to provide personally identifiable 

information (PII). 

Federated identity management [8] solves the problem of 

providing PII for each authentication by exchanging messages 

containing users’ authentication and authorization credentials 

between different service providers. However, the dissemina- 

tion of PII at an intermediary also requires the protection of 

PII from abuse and unauthorized access. 

As a service-oriented architecture, cloud computing has the 

ability to provide identity-as-a-service (IDaaS) [9], which can 

alleviate the above privacy issues. Fig. 1 shows a typical IDaaS 

model: A user registers at home IdP of home domain (step 1). 

The home IdP encrypts and disseminates PII on behalf of the 

user to visitor domains (step 2). On demand, the user can ac- 

cess multiple SPs in visitor domains (step 3, and 4). It delivers 

federated identities to users accessing several cloud services 

on demand while preserving their privacy [10]. Various needs 

from end-users are being a driving force for IDaaS, especially 
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Fig. 2. The distributed vehicular cloud system. 

 

 
authentication services. It also has other advantages such as 

reduction of on-site infrastructure, management of integration 

with cloud services, and ease of use [11]. 

However, existing IDaaS models  [12]–[16]  consumed  a  

lot of storage and computing resources. Therefore, they are  

not suitable for VCC environment, especially for distributed 

vehicular cloud (VC) systems consisting of multiple inde- 

pendent VCs which are composed of disengaged vehicles in 

the parking lots [17] as shown in Fig. 2. In a VC,  each  

vehicle has limited storage and computing power [18], esp. 

when compared to the resources of a stationary edge or cloud 

server. We note that the proposed solution might be considered 

as a vehicular edge computing system as well, the more so 

because the boundary between cloud and edge computing is 

not clearly delineated in most cases. Edge computing is often 

considered in conjunction with the emerging 5G technology, 

but 5G systems are typically deployed as ultra-dense networks 

which makes them more suitable for applications in residential 

and office applications, shopping malls, and the like, rather  

than in vehicular applications. These discussions motivate us 

to design a lightweight IDaaS architecture for the distributed 

VC system. 

Blockchain technology is able to solve the problem of 

distributed database synchronization through combining peer- 

to-peer networks and distributed consensus algorithms [19].   

It is a distributed, replicated, and tamper-resistant system for 

data storage and retrieval [20]. These characteristics make 

blockchain be able to  not  only  alleviate  the  shortcomings  

of a centralized system but also reduce the communication 

overhead between datacenters, especially suitable for delay- 

sensitive services [21]. While some blockchain systems such 

as Bitcoin are computationally intensive [19], this is not a 

feature of blockchain technology per se, but a deliberate 

design decision that aims to limit the throughput. There are 

three types of blockchain technologies: public blockchain, 

consortium blockchain and private blockchain [22]. Public 

blockchains such as Bitcoin are permissionless, but both 

consortium blockchain and private blockchain can be con- 

sidered permissioned like [23]. In this paper, we propose a 

novel IDaaS architecture based on permissioned blockchain 

technology, denoted as IDaaSoVCC (IDentity as a Service   

of Vehicular Cloud Computing), for the distributed vehicular 

cloud system in order to address the above issues. 

The main contributions of the paper are summarized as 

follows: 

1) We propose an improved ciphertext-policy attribute- 

based encryption (CP-ABE) scheme, which makes im- 

provement to the existing lightweight CP-ABE scheme 

[29] in order to make it practical in IDaaSoVCC archi- 

tecture. 

2) By adopting the improved CP-ABE, we propose a 

secure and effective PII access control architecture 

(IDaaSoVCC architecture) for the distributed VC system 

to keep the privacy of vehicles’ PII. To realize secure 

access to vehicles’ PII, the information is encrypted by 

the improved CP-ABE and uploaded to the VC in the 

form of ciphertext. To  the best of our knowledge, we  

are the first to introduce IDaaS into the VCC field. 

3) The IDaaSoVCC architecture is lightweight by introduc- 

ing the permissioned blockchain. Firstly, the participa- 

tion of trusted authority (referred to Section IV.A) is 

reduced, which can decrease communication overhead 

on both trusted authority and each VC. Also, the size of 

the blockchain is also reduced since the link addresses 

of ciphertexts rather than the ciphertexts are recorded on 

the blockchain. 

The rest of the paper is organized as follows. Section II 

presents the related works associated with our research. Pre- 

liminary and security requirements are introduced in Section 

III. Section IV describes the architecture, our improved CP- 

ABE scheme and the detailed construction of IDaaSoVCC. 

Section V gives security and performance analysis. The final 

section presents the conclusions and future work of this paper. 

 
II. RELATED WORK 

A. Identity Management Models 

Identity Management (IdM) has always been regarded as 

the keystone to access services and resources on the Internet. 

The last three decades witnessed the evolution of IdM from 

isolated to centralized and then to federated  models  [24].  

The Isolated IdM model assigned identity providers to play a 

central role as relying on parties by providing users access to 

Internet services and resources maintained by a single security 

domain [25]. But the rapidly increasing online services in 

various security domains incurred identity bloating, which 

became a troublesome mission for users to manage many 

digital identities by following an isolated IdM model. 

To deal with this problem,  the  centralized  IdM  model  

was proposed in order to detach identity management from  

service provision and allow several service providers to rely 

on the same identity provider [26]. Nevertheless, users may 

access distributed services, which are managed by different 

centralized IdM systems and security domains. Thus, the fed- 

erated IdM model was proposed to establish trust relationships 

between identity providers by which it becomes possible for 

users in one security domain to access services from another 

domain [27]. 
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In the federated IdM model, several service providers 

formed a federation through an offline operating agreement 

with each other [12]. They reached an agreement on the 

identity provider to issue authentication statements and ex- 

change credentials through the agreement such as SAML 

[13] and WS-Federation [14]. However, there were still risks 

of PII being misused and unauthorized access when it was 

disseminated over intermediaries in the federated IdM model. 

In the cloud environment, IDaaS not only can provide users 

with federated identities to access various cloud services, but 

also can protect their privacy [10]. 

B. IDaaS Models 

IDaaS is one of the most popular and efficient authentication 

services [28]. Recently, several IDaaS models were proposed. 

Vo et al. [15] proposed an IDaaS model which enabled regis- 

tered users to access various cloud services while protecting 

their privacy.  Within the IDaaS model, they further proposed  

a scheme to ensure the confidentiality of transmitted data 

through the combination of purpose-based access control and 

attribute-based encryption in [16]. Both these two solutions 

required the establishment of a trust relationship between 

different identity providers. Through the trust relationship, the 

users’ home identity providers sent users’  privacy  policies 

and ciphertexts of their PII to the trusted identity providers   

for storing in order to realize users’ access to various cloud  

services later. There are some issues with these two solutions. 

The first is the storage overhead. User privacy policies and 

ciphertexts of PII increase bulk storage overhead for trusted 

identity providers. The second is transmission overhead. The 

transmission of user privacy policies and ciphertexts of PII 

increases communication overhead. In addition, the transmis- 

sion overhead is also reflected in the number of transmission. 

Because the home identity provider needed to resend the user’s 

privacy policy and ciphertext of PII to all trusted identity 

providers when a user made a change in policy or PII such    

as phone number, address and so on. In our work, blockchain 

technology is applied to address the above issues. Store the 

link address of the ciphertext of PII rather than the ciphertext 

on the blockchain such that the storage overhead is reduced.  

If one wants to access the ciphertext, just access the updated 

blockchain since the storage location of the ciphertext can be 

found by the link address such that transmission overhead is 

reduced. 

Lee et al. [29] presented a blockchain-based IDaaS, named 

BIDaaS. But this solution asked the users to generate public- 

private key pairs for themselves, which required that the users 

owned cipher machines or great computing power. Thus, it is 

not suitable for a distributed VC system due to the limited 

computing power and storage capability. In our work, the 

public-private key pairs are generated by trusted authority. It’s 

feasible and applicable to the distributed VC system. 

III. PRELIMINARIES AND REQUIREMENTS 

This section first describes the preliminary of the 

lightweight CP-ABE scheme proposed in [30]. Then the pre- 

liminary of bilinear pairing is presented. Finally, we introduce 

the security requirements and assumptions. 

A. Lightweight CP-ABE Scheme 

CP-ABE scheme [31] was first introduced in 2007. The 

scheme assigns a set of attributes to each user. Each attribute 

value has a private key. The encryptor constructs a policy for 

decryption. Users whose attributes do not satisfy the policy are 

unable to decrypt the ciphertext [32]. He et al. [30] proposed a 

lightweight CP-ABE scheme for mobile cloud assisted cyber- 

physical systems, which has three algorithms as follows. 

Setup: This algorithm is responsible for publishing public 

parameters and keeping a master secret key securely for the 

whole system. 

Encrypt: This algorithm is responsible for generating the 

ciphertext through inputting the public parameters, data, and 

access policy. Then the ciphertext is uploaded to the cloud. 

Decrypt: This algorithm is responsible for recovering the 

data with the ciphertext, master secret key, and a set of 

attributes. 

 
B. Bilinear Pairing 

Define a map as follows: 

e : G × G → G1 

In the map, G and G1 are two groups with the same prime 
order p. G is an additive group with a generator g  and G1 is   a 

multiplicative group. Let Zp be a finite field. The pairing e  is 

called bilinear if it satisfies the following properties: 

Bilinearity: e(ua, vb) = e(u, v)ab for all u, v G and a, b 
Zp. Non-degeneracy: If g is a generator of G, then e(g, g) is a generator of G1. In other words, e(g, g) = 1. 

Computable: e(u, v) can be calculated for all u, v G. 
More details about pairings can be found in [33]. 

 
C. Security Requirements of the Distributed VC System 

Fig. 2 shows the distributed VC system considered in this 

paper. It is composed of multiple independent VCs. The design 

requirements of IDaaSoVCC are given as follows: 

Confidentiality. It should guarantee that service consumers’ 

PII uploaded to VC cannot be accessed by ineligible entities. 

Identity information privacy. It should guarantee that the PII 

of service consumers will not be leaked, such as real 

identity, phone number, address and so on. 

Lightweight. It should guarantee that the computation and 

storage costs on service consumer side are low. 

We design the IDaaSoVCC architecture with these security 

requirements under the following two assumptions: 

Assumption 1. (Discrete Logarithm Assumption [34]): 

Choose a group G with generator g and prime order p. Given 

an  h    G,  the  discrete  logarithm  problem  is  to  compute 

the discrete logarithm r of h to base g. If for all non- 
uniform  polynomial  time  algorithms   B,  Pr[h G; r B(G, p, g, h)) : gr = h] is negligible, the discrete logarithm assumption holds for G. 

Assumption 2. (Decisional Bilinear Diffie-Hellman 

(DBDH) Assumption [35]): Choose a, b, c, d Zp randomly. 

The DBDH problem is to distinguish between tuples of 
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4. Return the ciphertext CT = 

Randomly choose α ∈  Zp e(g, g)α
 

2 · · · n

2.
 

PK = 
,
e, p, G, G , g, e(g, g)α, h , , h 

,
 

 
the  form  (A  = ga, B  = gb, C  = gc, D  = e(g, g)abc) and  (A = ga, B = gb, C = gc, D = e(g, g)d). If  the  probability of a polynomial time algorithm to solve DBDH problem is 
negligible, the DBDH assumption holds. 

 
IV. IDAASOVCC 

We will now describe the architecture of IDaaSoVCC and 

then introduce our improved CP-ABE scheme. We finish with 

details of the construction of IDaaSoVCC. 

 
 

3 

Vehicle (V): V denotes the service consumer and is also the 

data owner, who uploads its PII to VC in an encrypted form 

with the aid of TA. 

VCC service provider (VCCSP): VCCSP is responsible 

for providing different mobile cloud services for Vs. It some- 

times needs to query and obtain Vs’ PII. 

Blockchain Network (BN): BN is made up of all VCs. 

When a VC wants to join the BN, it must be registered with 

TA. More details about the BN infrastructure we adopt are 

described in [36]. 

 

B. The Improved CP-ABE Scheme 
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The lightweight CP-ABE scheme in [30] is not applicable 

to our proposed architecture since the data owner and data 

consumer are considered to be the same entity in the scheme 
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of [30]. To  practically use the lightweight CP-ABE scheme   

in our architecture, we extend the Decrypt algorithm of the 

scheme in [30] and construct two algorithms in our scheme, 

namely, Keygen() and Decrypt(). Thus there are four algo-  

rithms in our scheme, which are Setup(), Encrypt(), Keygen() 

and Decrypt(), respectively. These algorithms are explained 

below. The shaded parts denote the differences between our 

algorithm and the CP-ABE scheme in [30]. The master key 

and public key are generated by Setup() algorithm, as shown 

in Algorithm 1. 

 
Fig. 3. The proposed IDaaS architecture for the distributed VC system. 

 

 

A. Architecture of IDaaSoVCC 

The proposed IDaaS architecture for the distributed VC sys- 

tem which integrates the technologies of cloud computing and 

blockchain, is shown in Fig. 3. The architecture is composed 

of five entities, namely a Trusted Authority (TA), Vehicular 

Clouds (VC), Vehicles (V), a VCC service provider (VCCSP), 

and a Blockchain Network (BN) respectively. TA is a fully 

trusted authority, which guarantees the security of the whole 

architecture. VC is assumed to be honest but curious, which 

mainly provides IDaaS and promotes the service quality in  

this paper. Assume that each V is equipped with an intelligent 

device that has multiple network interfaces but only has limited 

storage resources and computing power. VCCSP will ask for 

Vs’ PII if and only if Vs access the sensitive services that 

VCCSPs provide. For example, vehicular online shopping 

service requires a V to provide its phone number, address,   

and other personally  sensitive  data.  BN  can  be  accessed  

by anything. The descriptions of these entities are given as 

follows. 
Trusted Authority (TA): TA is in charge of managing 

 
 

   Algorithm 1. Setup()  

INPUT: The security parameter κ 

OUTPUT: The master key MK and the public key PK 
1. Choose an additive group G with generator g and order p, and a 

multiplicative group G1 with the same generator and a bilinear 

2. mapping e : G × G → G1 
and calculate

 

3. Randomly choose h1,1, h1,2, . . . , hl,N G where l is the number of 
attributes in the access policy used in the 
Encrypt() and N is the number of attributes in the scheme 

4. Return the master key MK = {α} and the public key 

1 1,1 · · · l,N 

 
Algorithm Encrypt() encrypts the plaintext message. The 

process of this algorithm is presented in Algorithm 2. 
 

 

   Algorithm 2. Encrypt()  

INPUT: The public key PK, the plaintext message M , the 
access policy A(R, ρ) 

OUTPUT: The ciphertext CT 
1. Choose s, y , , y Z randomly, let s be the secure 

encryption exponent and let −→v  = (s, y  , , y   ) 

For 1 ≤ i ≤ l, calculate λρ(i) = Ri · 
−→v 

3. Calculate ciphertext C 1 = Me(g, g)αs , C2 = gλρ(i) 

the security of the whole architecture by publishing public C3 = 
Ql

 hλρ(i) 

 

  
i i=0 j,i 

, 
1 2 3 

, 

Vehicular Cloud (VC): VC supports Vs with their storage 
of encrypted PII. It is mainly responsible for permanent data 

storage, blockchain ledger maintaining, and encrypted data 

searching. 

Algorithm Keygen() generates attribute-related secret keys 
for data users, as shown in Algorithm 3. 

Algorithm Decrypt() recovers the plaintext from the cipher- 

text, as shown in Algorithm 4. 

. C , (Ci , Ci )i∈ [1,l] 

i 

parameters and registrations of VCs and VCCSPs. Meanwhile, 

it is charged with the work of encrypting Vs’ PII. 
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INPUT: The public key PK, the master key MK, the attribute 
set S 

OUTPUT: The secret key sk 

1. For each attribute ai ∈  S, (1 ≤ i ≤ z, z is the size of the 
attribute set S), randomly choose ri ∈  Zp, calculate the two 

parts of the secret key D = g 1 α 

sk = S, (D , D ) 
, 

Q l 
j=0 j,i i 

hri , D2 = gri 

1 2 
i i i∈ [1,z] 

, 

Algorithm 3. Keygen() 

{ | ∈  } 
⊥  

  K e(g,g)αs  

Y 

K = 
Q

 e(Ci ,Di )            

e(D2 ,C3 ) 
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   Algorithm 4. Decrypt()  

INPUT: The ciphertext CT , the secret key sk 
OUTPUT: The plaintext message M or error message 
1. Check whether or not there exists I =  i ρ(i) S so that the 

attribute set S meets the access policy A(R, ρ) 
2. If S does not meet A(R, ρ), return ⊥  
3. If S  meetsΣthe access policy A(R, ρ), calculate {wi ∈  Zp } 

 

   

6\VWHP 
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9&&63 UHJLVWUDWLRQ 
6HFUHW NH\     
JHQHUDWLRQ 

3ULYDWH 
LQIRUPDWLRQ 

to satisfy wiRi = (1, 0, · · · , 0). After that, calculate 
.i∈ I Σ 

4. Return the plaintext message M = C
1 

= Me(g,g)
αs 

= M 
,QIRUPDWLRQ 
8SORDGLQJ 

 

In Algorithm 4, according to the properties of the bilinear 

pairing, the detailed process of step 3 is as follows. 
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C. Construction of IDaaSoVCC 
We utilize the above improved CP-ABE scheme to construct 
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the IDaaSoVCC in this subsection. IDaaSoVCC is described in 

five phases: System Initialization, Encrypted Information  Up- loading, Verification and Consensus, Common Service Access, 
Sensitive Service Access. Note that the first three phases are 
performed before the vehicles travel and receive services. The 

last two phases can be executed when the vehicles are driving 

on the road. The workflow of the IDaaSoVCC is shown in  

Fig. 4. 

Step 1: System Initialization 

In this phase, TA initializes the public parameters and also 

accepts the registrations of VCs and VCCSPs. The initializa- 

tion of the public parameters is as follows. 

- Firstly, when initializing the system, TA generates the 

public parameters PK and a master key MK by calling 

Algorithm 1. PK is published and MK is kept secret. 

TA performs the following operations to realize the 

regis- trations of VCs and VCCSPs . We explain the 

operations of the registrations of VCs by taking V 

Ci as an example. 
- V Ci provides its registration request information (such 

as identity, location and so on) encrypted with pkT A to 

TA. 

- TA decrypts and retrieves the information. If the regis- 

tration request information is correct, TA will randomly 

Fig. 4. The workflow of IDaaSoVCC 

- TA  returns  the  pair  of  keys  (skV Ci , pkV Ci )  to  V Ci 
through a secure channel such as offline. 

- TA publishes all the public keys of VCs in BN. 

The registration details of VCCSPs are explained by taking 

V CCSPi as an example as follows. 

- V CCSPi encrypts its registration request information 

(such as identity, service type and so on) and its attribute 

set with pkT A, after that it sends the encrypted message  

to TA. 

- TA decrypts and verifies the information. If the informa- 

tion is authentic, TA executes Algorithm 3 to generate a 

secret  key  skV CCSPi   and  sends  it  to  V CCSPi  through 

a secure channel, for example, by public key. 

Step 2: Encrypted Information Uploading 

In this phase, the encrypted PII of Vs will be uploaded to 

VCs. Taking Vi as an example, the process is described as 

follows. 

- Vi encrypts its PII (such as identity number, phone 

number, address and so on) and its access policy with  

pkT A. After that, Vi  submits the encrypted information  

to TA. 

- TA decrypts the encrypted PII by its private key and 

verifies the identity correctness. 

- If the verification is successful, TA performs Algorithm  

2 to generate the access policy related ciphertext. 

7RNHQ 
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- TA signs the ciphertext with its private key and sends the 

signature and ciphertext to a VC. Note that TA can send 

these messages to any VC. Generally, it will choose the 

one which is from the same area or near the area with    

Vi. 

- If TA’s signature is verified successfully, VC will return 
TA  a  T okenVi    which  contains  the  signature  of  TA  and 

VC. When TA receives T okenVi  from the VC, it forwards 

T okenVi    to  Vi  to  indicate  the  uploading  success  of  the 

encrypted information. 

- If Vi wants to change the access policy, it just needs to 

resubmit its identity information and the access policy to 

TA. 

Step 3: Verification and Consensus 

This phase is a process of writing the ciphertext link 

addresses of Vs’ PII to the blockchain. The steps are as 

follows. 

- Each VC receives the signature and ciphertext from TA. 

It uses the public key of TA to verify the signature. 

- If the verification is successful, VC stores the ciphertext 

and generates a link address for the ciphertext. 

- VC uses its private key to sign the link address and returns 

a T okenVi   to TA. At the same time, it broadcasts the link 

address and the token with its signature through the whole 

BN. 

- Each VC monitors the broadcasted messages indepen- 

dently. They will verify the signatures and then add the 

link addresses and tokens to their memory pools. 

- After that, all VCs perform the consensus algorithm to 

write the block which includes multiple records. Each 

record contains a ciphertext link address and a token. 

When reaching a consensus and publishing a block, the 

records contained in the block will  be  deleted  from  

their memory pool. The consensus algorithm is shown    

in Algorithm 5. 

 
   Algorithm 5. Consensus()  

INPUT: The k VCs 

OUTPUT: Publishing a full block or executing the next round 
consensus 
1. Determine a speaker V Cx by calculating x = (h mod k) + 1, 

where h is the height of the current block. The left VCs play as 
congressmen. 

2. After a time t, the speaker sends 
request, h, V Cx, block, SigV Cx (block) to all congressmen. 

request is a request of asking the congressmen to vote. 
3. Congressman, for example, V Ci broadcasts 

response, h, V Ci, block, SigV Ci (block) . response is the is 
the response of the above voting request. 

4. After receiving SigV Ci (block) from more than (k f ) 
peers, the consensus is reached, and a full block is published. If 
the number of SigV Ci (block) is fewer than (k f ), execute the 
next round consensus. Here, up to f = (k 1)/3 problematic 
VCs are allowed in the  system.  

 
Step 4: Common Service Access 

VCCSPs provide privacy-free services for Vs in the com- 

mon service access phase. Taking V CCSPi and V Ci as an 

example, the process is presented as follows. 

- V Ci wants to access the common services of V CCSPi, 

it submits its token TokenVi   to V CCSPi. 

- When  V CCSPi  receives  T okenVi ,  it  will  access  the 

blockchain.  If  T okenVi    exists  in  the  ledger,  V CCSPi 

will provide common services for V Ci. Otherwise, it 
refuses to provide services. 

Step 5: Sensitive Service Access 

VCCSPs provide privacy-related services for Vs in the 

sensitive service access phase. Also taking V CCSPi and V Ci 

as an example, the process is presented as follows. 

- Assuming that V Ci accesses the services of V CCSPi 

which sometimes requires V Ci’s real name, phone num- 

ber, home address and other private information, but V Ci 

will not directly provide the information, because it has 

made an access policy to determine which VCCSP can 

obtain its privacy in encrypted information uploading 

phase. 

- In such a situation, V CCSPi also accesses the 

blockchain. According to the T okenVi   and corresponding 

ciphertext link address of V Ci’s privacy information, it 

finds the ciphertext and uses its secret key skV CCSPi   to 

perform Algorithm 4 to decrypt the ciphertext. If its at- 

tribute set satisfies the V Ci’s access policy, it can decrypt 

the ciphertext and get the V Ci’s private information. 

Otherwise, decryption fails. 

 
V. SECURITY AND PERFORMANCE ANALYSIS 

In this section, we illustrate the security features of the 

IDaaSoVCC and analyze the performance of the IDaaSoVCC 

architecture compared to that in [37]. 

 
A. Security Proof 

This part will demonstrate that IDaaSoVCC is secure under 

the selective chosen-plaintext attack by proving the following 

theorem. 

Theorem 1. Under the selected access policy model, if the 

DBDH assumption holds, IDaaSoVCC architecture cannot be 

selectively broken by any polynomial adversary. 

Proof. Let A be an adversary with an advantage µ = AdvA 
in breaking our architecture by selective chosen-plaintext 
attack security game, where µ is negligible with respect to the 

security parameter κ. The process of challenger C playing the 

DBDH problem with A unfolds as follows. 

Initialization: Challenger C who takes ga, gb, gs, D as the 

DBDH challenge. The adversary A  selects an access policy 

A(R∗ , ρ∗ ) intended to challenge, where R∗  is an l   k∗  matrix, 
and sends it to C . 

→−
w  = (w1, · · · , wl) ∈  Z l  such that w1 = −1 and ∀ ρ∗ (i) ∈  S, 
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j=1 
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ƒ 

i i 

and D2 = g zj,i . 
i j=1 j,i 

Phase 2: 

 

Ri
∗  · →−w  = 0. Note that we simply let wj = 0 and Ri

∗
,j  = 0 for 

 
TABLE I 

SYMBOLS. 

If ρ∗ (i) = i, C randomly selects ri ∈  Zp and implicitly 
 

 

   Symbol Description  
defines tj = ri + wjb; following that, it computes D1 = E The time of exponentiation operation on G 

ab l 
j=1 

tj 
j,i = gα+

Ql
   and D2 = gri . 

P The time of pairing operation on G 
E1 The time of exponentiation operation on G1 

Otherwise ρ 

∗ (i) ƒ= i, and C computes D1 = gab 
Ql

 

h
zj,i M The time of multiplication operation 

 

Challenge: First, A  gives two messages M0, M1 to C . C 
flips a coin σ, then computes the ciphertext as follows: For 

Tsig The time of signature operation 
Tveri The time of verifying signature operation 

1 ≤ i ≤ l,  it  calculates  λ∗ρ(i) 

C2 = gλ
∗
ρ(i)  and C3 = 

Ql
 

   
 

   

= Ri
∗   · →−v ,  C1 = Me(g, g)abs, 

 

Aa The number of attributes included in the access policy 
Am The number of attributes owned by VCCSP 
L The size of an element in G 

 

 
Σ

. G1 1 

The same as Phase 1. 
Guess: A output a guess σ

t 

. If σ
t 

= σ, C outputs D = 

e(g, g)abs. Otherwise, it outputs D = e(g, g)abs. 
□ 

B. Security Analysis of IDaaSoVCC 

In the following, we analyze the security features which 

IDaaSoVCC satisfies, including forward secrecy, confidential- 

ity and identity information privacy. 

Forward secrecy. Our architecture is secure even if the 

adversary obtains some effective plaintext and ciphertext pair- 

ings. Since the security parameter s changes every time and it 

is random, M = C1/e(g, g)αs cannot be calculated.  

unknown s. 

(a). The leakage of random security parameter. If the ad- 

versary obtains the current random security parameter s, only 

e(g, g)α can be calculated by plaintext and ciphertext pairing 

only authorized users whose attribute sets meet the access 

policy can decrypt the data successfully. That is, all the illegal 

blockchain ledger visitors, the unauthorized VCCSPs and the 

VCs cannot access the plaintext of Vs’ identity information 

even if they have obtained the encrypted PII. Therefore, the 

confidentiality feature is guaranteed. 

Identity information privacy. Firstly, it should be noted 

that the identity-related information of Vs cannot be revealed 

from TA, because TA  is the fully trusted authority and Vs  

will encrypt their identity-related information through TA’s 

public key when they submit their  PII  to  TA. Secondly, 

VCs cannot obtain the PII of Vs during the whole workflow  

of IDaaSoVCC, because the information is transmitted and 

stored in ciphertext form. Finally, according to the discussion 

of confidentiality, attackers and unauthorized VCCSPs also 

cannot obtain Vs’ PII. But when Vs would like to access some 

sensitive services, the authorized VCCSPs can obtain their real 

PII. Therefore, if Vs’ PII is leaked under this architecture, the 

authorized VCCSPs should be investigated and tracked. 

 
C. Performance Analysis 

The schemes proposed in [12] - [16] and [29] are related to 

our scheme. However, the schemes proposed in [12] - [16] are 

not suitable for VCC environment as they are characterized  

by excessive use of storage and computing resources. The 

scheme in [29] requires that the users own cipher machines   

or great computing power which is also not suitable for a 

distributed VC system due to the limited computing power and 

storage capability. On account of this, we don’t use them for 

comparison with our proposed scheme. The scheme proposed 

in [37] was not applied in the same environment as ours but   

it provides a method of secure data sharing in mobile cloud 

computing, which means there is some comparability with our 

work. Thus, we compare the performance of our work with  

the scheme in [37] in this subsection. The experiments are 

(M, C1)  due  to  [e(g, g)α]s   =  C1/M   .  In  addition,  other performed  on  a  PC  with  IntelⓍR Core (TM) i5-2400 at 3.10 

ciphertexts are unable to be decrypted due to the unknown 

α. 

Therefore, our architecture satisfies forward secrecy. 

Confidentiality. The above security proof indicates  that 

not only our scheme is secure against the selective chosen-  

plaintext attack based on the DBDH assumption, but it also 

has forward secrecy. In detail, the scheme guarantees that 

     L The size of an element in G  
j,i 

i∈ [1,l
] 

i i 

j=0 i i 

Tenc The time of asymmetric encryption operation 
Tdec The time of asymmetric decryption  operation 

h i 
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GHz running Windows 7 64-bit operating system. The symbols 

used are defined in Table I. 

1) Computational Overhead Evaluation and Measurement 

The computational overhead of the IDaaSoVCC and the scheme 

in [37] is analyzed as follows. 

System Initialization. The computational overhead of this phase 

in IDaaSoVCC consists of two parts. The first part is 
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− 

+E1  

 

8 

 

caused by initialization of the system: it is mainly generated 

by Algorithm 1, which only needs to be called once and TA 

undertakes the overhead. The main overhead of this operation 

only contains a pairing operation on G which is P . The second 

part of the overhead comes from the  registrations  of  VCs 

and VCCSPs. In this part,  each  VC  or  VCCSP  shoulders 

the overhead of one public key encryption operation, which   

is  Tenc.  TA   needs  to  execute  one  exponential  operation on 

Algorithm 3 for each  VCCSP,  

ations. We assume that the number of VCs and VCCSPs is 

on the TA is (k + 3nAm)E  + nAmM . 
The 

computational overhead of all entities in this phase is shown  

in TABLE II. 

 
TABLE II 

COMPUTATIONAL OVERHEAD OF SYSTEM INITIALIZATION. 
 

  TA VC/VCCSP  
IDaaSoVCC (k + 3nAm)E + nAmM Tenc 

Common Service Access. There is no computational over- 

head in this phase in IDaaSoVCC; the same applies to the 

scheme in [37]. 

Sensitive Service Access. In this phase of IDaaSoVCC, the 
overhead comes from Algorithm 4, which only consists of no 
more than Aa exponential operations on G1. The overhead is 

AaE1 and it is on VCCSP’s side. In the corresponding phase 

corresponding to the VCCSP is AaE1 + (2Aa + 1)P ,  

Table IV. 

 
TABLE IV 

COMPUTATIONAL OVERHEAD OF SENSITIVE SERVICE ACCESS. 
 

    V VCCSP 
IDaaSoVCC AaE1  - 

   Scheme in [37] AaE1 + (2Aa + 1)P E1  

 

The computational overhead of IDaaSoVCC and the scheme 

in [37] is measured experimentally as follows. 

System Initialization Cost. According to the experimental 

results, the average time cost of system setup is 43.36 ms and 

the average registration time for a VC is 6.18 ms. Fig. 5 shows 

that the time required for one VCCSP registration increases 

approximately linearly with the number of attributes it owns. 

The scheme in [37] behaves in the same manner but its time 
cost is higher. 

Scheme in [37] 
P + 2k(Am + 1)E + E1 
+kAmM 

Tenc 
 

 

Encrypted Information Uploading. In this phase of 

IDaaSoVCC, V, TA and VC include some computational 

overhead. The computational overhead of V is a public key 

encryption operation, which is Tenc. The overhead of TA 

comes from Algorithm 2 and signature operation. Algorithm 2 

includes one exponential operation on G1 and Aa exponential 

operations on G. Thus, the overhead of TA  in this phase is 

Tsig +AaE +E1. The operations of VC include verifying  TA’s 

 
TABLE III 

COMPUTATIONAL OVERHEAD OF ENCRYPTED INFORMATION 

UPLOADING. 
 

  V TA VC  
IDaaSoVCC Tenc Tsig + AaE + E1 Tveri + Tsig 

   
Scheme in [37]      

Tenc + 3E      
Tenc + 2AaE + M N/A 

 
Verification and Consensus. The computational overhead 

of this phase in IDaaSoVCC is mainly due to the signature 

and verification operations in Algorithm 5 which is executed 

by VCs. The maximum overhead of a VC is (k    1)Tveri+Tsig 
in one round consensus. Note that there is no corresponding 
phase in the scheme in [37]. 

 
 

 

 

 
 

 

 

 

 

 

 
Fig. 5. The computational overhead of VCCSP’s registration. 

 

Encryption Cost. The time required for encryption is pre- 

sented in Fig. 6. As can be seen, the computational overhead 

increases with the number of attributes in the access policy. 

The scheme in [37] exhibits similar trends, except that its time 

cost is higher. 

Consensus Cost. The time needed to reach consensus vs. 

the number of VCs is shown in Fig. 7. The overhead of the 

consensus process can be seen to grow with the number of 

VCs, with a slight discontinuity which may be due to the 

hardware and software combination used for the experiment. 

Decryption Cost. Fig. 8 shows the time required for 

encryption which is proportional to the number of attributes. 

The scheme in [37] behaves in a similar fashion; again, our 

scheme provides less than one half of the cost. 

In summary, our scheme provides reduced computational 

overhead compared to the one described in [37], both when  

the number of attributes is varied and when the number of VCs 
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Fig. 6. The computational overhead of encryption. 

 

 

 

 

 

 

 

 
 

 

 
 

 

 

 
Fig. 7. The time overhead of consensus. 

 

 
is varied. In particular, the computational overhead of V’s side 

is significantly lower, being mostly incurred by TA, VC and 

VCCSP. We may thus conclude that our proposed scheme is 

suitable for vehicles with limited computing power. 

2) Storage Overhead Measurement and Evaluation 

The storage overhead of the IDaaSoVCC and the scheme   

in [37] is measured and evaluated as follows. In our solution, 

V needs to keep PK and Token, thus its storage overhead is 

(Aa + 4)L + LG1 . TA  needs to keep PK, MK and all VCs’ 

blockchain contains the links to CT s’ addresses and Tokens. 

VCCSP only keeps its sk. In [37], the role corresponding to 

 
Fig. 8. The computational overhead of decryption. 

 

 
We set the sizes of L, LG1 are 40 bytes and 64 bytes 

separately. According to the above evaluation, on the side of 

V,  its storage overhead is proportional to Aa. When Aa  is 2,   

4, 8, 16 and 32. The storage overhead of a V in IDaaSoVCC 

and in [37] is shown in Fig. 9. As can be seen, the price to pay 

for substantially improved computational cost is a very slight 

increase in storage overhead compared to that of the scheme 

described in [37]. Still, our scheme uses very little storage so it 

is perfectly suitable for the Vs with limited storage resources. 
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Fig. 9. Storage overhead of a vehicle. 

 
Overall, experiment results demonstrate that our architecture 

is reasonable and practicall in a large distributed VC system. 

 
 

VI. CONCLUSIONS AND FUTURE WORK 
is (Am + 4)L. And the role corresponding to VC also needs. 

Table V presents a comparison of sizes of PK, MK, sk, CT 

and Token, respectively. 

 
TABLE V 

STORAGE OVERHEAD OF IDAASOVCC. 

 
 

 

 

 
   Token 2L N/A  

This paper proposes a lightweight IDaaS architecture, 

IDaaSoVCC, for the distributed VC system in which vehicle 

onboard devices have limited storage resources and computing 

power. The techniques of ABE and permissioned blockchain 

are explored to realize the lightweight feature. Meanwhile, 

privacy-preserving access control is also achieved. Also, we 

analyze the security and performance of IDaaSoVCC and 

prove that it is applicable to share vehicles’ PII in the 

distributed VC system. 

In the future, we will consider using mobile edge computing 

to encrypt and transfer the vehicle’s  PII  between  vehicles 

and VCs in the IDaaS architecture with the goal of reducing 

transmission latency. 
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