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Abstract 

Web-based online voting is a trend that is gaining momentum in modern society. It has great 

potential to decrease organisational costs and increase voter turnout. It eliminates the need to print 

ballot papers or open polling stations, voters can vote from wherever there is an Internet 

connection. Despite these benefits, online voting solutions are viewed with a great deal of caution 

because they introduce new threats. A single vulnerability can lead to large-scale manipulations of 

votes. Electronic voting systems must be legitimate, accurate, safe, and convenient when used for 

elections. Nonetheless, adoption may be limited by potential problems associated with electronic 

voting systems. Blockchain technology came into the ground to overcome these issues and offers 

decentralized nodes for electronic voting and is used to produce electronic voting systems mainly 

because of their end-to-end verification advantages. This technology is a beautiful replacement for 

traditional electronic voting solutions with distributed, non-repudiation, and security protection 

characteristics. The most often mentioned issues in blockchain applications are privacy protection 

and transaction speed. For a sustainable blockchain-based electronic voting system, the security of 

remote participation must be viable, and for scalability, transaction speed must be addressed. 

Keywords:e-Voting, Blockchain, Decentralized, Encryption, Consensus, Peer-to-Peer, Wallets, 

Smart contracts, Ethereum. 

 

Introduction 

Voting can whether conducted through the 

traditional ballot or via electronic means forms 

the basis on which democracy depends. With the 

rise in technological impact on the youth of the 

country and the various anomalies faced by the 

current electoral process, using technology to 

modify the existing process is necessity of the 

hour. However, for any new technique to take 

the place of current voting system, the said 

system needs to satisfy certain minimum criteria.  

Electronic Voting has taken centre place in 

research with the intention of minimizing the 

cost associated in setting up the voting process, 

while ensuring the electoral integrity is 

maintained by fulfilling privacy, security, and 

compliance requirements. 

The current method ,whether electronic or not 

has proved to be unsatisfactory with respect to 

transparency[1]. It can be very difficult for the 

voters to be assured that the vote he/she has 

casted during the election reflects in the election 

result. Electronic voting using Direct Recording 
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Electronic do not generate receipt on successful 

casting of votes. No record of election except 

vote count is made public by the government, 

which means that the voters are not assured of 

any external interference in case of government 

conducting the process of vote 

recounting.Replacing the traditional method with 

electronic method using Blockchain technique 

could prevent potential frauds that may take 

place during election. 

Blockchain technology is a distributed network 

of interconnected nodes. A copy of distributed 

ledger is assigned to each node, each of which 

contains a complete history of all the 

transactions that have been processed by the 

network[2]. Each transaction processed 

generated a hash. The hash created depends not 

only on the current transaction but also on the 

hash of the previous transaction. Thus, any small 

change on the data will impact the hash of the 

transaction. If a transaction is approved by most 

nodes it is written to the block. This allows the 

users to remain autonomous while using the 

system. A basic analysis of Blockchain suggests 

that it provides the potential of making the 

voting process more secure and reliable. 

A blockchain, originally block chain, is a 

growing list of records, called blocks, that are 

linked using cryptography. Each block contains 

a cryptographic hash of the previous block, a 

timestamp, and transaction data (generally 

represented as a Merkle tree). 

By design, a blockchain is resistant to 

modification of the data. It is "an open, 

distributed ledger that can record transactions 

between two parties efficiently and in a 

verifiable and permanent way". For use as a 

distributed ledger, a blockchain is typically 

managed by a peer-to-peer network collectively 

adhering to a protocol for inter-node 

communication and validating new blocks. Once 

recorded, the data in any given block cannot be 

altered retroactively without alteration of all 

subsequent blocks, which requires consensus of 

the network majority. Although blockchain 

records are not unalterable, blockchains may be 

considered secure by design and exemplify a 

distributed computing system with high 

Byzantine fault tolerance. Decentralized 

consensus has therefore been claimed with a 

blockchain. 

 

Objective 

In this current paper we shall present how the 

blockchain technology can overcome, improve, 

and make the e-voting system efficient than 

ever.Blockchain voting is like analogue voting 

that we’re used to. The same concepts and 

processes apply. To cast a digital vote, a citizen 

would need to register and prove their 

citizenship in each jurisdiction. We could then 

record that identity and citizenship on the 

blockchain associated with that user’s key. 

Next, a citizen needs a ballot to cast a vote. In 

the blockchain, this would likely take the form 

of a special voting token that would be deposited 

in the user’s account. This token would also 

likely have a time limit in which it could be used 

to vote, after which it would burn itself via a 

smart contract or become useless. 

Casting a vote on the blockchain would involve 

sending the voting token (the ballot) to a specific 

address. Voters would know which address 

aligns with which candidate or referendum. 

Sending a token to that address would represent 

a vote. 

Technically, that sounds simple enough. The 

vote gets registered on the blockchain where its 

immutable, verifiable, and transparent. We can 

easily count the votes to declare a winner to the 

election. In addition, we can build nice user 

interfaces that automate and hide the process of 

sending a token to a specific address. Instead, 

voters would see a simple online interface for 

them to select a candidate or proposal and click 

submit.  

 

Related Work 

As Bruce Schneier describes it, technology adds 

more steps to the process and thus increases the 

possibility of error with each additional step, all 

of which are largely unseen by the voter. Put 

Murphy’s Law of ‘whatever can go wrong, will 

go wrong’ into play, and one can surmise that 

technology will most likely falter. Not only does 

the technology create more errors in the 

electronic workings, but the voters can also 

commit mistakes due to confusion with the user 

interface.  
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The terminology is confusing, different 

machines produce different interfaces, and even 

the audio guides to help the disabled may prove 

more confusing than helpful. 

With the advent of electronic machine voting 

also comes the higher possibilities of fraudulent 

machines and practices[3]. First, the technology 

is “black box software,” meaning that the public 

is not allowed access into the software that 

controls the voting machines. Although 

companies protect their software to protect 

against fraud (and to beat back competition), this 

also leaves the public with no idea of how the 

voting software works. It would be simple for 

the company to manipulate the software to 

produce fraudulent results. Also, the vendors 

who market the machines are in competition 

with each other, and there is no guarantee that 

they are producing the machines in the best 

interest of the voters and the accuracy of the 

ballots. 

Lastly, vote accuracy is also an issue, because 

voters have no way of confirming their vote, and 

there is also no way of conducting a recount with 

direct-recording electronic (DRE) in the current 

system voting.  

With DRE, there is no paper trail, no 

verification, and thus no scrutiny of the 

processes. Voter anonymity is also a problem. 

Voters have to provide much of their personal 

information to the systems for voter verification, 

and with that comes the problem of keeping 

voter information safe and keeping voters 

anonymous. 

 

Methodology 

A. Blockchain Network  

Blockchains have several types of access 

control. For this implementation we need a 

private blockchain network in which the nodes 

of the network represent a partition of the voting 

population. While the design by HjÃ ˛almarsson 

and Hreiðarsson specifically focuses on liquid 

democracies and considers one node per voting 

district, we here generalize this approach by 

simply considering any partition of the voters, 

which could be more granular or more general 

than a district-based partition. In addition, in this 

design the nodes are assumed to be trusted 

parties from each partition set with high 

computing power. The main advantage of 

private blockchains is that they restrict both read 

and write accesses to specific participants. 

Consequently, private blockchains are composed 

of a limited number of fixed nodes, which 

provides other benefits like making transactions 

cheaper and faster as they need to be validated 

only by a few numbers of nodes. We then 

consider a network with a set of k nodes  

N = {n1,...,nk} that are in one-to-one 

correspondence with the elements of a partition  

P = {P1,...,Pk} of the set of eligible voters for 

the election.  

The exact value of k for a specific election as 

well as the exact partition sets depend on the 

level of distribution desired for the system as 

well as other considerations like the physical 

location of voters.  

Bootnodes: Besides the nodes in N, which keep 

an identical copy of the ledger and can read the 

blocks 3 or write on them, our network must also 

include other type of nodes called bootnodes, 

which do not keep the state of the blockchain. 

The unique purpose of these nodes is to allow 

the nodes in N (the partition nodes) to discover 

each other and keep the same copy of the ledger.  

Concensus Protocol: The Proof of Authority 

[PoA] is the consensus protocol implemented for 

this blockchain network. Unlike the more 

common Proof of Work protocol used for the 

bitcoin blockchain, in which the nodes must 

solve complicated puzzles in order to append 

transactions to the blockchain and get bitcoin 

rewards, the PoA protocol relies on validator 

nodes that get payed to verify the validity of a 

transaction. Specifically, when a transaction is 

requested, each node that is declared as a 

validator in the blockchain network proceeds to 

either approve it or reject it. The transaction is 

then appended onto the ledger if and only if the 

majority of the validators approve it[5].  

In this implementation, all nodes in N are 

declared as validators and therefore a vote 

transaction is successfully appended onto the 

blockchain if an only if the majority of the 

partition nodes approve it. Standard transactions 

include information about the sender, the 

receiver and the timestamp of the transaction; 

however, transactions in this design must only 

include the transaction ID, the block number, the 
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district from which the vote was cast and the 

value of the vote. We also clarify that while it is 

possible that this partition nodes become 

corrupted and validate fraudulent votes, the 

reputation of these validators is at stake and at 

least half of them would need to become corrupt 

to approve a bad transaction.  

B. Wallets  

Users of a blockchain network need to own at 

least one account in the blockchain. An account 

consists of a public key that is used to identify 

transactions to and from the user, as well as a 

private key that the users use to prove that an 

account is indeed theirs. Because public keys 

tend to be very large, blockchain uses shorter 

strings called addresses that are representative 

forms of the public key for an account. A wallet 

is a common program used for managing users’ 

accounts and their respective keys. In order to 

allow voters in the election to cast their votes as 

blockchain transactions, the election 

administrators must create the blockchain 

network described above as well as one wallet 

with one account per eligible voter. If the system 

were able to match accounts to their 

corresponding owners, this election system 

would violate requirements 2) and 3) of voting 

systems. However, the blockchain network 

needs to somehow verify that a voter is indeed 

the owner of the account that he or she is using 

to cast the vote. To circumvent this problem, the 

use of Zero Knowledge Interactive Proofs can be 

used to generate and authenticate voter’s 

accounts. 

Zero Knowledge Proofs [ZKP]: This 

cryptographical tool allows one party to prove to 

another party that they know a specific piece of 

data without revealing any information other 

than their knowledge of that value. For instance, 

consider a signature scheme in which the parties 

involved have a secret key x and a public key g x 

. Suppose Alice wants to prove to Bob that g x is 

her public key. A round of a Zero Knowledge 

Proof would go as follows:  

• Alice chooses a random number r and sends m 

= g r mod p to Bob.  

• Bob asks Alice either for the value of x + r 

mod (p−1) or the value of g x+r mod (p−1).  

• Alice sends Bob a value y  

• Bob verifies that y satisfies either g x · m ≡ g y 

mod (p−1) or m ≡ g y mod p respectively.  

If Alice does not know the value of x she has a 1 

2 probability of answering correctly Bob’s 

request. This means that after multiple rounds 

Bob can confirm that Alice knows x if she 

answers consistently every time.  

Non-Interactive Zero Knowledge Proofs 

[NIZKP]: This method is a variant of ZKPs in 

which interaction between the two parties is not 

necessary. Instead, a reference string that is 

common and shared between them is enough for 

reaching Zero Knowledge proof without any 

rounds of repetitive interactions.  

Voter Authentication: In their implementation, 

HjÃ ˛almarsson and Hreiðarsson assume that 

each voter will need to register for the election 

by physically 4 presenting a government ID to 

election administrators. During registration, 

eligible voters would be assigned an electronic 

ID and would be prompted to choose a 6-digit 

PIN for the corresponding ID using a secure 

service provider for identity verification. This 

design assumes that NIZKPs are used to 

generate the wallets of eligible voters and to 

prove that a specific wallet belongs to a specific 

voter without revealing the identity of the voter. 

Therefore, when a users want to vote they can 

simply use their electronic ID and PIN to 

authenticate themselves and get access to their 

wallet. The wallet must also contain the partition 

node that will be used by the user to interact 

with the ballot smart contract corresponding to 

the set where the voter belongs.  

C. Smart Contracts  

Smart contracts are pieces of code that self-

execute in a decentralized application. The 

functions contained in the smart contracts must 

specify the agreements of the contract, which 

can be deployed onto a blockchain to make those 

agreements trackable and irreversible. After 

deployment the code cannot be changed and the 

parties involved are bound to follow the rules as 

written. A huge advantage of these contracts is 

that they are self verifiable as their code specify 

requirements that trigger events when those are 

not satisfied. In addition, calling a public 

function in the smart contract corresponds to 

making a transaction in the blockchain. In our 

case, this means that a function can only be 

executed if it satisfies the contract’s rules and 
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the majority of the validator nodes in the 

blockchain network successfully approve that 

the account making the transaction has 

permission to do so. In this implementation, 

smart contracts are used as ballots to enforce the 

election agreement. Specifically, we want the 

contract to contain a voting function that can 

only be called once per valid voter and that is 

executed as a transaction in the blockchain. 

Moreover, in order to facilitate the vote count 

process, we want our contract to provide 

functionality for checking the total number of 

votes that a specific candidate has. However, 

since voters should not have access to partial 

vote counts before casting their votes, only the 

administrators of the election should be able to 

call these functions. For the system to be 

distributed and decentralized, as well as to 

optimize for performance, we use a ballot 

contract per partition set Pi and we restrict 

permissions for the ith ballot contract so that 

only the corresponding node ni can interact with 

it. Thus, voters that belong to Pi can execute the 

vote function in the ith ballot contract by 

connecting to the network through node ni . To 

enforce that voters vote in the center 

corresponding to the partition set they belong to, 

the voter’s wallet contain information on the 

node they must interact with to make their vote 

transaction.  

 

Figure 1. Functionality of a Ballot contract.  

In order to deploy all k ballot contracts at once, 

we use a factory smart contract that creates as 

many instances of Ballot contracts as necessary 

and deploys them onto the blockchain. We 

modified the factory contract proposed by HjÃ 

˛almarsson and Hreiðarsson in order to make the 

application easier to implement. Specifically, we 

added functionality so that functions of a 

particular ballot contract can be called from the 

factory contract and not necessarily directly 

from the Ballot. This simplifies our 

implementations since nodes only directly 

interact with a single contract. These 

modifications do not affect the purpose of the 

distributed design because nodes can only call 

these intermediate functions if they have 

permission to interact with the corresponding 

ballot contract.   

 

Figure 2. Functionality of a Factory contract.  

D.Implementation Software and Parameters  

To run our election as a smart contract 

application we utilize one of the 

implementations of the Ethereum protocol called 

Geth. Taking the role of administrators of an 

election, we used this interface to create our 

private blockchain with three nodes that 

implemented the Proof of Authority consensus 

protocol with a transaction rate of 5 seconds. We 

used only one bootnode for discovery of nodes 

since our resources were limited and it was 

enough for the security analysis of this system 

design. Moreover, we wrote our smart contracts 

with the programming language Solidity and 

used the Truffle development environment to 

compile and deploy them onto the blockchain. 

The Truffle framework also allowed us to 

interact with the contracts after deployment via 

web3 in client-side JavaScript. For this 

application we created a small election with only 

3 candidates, 10 voters and 3 partition sets. We 

have left out the authentication part in our 

implementation, but we will assume the NIZKP 

distribution of wallets as indicated earlier for the 

security analysis. Similarly, our implementation 

does not modify the default data included in a 

transaction, but we will analyze the system 

assuming that timestamps and senders’ addresses 

are not recorded. 
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Figure 3. System Diagram (Architecture) 

Application used for Project: 

Metmask Wallet 

Ganache 

Remix IDE  

Solidity 

E.Security Analysis  

We will now proceed to analyze both the 

strengths and weaknesses of the BB system 

described above in terms of security. While we 

have used our own implementation to test some 

of the arguments that we will discuss, we have 

not implement all the attacks discussed in this 

section. Security Analysis  

The administrators of the election have complete 

power over the system and could corrupt it: as 

administrators of the implemented election we 

are able to manipulate the blockchain network in 

multiple ways. For example, we can create more 

6 wallets that do not correspond to eligible voter 

and use them to fake votes or to allow non 

eligible voters to vote. This is particularly 

dangerous because as a voting right no one 

should be able to match the address that 

committed a transaction with a particular voter, 

and therefore verifying that wallets belong to an 

eligible voter and not to a ghost voter becomes 

difficult.  

This distributed and decentralized system is 

more resistant to attacks: Most attacks would 

need to successfully attack multiple nodes in the 

network in order to affect the system’s 

functionality. A DDoS attack, for instance, 

would need to make unavailable all bootnodes in 

order to affect the interactions between validator 

nodes. While this is still a possible attack, the 

proposed system is more resistant than other 

decentralized applications[7]. In addition, other 

approaches like a Sybil attack are executable in 

this system because the use of a private restricts 

access to create new nodes. In addition, 

corruption of a single node in the network does 

not allow for corruption of the ledger since 

honesty from the majority of the nodes avoid 

corruption of the blockchain.  

Traceability of votes to voters is not allowed: 

The use of Non-Interactive Zero Knowledge 

Proofs prevents the system from matching 

wallets to the voters’ identities while still 

verifying that the voter casting the vote is the 

owner of the wallet from which the transaction is 

made[8]. In addition, the fact that transactions do 

not include the address from which they were 

sent nor the time at which they were made 

prevents adversaries from using time data to 

figure out who made a specific transaction, not 

even when the adversary knows the address of 

the voters’ wallet.  

The devices from where voters interact with the 

blockchain can be hacked: By inserting a simple 

script that records the moves, scrolls and clicks 

of the mouse in a device used for voting, we 

were able to find the candidate for which a 

specific voter chose to vote. Other possible 

attacks include modification of the interface so 

as to flip the order of the candidates and make 

voters believe they are voting for a different 

candidate, or even modifying the parameters 

when calling the vote function to select a 

different candidate.  

Failure to authenticate identities:In this system 

all what a voter needs to be authenticated by the 

system and gain access to the corresponding 

wallet is the electronic ID and a 6-digit PIN, and 

therefore adversaries could threat voters to steal 

their credentials and vote with their identities. 

Including other types of identity authentication 

like body metrics could help alleviate this risk, 

although it would still be possible to hack the 

authentication devices to make them fail. 
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Conclusion  

To Overcome all the Shortcomings in the 

Present Voting System, we came up with the 

Modern Technology of Blockchain i.e., E-

Voting System using Blockchain. By using this 

modern technology, following things can be 

Achieved:- Cheap Voting System, Accurate 

Voting System, Fast Voting System. Every 

Citizen desire to have a Transparent and Direct 

Form of Democracy which is clear cut obtained 

from this E- Voting System using Blockchain. 

Faith of People on the Voting System is 

Increased therefore, many People Come Forward 

for Voting, thereby Increasing the Percentage of 

the People Voted. The Pen and the Paper 

Election is Eradicated thereby creating Accuracy 

in the Voting System. Everybody Prefers Time 

,and Cost-Efficient Systems so this E-Voting 

System using Blockchain is apt for Transparent 

Democracy. Ethereum Private Blockchain 

allows hundreds and hundreds of Transactions in 

a Second. Utilisation of the Smart Contracts 

lower the Load on the Blockchain. For Countries 

with Greater Population, some additional 

Technology should be added in this E-Voting 

System using Blockchain to avoid Errors. The 

main reason behind this system is to present an 

idea of implementation of blockchain in the 

voting system. 
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