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“Abstract — Cloud Computing is used everywhere in 

the industry virtually and in the public sectors. The 

usage can be as a consumer or as a provider. The major 

issue is by hackers and criminal’s attacks on today’s 

data usage. One such variety of the attack is DoS (DDoS- 

Distributed Denial-of-Service), these attacks evolve in 

early stage of actions. To prevent these types of attacks, 

which are vulnerable on virtual machines and networks 

in the cloud. We propose a technique called as Network 

Intrusion Detection and Counter Measure Election 

(NICE) which is multi-phase distributed vulnerability 

detection, measurement and its countermeasure selection 

mechanism. NICE is developed on attack graph based on 

analytical models and reconfigurable virtual network-

based countermeasures. The proposed NICE shows the 

higher productivity  for the security to the framework..” 
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I. INTRODUCTION 

“Cloud computing, in its most basic form, is 
storing and accessing data and applications on remote 
servers housed on the internet rather than on a computer's 
hard drive or local server. Internet-based computing is 
another term for cloud computing. The components and sub 
components necessary for cloud computing are referred to 
as cloud computing architecture. Typically, these elements 
relate to:” 

 

1. Front-end development (fat client, thin client)  

2. Platforms for the back end (servers,storage)  

A network and cloud-based delivery (Internet, Intranet, 
Inter cloud).   

 

 “A cloud server is a virtualized compute server 

that makes its resources accessible to users through the 

internet. Cloud servers are meant to fulfil the same 

functions as traditional physical servers in a data centre, 

including supporting the same operating systems (OSes) 

and applications and providing equivalent performance. 

Cloud servers are referred to as virtual servers, virtual 

private servers, and virtual platforms.” 

 

 “Cloud servers are an important part of the cloud 

computing ecosystem. Cloud computing's rise and 

continuous expansion has been facilitated by broad use 

of server virtualization. Cloud servers are used in every 

cloud computing delivery paradigm, from infrastructure 

as a service (IaaS) to platform as a service (PaaS) to 

software as a service (SaaS). 

 

 The Data Cloud makes it simple for businesses 

to connect to a single copy of all their data. As a result, 

hundreds of enterprises and organizations are 

connecting not only to their own data, but also to one 

other by sharing and consuming shared data and data 

services with ease. The Data Cloud connects, accesses, 

and makes available huge and expanding amounts of 

important data.” 

 

 “A virtual machine (VM) is a computer that is 

digitally replicated. Virtual machine software may 

execute programme and operating systems, store data, 

connect to networks, and do other computational tasks, 

but it requires regular upgrades and system supervision. 

Multiple virtual machines (VMs) can be hosted on a 

single physical computer, usually a server, and 

controlled via virtual machine software. This increases 

overall efficiency by allowing computational resources 

(compute, storage, and network) to be dispersed among 

VMs as needed. This architecture offers the foundation 

for sophisticated virtualized resources, such as cloud 

computing, that utilize today. 

 

 The zombie attack is one of the most advanced 

assaults in the cloud computing environment, and it 

decreases network speed and throughput. Malicious 

nodes act as a zombie version of one of the connected 

users. A system that has been infected with a software 

that allows malevolent people to take control of it 

without the user's knowledge. Malicious people employ 

Zombie to perform DoS or DDoS attacks. The 

unauthorized user transmits orders to the zombie over 

an open communication channel. Criminals may 

attempt a variety of attack vectors.” 

 

 “A denial-of-service (DoS) attack is a type of 

cyber attack in which a malicious actor attempts to 

make a computer or other device unavailable to its 

intended users by disrupting its normal operation. DoS 

attacks work by overloading or flooding a targeted 

machine with requests until regular traffic cannot be 

handled, causing a denial-of-service to further users. A 
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DoS attack is defined as one that is launched from a 

single computer.” 

 
“The zombie system delivers a massive volume of 

meaningless data to a targeted web site on command in 
order to block the site's router and prevent actual users 
from accessing the site. Because the traffic delivered to 
the website is perplexing, the system receiving the data 
spends time and resources attempting to decipher the flow 
of data sent out by the zombies. Virtual Machine (VM) is 
defined in fig 1. A virtual machine (VM) is linked to a 
cloud service provider (CSP), which is linked to a virtual 
server (VS). Third Party (TP) is connected to the virtual 
machine directly. Virtual machines have a large number 
of users. There is also a rogue user that spoofs connected 
users' credentials and impersonates them, culminating in a 
zombie attack on the entire process.” 

II. LITERATURE SURVEY 

 
”As malicious traffic occurs every second these days, 

network intrusion detection is a critical responsibility. 
Various studies have been conducted in this sector, and 
the results demonstrate that it performs well. However, the 
majority of them are undertaken in a supervised method, 
which necessitates a large amount of labelled[1] data, 
which is difficult to come by. This research offers a semi-
supervised GAN model for network intrusion detection 
that only requires 10 labelled data per flow type. Our 
approach beats previous malware traffic categorization 
techniques when tested against the publicly accessible 
CICIDS-2017 dataset.” 

 
”The step in protecting is to prevent data from being 

stolen or altered with while being transferred over the 
Internet, as well as to assure the data's security. It is not 
only required to guarantee that data entering and departing 
the network is not stolen or tampered with, but it is also 
necessary to protect the integrity and confidentiality [2] of 
data within the information system. The network 
environment is growing increasingly complicated, and 
attack tactics are becoming increasingly varied. As a 
result, intrusion detection systems have several common 
issues, such as a poor detection rate and a high false alarm 
rate, and it is difficult to achieve intrusion detection 
systems' real-time needs.” 

 
”Fig 1: Zombiee Attack” 

”Deep learning is now being utilized more often in 
intrusion detection. This study investigated the use of 
deep learning in intrusion detection in order to address 
issues with current intrusion detection systems. It first 
examines the BP neural network (BP-NN) technology, 
then offers a strategy for improving the present BP-
inadequacies, NN's and lastly performs an empirical 
investigation. The results of the experiments reveal that 
intrusion detection based on BP-NN has a high accuracy 
rate and a low false alarm rate and false alarm rate.” 

 

”There are no network security protection mechanisms 
in place for the in-vehicle CAN (Controller Area Network) 
bus network, which poses a major network security 
danger. However, due to the resource constraints of ECUs, 
most intrusion detection methods needing large computing 
resources cannot be deployed in an in-vehicle network 
system. To add more hardware or use cloud computing, 
let’s must first address the cost issue as well as the 
demand for reliable connection between cars and the 
cloud platform, which is challenging [3] to provide in a 
short period of time. As a result, we'll need to come up 
with a short-term solution for automakers. It provide a 
signature-based light-weight intrusion detection system 
that may be implemented directly and quickly to car 
ECUs in this study (Electronic Control Units). It employ 
real-world scenarios to detect abnormalities generated by 
multiple attack types on the CAN system, which use to 
choose signatures. The results of our tests suggest that our 
technology is capable of detecting CAN traffic 
irregularities. The detection ratio for content-related 
abnormalities can be increased by using the relationship 
between the signals.” 

 
”Hardware, software, and systems make up the 

campus network. With the continued expansion of the 
Internet, researchers have looked at the technologies for 
preventing Internet infringement. Intrusion detection 
technology, as a network protection tool, aims to stop the 
reasons that cause campus network security from happening 
in the first place, ensuring that sensitive data on the campus 
network is not compromised. Recognized as the most 
secure and suitable solution for preventing security 
problems on university networks. Intrusion detection and 
firewall are used in this research to create a campus 
network security solution. [4] The data acquisition module 
in the system collects specified network traffic data, 
analyses abnormal network traffic behaviour, calculates the 
abnormal degree of abnormal behaviour, and sends an 
alarm to the analysis module with the abnormal degree 
information when the abnormal degree exceeds the 
threshold. According to the related algorithm, the analysis 
module examines the anomalous alarm information from 
the statistical analysis module and determines if the alert 
signals a network intrusion. The results of the test of the 
campus network security system demonstrate that the 
system has excellent intrusion detection capabilities and 
may further improve the campus network's security 
protection and network management level.” 

 
”The dynamic bandwidth allocation (DBA) method 

has a significant influence on gigabit passive optical 
network performance (GPON). However, there are studies 
in the literature that outline its vulnerability to certain 
assaults, raising concerns. A degradation attack modifies 
the congestion management mechanism of the 
transmission control protocol (TCP), potentially affecting 
the received bandwidth of targeted network users. The 
absence of electronics within the passive splitter makes 
attack detection in GPONs extremely difficult. [5] As a 
result, the goal of this research was to develop a safe DBA 
mechanism called security enhanced DBA that would be 
capable of overcoming this danger. A detection phase was 
essential for detecting and then reducing any anomalous 
behaviours that were found among optical network 
components (ONUs). Penalties were enforced when the 
attacker was identified in order to dissuade the next 
assault attempt and restore justice to previously targeted 
ONUs. Because of the security feature provided by the 
system, simulated results demonstrated a throughput boost 
of up to 63 percent. Furthermore, compared to the non-
secure DBA technique, substantial increases in upstream 
delay performance were achieved at 52 percent, 60 
percent, and 65 percent for traffic containers (TCONT) 
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TCONT2, TCONT3, and TCONT4, respectively. As a 
result of the security procedures integrated into DBA, it is 
possible to avoid any exploitation of the GPON 
vulnerability in order to hijack other users' bandwidth.” 

 
”In network security, a network intrusion detection 

system (NIDS) is critical. It has the ability to identify 
malicious traffic and prevent network infiltration. 
Machine learning techniques such as support vector 
machines, Bayesian classification, decision trees, and k-
means were employed in traditional approaches. 
Traditional machine learning algorithms need manual 
feature selection and have clear limitations.[6] It presents 
a new NIDS system based on convolutional neural 
networks in this study. Let’s use both extracted features 
and real network traffic to develop deep-learning-based 
detection models. We carry out extensive tests with well-
known benchmark datasets. The findings show that the 
model trained using raw traffic is more accurate than the 
model built using extracted characteristics, proving the 
usefulness of our technique.” 

 
”Nowadays, Cloud Computing is extremely famous 

these days. It is the on request accessibility of  PC 
framework assets like information stockpiling and 
registering system, data or sight and sound substance. This 
large number of information or data is accessible to 
various client with the assistance of web. The distributed 
computing engineering in which outsider clients, virtual 
machine and cloud specialist organization are involved for 
information transferring and downloading with the 
assistance of web. Security of this engineering is the 
primary issue, the present associations, yet there exist 
numerous security weaknesses. [7] Among all kind of 
safety assaults zombie assault is the most perilous sort of 
assault. This assault diminishes the organization execution 
as far as postponement, data and use of transfer speed 
Some unauthorised clients may join the organisation 
during the zombie attack. Which parody information of 
the approved client and zombie hubs start speak with 
virtual machine for the sake of approved client. In this 
proposed work, the procedure in view of the solid 
verification which has been distinguishing malevolent and 
unapproved client from the organization on cloud and 
disconnects them from the cloud engineering. There are 
different strategies, techniques and calculations portrayed 
in this paper to seclude a zombie assault and other security 
weaknesses at cloud engineering. It talk about the 
strategies for location and halting this sort of zombie 
assault from cloud.” 

 
”With the advancement of computer technology and 

the widespread use of networks, network provides 
considerable convenience to colleagues while also posing 
significant threats to individuals from all walks of life all 
over the world[8]. The amount of data in the network 
world is rapidly increasing. In a never-ending stream, 
several types of incursions emerge. The methods of 
network penetration are growing increasingly 
sophisticated. Intrusions may happen at any time, and the 
security concerns are becoming increasingly significant. 
System security cannot be met just through defence. It is 
also vital to continuously monitor the behaviour of 
network users and to identify new incursions that may 
occur at any time. This will not only make people's usual 
network requirements unreliable, but it will also expose 
them to significant network threats. This study 
investigates a block chain network intrusion detection 
system so that individuals do not have to rely solely on 
defensive measures to safeguard network security. To 
begin, the properties of block chain are briefly discussed, 
followed by a discussion of the issues of block chain 
network intrusion security and privacy. Second, an 

experimental WLAN intrusion detection system is being 
developed. Finally, the examination of the block chain 
network intrusion detection system's result is given.” 

 
”Cloud security is one of the most pressing concerns 

that has sparked a lot of study and development in recent 
years. In particular, attackers can exploit cloud system 
vulnerabilities and compromise virtual machines to launch 
large-scale Distributed Denial-of-Service attacks (DDoS). 
Early stage operations like as multistep[9] exploitation, 
low-frequency vulnerability scanning, and compromising 
discovered vulnerable virtual machines as zombies, 
followed by DDoS assaults via the compromised zombies, 
are typical of DDoS attacks. The identification of zombie 
exploration assaults in the cloud system, particularly in 
Infrastructure-as-a-Service (IaaS) clouds, is highly 
challenging. This is due to the possibility that cloud 
customers would install vulnerable programmes on their 
virtual machines. It present NICE, a multiphase 
distributed vulnerability detection, measurement, and 
countermeasure selection method based on attack graph-
based analytical models and reconfigurable virtual 
network-based countermeasures, to prevent susceptible 
virtual machines from being hacked in the cloud[10]. To 
greatly enhance attack detection and reduce assault 
repercussions, the proposed systemuses OpenFlow 
network programming APIs to establish a monitor and 
control plane over distributed programmable virtual 
switches. The system and security analyses show that the 
suggested approach is efficient and effective.” 

III. METHODOLOGY 

 
 ”Fig2 shows  firewall for intrusion detection system 
can be used to monitor network traffic. The attack 
analyzer is responsible for the majority of the NICE 
system's operations, including attack graph building and 
updating, alarm correlation, and countermeasure 
selection. SAG may be used to model assault pathways 
utilizing this information. The attacker's exploit is 
represented by each node in the attack graph. A 
successful assault is represented by each path from a 
starting node to a destination node. ” 

 
  ”Client sends file down loader request to server. 
Server sends response to Client . With respect to fig3 
Client sends login request to Server. NICE firewall 
checks for users whether blocked or not and sends the 
response. Client sends file down loader request to server. 
NICE firewall checks for DOS attack. If counter reaches 
threshold user is blocked else file is given back to 
client.” 

 

From fig 4 the following working steps are as follows: 

Step 1 : Loading the server 

Step 2 : Opening the Client Login setup 

Step 3 : Client logins successful 

Step 4 : Client id created at server end 

Step 5 : Through id can able to access server database 

Step 6 : Client can dowload the datas from the database 

(If ID is valid client can dowload or Id is invalid client 

can't download the data) 

Step 7 : If DOS attack is performed, ID will be ristricted 

without client knowledge 
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”Fig2: Monitoring cloud server” 

 

 
 

”Fig3: Logs of client on the cloud server” 

 

 
 

”Fig4: Work-Flow of NICE” 

 

 

 

 

IV. CONCLUSION 

 

 ”NICE is a suggested method for detecting 
and mitigating collaborative assaults in the cloud virtual 
networking environment, which was described. The attack 
graph model is used by NICE to detect and forecast 
attacks. The suggested method looks at how to increase 
the detection accuracy and defeat victim exploitation 
stages of collaborative assaults by using the 
programmability of software switches-based solutions. 
The system performance study as sown in fig5 reveals that 
NICE is feasible and that the suggested solution may 
considerably lower the risk of internal and external 
attackers exploiting and abusing the cloud system as 
shown in fig 6. ” 

 
 

 
 

”Fig5: Before DOS attack” 
 
 ”To fight zombie exploitative attacks, 
NICE solely looks into the network IDS technique. Host-
based IDS solutions must be implemented and the entire 
spectrum of IDS must be covered in the cloud system to 
increase detection accuracy. The decentralized network 
control and threat analysis model will be used to test the 
scalability of the proposed NICE solution.” 

 
 

”Fig6: Blocking DOS attackers user ID’s” 
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