
www.ijcspub.org                                         © 2022 IJCSPUB | Volume 12, Issue 2 June 2022 | ISSN: 2250-1770 

IJCSP22B1228 International Journal of Current Science (IJCSPUB) www.ijcspub.org 965 
 

SECURED ENCRYPTED DATA WITH 

AUTHORIZED DEDUPLICATION IN CLOUD 

Dr.G.MALATHI,M.E,Ph.D., 

Professor 

Department of CSE 

Paavai Engineering College 

Pachal,Namakkal 

 

 

M.ALFIYAA 

Department of CSE 

Paavai Engineering College 

Pachal,Namakkal 

 

 

 

M.P.MANISHA 

Department of CSE 

Paavai Engineering College 

Pachal,Namakkal 

R.DHARSINI 

Department of CSE 

Paavai Engineering College 

Pachal,Namakkal 

 

 

 

Abstract—Cloud computing has reached a maturity that 

leads it into a productive phase. This means that most of the 

main issues with cloud computing have been addressed to a 

degree that clouds have become interesting for full commercial 

exploitation. However, concerns over data security still prevent 

many users from migrating data to remote storage. Client-side 

data compression in particular ensures that multiple uploads 

of the same content only consume network bandwidth and 

storage space of a single upload. The intuition is that 

outsourced data may require different levels of protection, 

depending on how popular it is: content shared by many users. 

Then present a novel idea that differentiates data according to 

their popularity. Based on this idea, design a de-duplicate 

scheme that guarantees semantic storage for unpopular data 

and provides weaker security and better storage and 

bandwidth benefits for popular data. This way, data de-

duplication can be effective for popular data storage system. 

Deduplication technique helps to reduce storage requirements 

by similarity checking process. This allows organizations save 

far more data on the same system and extends disk purchase 

intervals automatically. With the advantage of speed, 

organizations can store data to disk cost effectively. This way, 

data de-duplication can be effective for popular data, whilst 

semantically secure encryption protects unpopular content. We 

can use the block chain technology to secure the user details 

and file details. 

Keywords—Deduplication, File encryption, Redundant 

storage 

I. INTRODUCTION  

Cloud computing is definitely a promising model for 

business computing. It's describes important infrastructure 

to have an up-and coming type of service provision which 

includes the benefit of reducing expense by sharing 

computing and storage sources. Currently, Cloud 

Computing is really a huge technology that is exceeding all 

of the earlier technologies of computing of this competitive 

and demanding Information technology industry. Cloud 

computing is consistently growing and there are many main 

cloud computing providers including Amazon, Google, 

Microsoft, Yahoo and many others who are offering 

solutions including Software-as-a-Service (SaaS), Platform-

as-a-Service (PaaS), Storage-as-aService and Infrastructure-

as-a-Service (IaaS). In addition, considering the possibility 

to substantially minimizing expenses by optimization and 

also maximizing operating as well as economic 

effectiveness, cloud computing is an excellent technology. 

Furthermore, cloud computing can tremendously boost its 

cooperation, speed, and also range, thus empowering a 

totally worldwide computing model on the internet 

infrastructure. On top of that, the cloud computing has 

advantages in delivering additional scalable, fault tolerant 

services. Cloud computing handles resource management in 

a better way since the user no longer needs to be responsible 

for identifying resources for storage. If a user wants to store 

more data they request it from the cloud provider and once 

they are finished they can either release the storage by 

simply stopping the use of it, or move the data to a long-

term lower-cost storage resource. This further allows the 

user to effectively use more dynamic resources because they 

no longer need to concern themselves with storage and cost 

that accompany new and old resources. 

 

                                 II.OBJECTIVES 

Data deduplication is a technique for reducing the amount of 

storage space an organization needs to save its data. In most 

organizations, the storage systems contain duplicate copies 

of many pieces of data. For example, the same file may be 

saved in several different places by different users, or two or 

more files that aren't identical may still include much of the 

same data. Along with low ownership costs and flexibility, 

users require the protection of their data and confidentiality 

guarantees through encryption. To make data management 

scalable deduplication we are use Encryption for secure 

deduplication services.[1] Unfortunately, deduplication and 

encryption are two conflicting technologies. While the aim 

of deduplication is to detect identical data segments and 
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store them only once, the result of encryption is to make two 

identical data segments in distinguishable after being 

encrypted. This means that if data are encrypted by users in 

a standard way as like shared authority, the cloud storage 

provider cannot apply deduplication since two identical data 

segments will be different after encryption. On the other 

hand, if data are not encrypted by users, confidentiality by 

cannot be guaranteed and data are not protected against 

curious cloud storage providers. There are two types of 

deduplications in terms of the size: (i) file-level 

deduplication, which discovers redundancies between 

different files and removes these redundancies to reduce 

capacity demands, and (ii) block level deduplication, which 

discovers and removes redundancies between data blocks. 

The file can be divided into smaller fixed-size or variable-

size blocks. Using fixed size blocks simplifies the 

computations of block boundaries, while using variable-size 

blocks. A technique which has been proposed to meet these 

two conflicting requirements is Tag generation and AES 

Scheme whereby the encryption key is usually the result of 

the hash of the data segment. Although encryption seems to 

be a good candidate to achieve confidentiality and 

deduplication at the same time, it unfortunately suffers from 

various well-known weaknesses. The confidentiality issue 

can be handled by encrypting sensitive data before 

outsourcing to remote servers. Along with low ownership 

costs and flexibility, users require the protection of their 

data and confidentiality guarantees through encryption. In 

this paper, we address the a for mentioned privacy issue to 

propose a shared authority to the files which Deduplicted 

based privacy preserving authentication for the cloud data 

storage, which realizes authentication and authorization 

without compromising a user’s private information. 

 

                             III. Existing System 

 

Currently, the most popular CDC approaches determine 

chunk boundaries based on the Rabin fingerprints of the 

content, which we refer to as Rabin-based CDC.  Rabin-

based CDC is highly effective in duplicate detection but 

time-consuming, because it computes and judges (against a 

condition value) Rabin fingerprints of the data stream byte 

by byte. In order to speed up the CDC process, other hash 

algorithms have been proposed to replace the Rabin 

algorithm for CDC. Generally, CDC consists of two 

distinctive and sequential stages: hashing in which 

fingerprints of the data contents are generated and hash 

judgment in which fingerprints are compared against a given 

value to identify and declare chunk cut-points.To address 

the problems observed in the 1st and 2nd observations, we 

use an approach of enhancing and simplifying the judgment 

to further reduce the CPU operations during CDC for data 

deduplication. Specifically, FastCDC pads several zero bits 

into the mask value in its hash-judging statement to enlarge 

the sliding window size to the size of 48 Bytes used by 

Rabin-based CDC, which makes it able to achieve nearly the 

same deduplication ratio as the Rabin based CDC; 

Meanwhile, by further simplifying and optimizing the hash-

judging statement, FastCDC decreases the CPU overhead 

for the hash judgment stage in CDC. FastCDC employs a 

novel normalized Content-Defined Chunking scheme, called 

normalized chunking, that normalizes the chunk-size 

distribution to a specified region that is guaranteed to be 

larger than the minimum chunk size to effectively address 

the problem facing the cut-point skipping approach. 

Specifically, FastCDC selectively changes the number of 

mask bits ‘1’ in the hash-judging statement of CDC, and 

thus it normalizes the chunk-size distribution to a small 

specified region, i.e., the vast majority of the generated 

chunks fall into this size range, and thus minimizes the 

number of chunks of either too small or large in size. 

 
 

Disadvantages 

• CDC is time-consuming because it computes and 

judges the hashes of the data stream byte by byte. 

• There are still challenges and opportunities for   

Gear-based CDC, such as low deduplication ratio 

and expensive hash judgment. 

                                 IV.Proposed System 

Storage efficiency functions such as compression and 

compression afford storage providers better utilization of 

their storage back ends and the ability to serve more 

customers with the same infrastructure. Data compression is 

the process by which a storage provider only stores a single 

copy of a file owned by several of its users. There are four 

different compression strategies, depending on whether 

compression happens at the client side (i.e. before the 

upload) or at the server side, and whether compression 

happens at a block level or at a file level. Compression is 

most rewarding when it is triggered at the client side, as it 

also saves upload bandwidth. For these reasons, 

compression is a critical enabler for a number of popular 

and successful storage services that offer cheap, remote 

storage to the broad public by performing client-side 

compression, thus saving both the network bandwidth and 

storage costs. The goal of the system is to guarantee data 

confidentiality without losing the advantage of compression. 

Confidentiality must be guaranteed for all files, including 

the predictable ones. We consider the server as a trusted 

component with respect to user authentication, access 

control and additional encryption. The server is not trusted 

with respect to the confidentiality of data stored at the cloud 

storage provider. Therefore, the server is not able to perform 

offline dictionary attacks. Anyone who has access to the 

storage is considered as a potential attacker, including 

employees at the cloud storage provider and the cloud 

storage provider itself. And implement block chain 

technology to secure the transactions.  As the most 

important role, block chain makes it possible to deal with 

the problem of double spending in a distributed network by 

generating a chained time-stamped data structure with 

transactions. Without the administration from the central 

manager, all the participants (miners) follow the consensus 

that only the longest chain is extended and the others are 

deemed invalid. With such consensus, miners contribute 

their computational power to verify information correctness 

and integrity in block chain network through proof of work 

protocol. 

 

Advantages 

•  Dynamic updation can be implemented in cloud 

Storage. 

• File and file content analyzed. 

• Preserve the redundant storage. 

• Provide improved compression to file server 

system. 

• Difficult to hack the data user details because block 

chain implementation 
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                             IV.PROJECT DESCRIPTION 

 

A. Problem Definition 

Data deduplication is one of important data compression 

techniques for eliminating duplicate copies of repeating 

data, and has been widely used in cloud storage to reduce 

the amount of storage space and save bandwidth. To protect 

the confidentiality of sensitive data while supporting 

deduplication, the convergent encryption technique has been 

proposed to encrypt the data before outsourcing. Keeping 

the data secured from unauthorized users and to save the 

memory in the cloud storage. For this, the cloud service 

provider (CSP) uses a technique of deduplication at 

encryption level. This is a facility that allows the owner to 

save a lot of memory by keeping only one original copy of 

the file and linking the replica to the original file. The 

security is maintained by encrypting the data and two level 

authorizations are done. In today’s generation there is need 

to store huge amount of data for long term use. The data can 

include personal information, medical records etc.  

 

B. Overview of the project 

To store such data there is a need of lot of resources and it is 

very costly. In the proposed system the owner of the cloud 

service provides his cloud service to various users who want 

to use it. The users can easily upload and download their 

respective files from the cloud. The files are stored on the 

cloud in the encrypted format. The files get decrypted only 

when the authorized user downloads the specific file, hence 

security is preserved. In the backend only one original copy 

of each file is stored and if the same file is uploaded by 

many users only a link is made to the original file, which 

saves enormous amount of memory on the cloud. 

 

C. Modules 

• Cloud storage framework 

• De-duplication checking 

• File encryption 

• Block chain security 

Cloud storage framework 

Cloud computing and storage solutions provide users and 

enterprises with various capabilities to store and process 

their data in either privately owned, or third-party data 

centers that may be located far from the user–ranging in 

distance from across a city to across the world. Cloud 

computing relies on sharing of resources to achieve 

coherence.  In this framework, we can have two types of 

users such as data owner and data provider. The person or 

organization that legally owns a cloud service is called 

a cloud service owner. The cloud service owner can be the 

cloud consumer, or the cloud provider that owns 
the cloud within which the cloud service resides. Cloud 

service provider provides the storage space to the users. 

Storage space can be shared by multiple data owners. Data 

owners can be upload the files in storage system for future 

use. 

 
De-duplication checking 

 In computing, data compression is a 

specialized data compression technique for eliminating 

duplicate copies of repeating data. Related and somewhat 

synonymous terms are intelligent (data) 

compression and single-instance (data) storage. This 

technique is used to improve storage utilization and can also 

be applied to network data transfers to reduce the number of 

bytes that must be sent. In the compression process, unique 

chunks of data, or byte patterns, are identified and stored 

during a process of analysis. As the analysis continues, other 

chunks are compared to the stored copy and whenever a 

match occurs, the redundant chunk is replaced with a small 

reference that points to the stored chunk. In this module, we 

can check the files using file name with file contents. 

Encrypted files are spilted into chunks. Service provider 

checks the chunks at the time of uploading files. Data owner 

only upload original file so save storage space in cloud 

system. We can compression in text file, document file and 

image files 

 

 

File Encryption 

Encryption is the most effective way to achieve 

data security. To read an encrypted file, you must have 

access to a secret key or password that enables you 

to decrypt it. Unencrypted data is called plain 

text ; encrypted data is referred to as cipher text. There are 

two main types of encryption: asymmetric encryption (also 

called public-key encryption) and symmetric encryption. 

We can implement symmetric encryption for encrypt the 

data files using single key approach. Symmetric key 

algorithms are algorithms for cryptography that use the 

same cryptographic keys for both encryption 

of plaintext and decryption of cipher text. The keys may be 

identical or there may be a simple transformation to go 

between the two keys. The keys, in practice, represent 

a shared secret between two or more parties that can be used 

to maintain a private information link.  Encrypted data can 

be stored in cloud server.  

 

 

Block Chain security 

Block chain network is initialized by the Block chain as a 

Service (BaaS) mode. This mode provides on-chain service 

through the Internet which means users do not need to 

consider the stability of the block chain itself or participate 

in the generation of blocks. This makes the security of block 

chain is depend on the whole network computational power 

of all participating nodes and we will and we will discuss it 

in security analysis. It also allows every authorized 

participant joins the network and gains the block chain 

service at any time. There are three steps in the process of 

initialization.  

A. Each participants add in block chain network where the 

smart contract for deduplication lives.  

B. Each participant generate a public and private key pair, 

{PubKD, PriKD} for data owner and {PubKCSP i, PriKCSP i} 

for the i-th CSP, to sign transactions. As account to interact 

with smart contract or other nodes anonymously, AddrD and 

AddrCSP are derived from key pairs.  

C. Data owner prepares gas as storage payment to CSP or 

service fee to smart contract. 

 

 

 V. INPUT DESIGN  

In an information system, input is the raw data that is 

processed to produce output. During the input design, the 

developers must consider the input devices such as PC, 

MICR, OMR, etc. 

http://www.ijcrt.org/
http://www.webopedia.com/TERM/S/security.html
http://www.webopedia.com/TERM/R/read.html
http://www.webopedia.com/TERM/F/file.html
http://www.webopedia.com/TERM/K/key.html
http://www.webopedia.com/TERM/P/password.html
http://www.webopedia.com/TERM/D/decryption.html
http://www.webopedia.com/TERM/P/plain_text.html
http://www.webopedia.com/TERM/P/plain_text.html
http://www.webopedia.com/TERM/C/cipher_text.html
http://www.webopedia.com/TERM/P/public_key_cryptography.html
http://www.webopedia.com/TERM/S/symmetric_encryption.html


www.ijcspub.org                                        © 2022 IJCSPUB | Volume 12, Issue 2 June 2022 | ISSN: 2250-1770 

IJCSP22B1228 International Journal of Current Science (IJCSPUB) www.ijcspub.org 968 
 

Therefore, the quality of system input determines the quality 

of system output. Well designed input forms and screens 

have following properties − 

 It should serve specific purpose effectively such as 

storing, recording, and retrieving the information. 

 It ensures proper completion with accuracy. 

 It should be easy to fill and straightforward. 

 It should focus on user’s attention, consistency, and 

simplicity. 

 All these objectives are obtained using the 

knowledge of basic design principles regarding − 

o What are the inputs needed for the 

system? 

o How end users respond to different 

elements of forms and screens. 

Objectives for Input Design 

The objectives of input design are − 

 To design data entry and input procedures 

 To reduce input volume 

 To design source documents for data capture or 

devise other data capture methods 

 To design input data records, data entry screens, 

user interface screens, etc. 

 To use validation checks and develop effective 

input controls. 

VI. OUTPUT DESIGN 

The design of output is the most important task of any 

system. During output design, developers identify the type 

of outputs needed, and consider the necessary output 

controls and prototype report layouts. 

1) Objectives of Output Design 

The objectives of input design are − 

 To develop output design that serves the intended 

purpose and eliminates the production of unwanted 

output. 

 To develop the output design that meets the end 

users requirements. 

 To deliver the appropriate quantity of output. 

 To form the output in appropriate format and direct 

it to the right person. 

 To make the output available on time for making 

good decisions. 

2) External Outputs 

Manufacturers create and design external outputs for 

printers. External outputs enable the system to leave the 

trigger actions on the part of their recipients or confirm 

actions to their recipients. 

Some of the external outputs are designed as turnaround 

outputs, which are implemented as a form and re-enter the 

system as an input. 

3) Internal outputs 

Internal outputs are present inside the system, and used by 

end-users and managers. They support the management in 

decision making and reporting. 

There are three types of reports produced by management 

information − 

 Detailed Reports − They contain present 

information which has almost no filtering or 

restriction generated to assist management planning 

and control. 

 Summary Reports − They contain trends and 

potential problems which are categorized and 

summarized that are generated for managers who 

do not want details. 

 Exception Reports − They contain exceptions, 

filtered data to some condition or standard before 

presenting it to the manager, as information. 

                          

 

                          VII. SYSTEM TESTING 

                                    

UNIT TESTING 

The first test in the development process is the unit test. The 

source code is normally divided into modules, which in turn 

are divided into smaller units called units. These units have 

specific behaviour. The test done on these units of code is 

called unit test. Unit test depends upon the language on 

which the project is developed. Unit tests ensure that each 

unique path of the project performs accurately to the 

documented specifications and contains clearly defined 

inputs and expected results. Functional and reliability testing 

in an Engineering environment. Producing tests for the 

behaviour of components (nodes and vertices) of a product 

to ensure their correct behaviour prior to system integration. 

 

ACCEPTANCE TESTING 

Acceptance Testing is a method of software testing where a 

system is tested for acceptability. The major aim of this test 

is to evaluate the compliance of the system with the business 

requirements and assess whether it is acceptable for delivery 

or not. User acceptance testing is used to determine whether 

the product is working for the user correctly. Specific 

requirements which are quite often used by the customers 

are primarily picked for the testing purpose. This is also 

termed as End-User Testing. 

 To find the defects missed during the functional 

testing phase. 

 How well the product is developed. 

 A product is what actually the customers need. 

 Feedbacks help in improving the product 

performance and user experience. 

 Minimize or eliminate the issues arising from the 

production. 

                     VIII.  RESULT AND DISCUSSION 

 

DATASET 

The proposed work can be implemented as data 

deduplication using Block chain technology using ASP.NET 

as front end and SQL SERVER as back end. Based on 

proposed algorithm we can analysed in terms of storage 

preservation. 

 

RESULT 

To evaluate performance of our system in terms of 

execution time at every transactions on nodes.  Execution 

time (t3): This is the time taken for content of each 

transaction to appear in designated files of each node. The 

time was retrieved by setting on current time for all nodes. 

 

COMPARISON 

The proposed algorithm is analysed in terms of storage 

preserving and implemented in real time environments. The 

proposed result is shown in figures. 
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Block chain execution time 

 The proposed system provide the execution time 

for each blocks and implemented in real time environments. 

 
 

                  IX.CONCULSION 

Proposed the distributed compression systems to improve 

the reliability of data while achieving the confidentiality of 

the users and also shared authority outsourced data with an 

encryption mechanism. Four constructions were proposed to 

support file-level and block-level data compression. The 

security of tag consistency and integrity were achieved. We 

implemented our compression systems using the secret 

sharing scheme and demonstrated that it incurs small 

encoding/decoding overhead compared to the network 

transmission overhead in regular upload/download 

operations. In this work, we have identified a new privacy 

challenge during data accessing in the cloud computing to 

achieve privacy-preserving access authority sharing for 

similarity files. Authentication is established to guarantee 

data confidentiality and data integrity. Data anonymity is 

achieved since the wrapped values are exchanged during 

transmission. User privacy is enhanced by access requests to 

privately inform the cloud server about the users access 

desires. In this project, we have proposed a block chain 

based distributed deduplication scheme to improve the 

reliability of data storage on the promise of ensuring the 

confidentiality. With the aid of block chain, files are split 

and outsourced across multiple servers in a semi-trust 

decentralized storage system 
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