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Abstract:  Ad hoc networking is a self-organizing wireless networking architecture that was previously only linked with military 

battlefield networks. Because of the availability of wireless technologies like Bluetooth and 802.11, as well as the development of 

next-generation networks, civilian applications that take advantage of the benefits of ad hoc networking are being considered. The 

majority of the research has so far been focused on routing concerns. Other challenges, like as security, key management, and 

network addressing, have gotten far less attention, and these must be addressed before any effective applications can emerge. I 

propose a security paradigm based on a simple authentication method combined with a Key Management methodology. The 

proposed security model appears to have the potential to boost confidence. 

 

Index Terms - - MANETS, key management, authentication, QoS. 

 

I. INTRODUCTION 

There are no base stations, wireless switches, or infrastructure services like name, routing, or certificate authorities in mobile ad 

hoc networks, unlike mobile wireless IP networks. Network topology and administrative domain membership can vary quickly 

because mobile nodes join and depart the network dynamically, sometimes even without notice.. As a result, security services 

including availability, confidentiality, authentication, access control, integrity, and non-repudiation are critical. Cryptography is 

the cornerstone for all network security services in MANET, just as it is in other networks, and key management is a critical 

aspect in ensuring a secure ad hoc network. 

In Ad hoc Networks, the absence of sufficient infrastructure and central authority has prompted the use of powerful Key 

Management mechanisms. The secure administration of keys is known as key management. Toensure optimal data protection, a 

multitude of Key Management schemes have been created. Threshold cryptography is one of many techniques in which a specific 

minimum number of users must provide a valid key in order to perform cryptographic operations The number is up to the user's 

discretion. Any set of k users can compute the function in a k-out-of-n threshold technique, but any set of k1 users cannot. For 

some applications, such as ordinary information transfer across company departments, a small number of people providing a 

legitimate key for network access is sufficient, but for others, such as military applications, a significant majority of persons 

providing a valid key is required information. As a result, the threshold is determined by the application. Another significant 

difficulty is ensuring reliable data transfer when some nodes are vulnerable [6]. By interfering with, fraudulently routing, or even 

dropping data flow, attackers might disrupt data transmission and cause considerable data loss. 
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1.1 GROUP FORMATION 

The process of grouping or clustering separates the network into interconnected substructures known as groups. The problem of 

key management and routing in MANET is better solved by grouping. Every group has a coordinator who serves as the group 

leader. Each group leader communicates with the other group leaders and functions as a temporary base station inside their zone or 

group. A system Figure 1 depicts an open MANET model. The mobile nodes are separated into different groups so that all of them are 

covered and no groups overlap. Some nodes are chosen to serve as group leaders, performing key management system and other 

administrative duties for their group. The goal of creating a grouped based structure is to keep the network structure as long as 

feasible when nodes migrate or the topology changes slowly. Grouping, on the other hand, minimises the amount of keys that must 

be distributed throughout a network for safe communication.The methodology section outline the plan and method that how the 

study is conducted. This includes Universe of the study, sample of the study,Data and Sources of Data, study’s variables and 

analytical framework. The details are as follows: 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

                                                       Fig  1 Variables and analytical framework 

 

 

 

System model for MANET The functions of a central server are distributed among numerous nodes in a group-based structure 

(group leaders). As a result, it integrates both centralised and distributed key management system methodologies to provide a 

decentralised solution. Networks with a group-based structure also eliminate the risk of a single node being compromised. A single 

server Only a group will be compromised if the group leader is hacked, leaving the rest of the network safe and secure. 

The mobility, battery power, and node behaviour must all be considered when choosing a good group leader. The following 

characteristics are taken into account for grouping: 

• Each group leader is capable of efficiently supporting a maximum of "x" number of nodes (a predetermined value). The 

system's efficiency diminishes if a group leader tries to serve more than "x" nodes. 

• "Mobility" is a key factor in selecting a group leader. When nodes migrate, group leaders are accountable for preserving 

the structure of the group as much as possible. Detachment of nodes from the group leader occurs when the group leader 

is moved quickly, which raises the risk of nodes being compromised. 

• Another essential criterion in choosing a group leader is "battery power" (B). Because a group leader has additional 

obligations including monitoring group members and key distribution, a group leader consumes more battery power than an 

ordinary As a result, the group leader should be the node with the highest battery power. The "behaviour of node" is another key 

factor in selecting the group leader. A group's safety is entirely dependent on its leader. The Group Leader regularly watches 

the activities of the nodes in the group and assigns them a Trust Level (T) based on their actions. 

     Integrity- Integrity mandates that everything be as it should be, with no changes. 
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       1.SECURITY IN ADHOC NETWORKS 

 

            For mobile hosts, ad hoc networks are a new wireless networking paradigm. The major applications of ad hoc networks are 

military tactical and other security-sensitive operations, while there is a movement to use ad hoc networks for commercial purposes 

due to their unique qualities. The vulnerability of these networks to security threats is a major challenge in their design. For ad hoc 

networks, security is critical, especially for security- sensitive applications. 

1.1SECURITY REQUIREMENTS 

 

             It is necessary to identify the requirements for a safe system in order to examine network security (and security assaults). The 

fundamental needs for a secure system are as follows: 

• Confidentiality: The information communicated across the network can only be accessed by the intended receiver. 

• Availability :Means that an authorised user should be able to access a service at any time and without undue delay. 

• Authenticity:the ability to establish (or refute) that someone is who they claim to be. 

• Accountability : storing and maintaining audit information so that the party responsible for any security-related 

acts can be identified.      

• Non-repudiation: A message's receiver and sender should not be able to later dispute receiving or transmitting it. 

1.2 SECURITY ATTACKS 

 

All of the basic security standards listed above can be exploited. There are two types of attacks: passive and active. The 

distinction is that in passive assaults, the attacker simply obtains data passively, whereas in active attacks, the adversary actually 

uses the data for malevolent purposes. 

These include Eavesdropping,Traffic analysis Impersonation, Modification, Replay, and Denial of service. 

 

2. PROPOSED KEY MANAGEMENT SCHEME 

 

A mechanism for key management is proposed. The suggested key management technique includes phases such as key 

generation, distribution, and revocation. The group leader receives a request when a new node joins the group. A hostile node 

purporting to be the group leader to a new node could intercept this request. A rogue node can potentially send the group leader a 

request to join the group. As a result, the group leader and the new node must verify their identities. After successful mutual 

authentication, a node can join the group and securely share a key with the group leader. The challenge-response protocol can be 

used to authenticate a new node and the group leader. The new node issues a challenge to the group leader, who must respond with 

a proper response to confirm its authenticity. Due to the restricted resources available in Mobile Ad hoc Networks, authentication 

protocols must be lightweight and impose as little computational and message overhead as possible. 

Furthermore, if the authentication technique is lengthy, it may necessitate a large amount of memory and increased power usage. 

A simple authentication mechanism is provided in our proposed solution. The node in the network must append the one's 

complement of its own IP address before sending a request to the group leader, and the node receiving the packet must validate 

the authentication of its source by adding the added one's complement.Any hostile node infiltrating the network is unaware that it 

must attach the one's complement of its IP address, and hence any packets sent by such nodes are dropped by their neighbours. When 

a node fails the authenticity test, a broadcast is sent out to the entire network, informing all nodes of the presence of a rogue node 

and its IP address. This reduces processing time because any node receiving a packet saves time. 

Without additional inspection, the rogue node can just trash it. As a result, the rogue node is cut off from the network. Figure.2 

depicts a MANET group of mobile nodes with a group leader, where a new node wishes to join the group. 
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Fig 2 Agroup in Manet 

2.1 BACKWARD SECRECY 

 

A node should not be able to decrypt future encrypted communication when it exits the network. When a node departs 

the group, the group leader regenerates a new group key and distributes it to the remaining members. When a group leader 

departs the network, however a new group leader generates the group's group key. This ensures that keys are updated and that 

the network maintains backward secrecy. 

2.2 FORWARD SECRECY 

       Forward secrecy states that a new node should not be able to decrypt previous encrypted communication when it joins the 

network. When a new node joins the group, the group leader generates a new group key and delivers it to group members encrypted 

using the old group key and unicasts it to the new node encrypted with the key shared between the group leader and the new node, 

maintaining forward secrecy. 

1.1 Mutual Authentication 

    At the time of network joining, both the new node and the group leader mutually authenticate each other in the proposed key 

management system. Node can join the network after successful mutual authentication. When two nodes want to communicate, they 

send their Digital Signatures to authenticate each other. 

2.3 THRESHOLD CRYPTOGRAPHY 

     Secret Sharing Schemes allow for the separation of keys so that information can be accessed by a limited number of people. 

The concept behind secret sharing is to take a secret and partition it into shares, which are then dispersed across users in such a way 

that the pooled shares are specified subsets of users who can reconstruct the original secret. A (k, n) threshold scheme is a secret 

sharing technique that requires k out of n shareholders to reconstruct the secret. 

 

3.RESULTS AND PERFORMANCE ANALYSIS 

           Glomosim simulator is used to simulate and assess the planned work's performance. The performance results for various 

parameters acquired using GloMoSim by comparing with different speeds and varied numbers of nodes are provided in the 

following figures. 

                                                     Fig 3 Band width VS success rate 

The success rate is derived by dividing the total number of packets received by the total number of packets sent. The success 

rate is an important indicator for determining the effectiveness of a routing method. The success rate as a function of bandwidth is 

shown in Figure 3. The number of packets successfully received at the destination is tracked as bandwidth increases. When the 
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demand for bandwidth increases, the success rate decreases. The traffic rate can be improved by increasing the number of source-

destination pairings. It was also revealed that as bandwidth demand 

Figure 4 depicts the average network throughput for varied node counts and mobility. As previously demonstrated, the increases 

the success rate only decreases by-5 percent. As a result, its possible to argue that an idea success rate has been reached increase in 

latency is not considerable for lower mobility levels. 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                     Fig 4 Average throughput vs no of nodes 

 

 

4. CONCLUSION & FUTURE WORK 

 

 

As a result, the proposed security scheme handled simple authentication and threshold key management in mobile ad hoc 

networks, with each user having their own Identity number and encryption key. Malicious data tampering (i.e. modification, 

insertion, deletion, or replay) in transmission can be efficiently safeguarded using digital signatures. According to our findings, the 

suggested security paradigm has the potential to boost network confidence. This work could be expanded to include 

implementation. 

 

• Power control techniques limit power consumption, extending battery life. 

• Image compression can also be used to save bandwidth in Mobile Ad hoc Networks. 

• Decrease network congestion Ad Hoc Wireless Networks QoS Topology control 
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