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Abstract: 

 In a variety of circumstances, such as crossing national borders, civil applications, sales and 

purchasing portals, or access to transaction processing systems, IDs and MRTDs (Identification and 

Machine-Readable Travel Documents) are used to identify and validate individuals. These documents 

include a number of security elements that help to prevent document counterfeiting. Because these security 

measures are tough to defeat, criminals are increasingly focusing their attacks on ID verification systems on 

obtaining fake papers and altering face images. To mitigate the dangers associated with this fraud problem, 

governments and ID and MRTD manufacturers must continue to develop and strengthen security measures. 

In light of this, we provide StegoFace, the first efficient steganography solution designed for face pictures 

printed in conventional IDs and MRTDs. StegoFace is an end-to-end facial image steganography model 

comprised of a Deep Convolutional Auto Encoder capable of hiding a secret message in a face portrait and 

thus producing the stego facial image, as well as a Deep Convolutional Auto Decoder capable of reading a 

message from the stego facial image, even if it has been previously printed and then captured by a digital 

camera. In terms of perceptual quality, facial pictures encoded with our StegoeFace technique surpass 

StegaStamp produced images. On the test set, peak signal-to-noise ratio, hiding capacity, and 

imperceptibility results are utilised to assess performance. 

Keywords: Stegoface, photograph Substitution  attack, Identification Travel Document, Machine-Readable 

Travel Documents 

1.0 Introduction: 

 Any document that may be used to confirm a person's identity is known as an identity document 

(also known as a piece of identification or ID, or informally as papers). An identification card (IC, ID card, 

citizen card),[a] or passport card is normally issued in a tiny, conventional credit card size form. [b] Some 

nations offer formal identity papers, such as national identification cards, which are either mandatory or 

optional, while others may demand identity verification through regional identification or informal 

documents. Photo ID refers to an identity document that includes a person's photograph. 
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Figure 1.1. Identity Card 

Many nations recognise a driver's licence as proof of identification in the absence of an official identity 

certificate. Some nations refuse to recognise driver's licences as identity, mostly because they do not expire 

as papers in such countries and can be outdated or readily falsified. Passports are accepted as a form of 

identification in most nations. In certain nations, everyone must have an identity paper on them at all times. 

If they do not have a resident permit in the country, several countries require all foreigners to have a passport 

or, in certain cases, a national identity card from their home country ready at all times. 

The identification document is used to link a person to information about them, which is frequently stored 

in a database. The photo, as well as the fact that the person owns it, is used to link the person to the document. 

Personal information on the identity document, such as the bearer's full name, age, birth date, address, 

identification number, card number, gender, citizenship, and more, is used to establish a link between the 

document and the database. The most secure method is to use a unique national identification number, 

however some nations lack such numbers or do not include them on identity papers. 

2..0 Review of Literature: 

 Sisheng Chen and colleagues (2021) For developing trust in IoT systems, this research presents a 

secure message authentication technique based on steganographic secret sharing. The message is divided 

and delivered to two participants by a dealer in this system, and it can only be exposed when both authorised 

participants concur. The author offers a secret sharing strategy that uses face photographs as cover images 

and uses deep learning-based steganography and image morphing techniques. The authors use a generative 

adversarial network (GAN) and independent extractors based on CNN with shared participant keys to train 

a generator. The secret shares are disguised in shadow pictures using the participant key generator. The 

dealer then generates morphed pictures for shadow image authentication using the shared participant photos 

as source images and the shadow images as target images. The suggested secret sharing scheme's viability 

and security are demonstrated through simulated trials and analysis. The confidentiality of the secret shares 

is ensured by the cover of relevant images and the extractor's new characteristics. 

Senkyire Isaac Baffour et al (2021) This work focuses on safeguarding and securing data by 

disguising it using steganography techniques and then encrypting it using the Simplified Data Encryption 

Technique to prevent unwanted alterations or modifications to the data by adversaries. Cryptography is the 

process of converting plaintext into cypher text (unreadable text), whereas steganography is the process of 
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concealing secret communications inside other messages. The data is first encrypted using the Simplified 

Data Encryption Standard (S-DES) algorithm, and then the encrypted information is inserted in the cover 

picture using the Least Significant Bit (LSB) method. Secret data security is increased by two levels when 

these two procedures are combined, and a high-quality steganography picture is obtained. 

He Zhu and Dianbo Liu (2021) FakeSafe, an unique cycle-consistent adversarial network that 

provides human-level steganography, is proposed in this research. FakeSafe effectively prevents 

steganalysis algorithms and human eyes from detecting sensitive information by mapping it into bogus 

messages. The FakeSafe approach attempts to translate the original private information onto a fictitious but 

realistic-looking message. The author creates a multi-step FakeSafe mapping with a cascade of stenographic 

functions that assures sensitive data is kept safe. Unlike traditional steganography approaches, which require 

a dedicated cover for secret information embedding, our concept encases the concealed messages in a 

category-specific media. This method meets the needs of individuals who want to simplify steganographic 

procedures without using a predetermined container. The FakeSafe approach allows users to map private 

data to other data domains based on their needs. FakeSafe may be used in conjunction with traditional data 

protection methods, but it concentrates on human-level steganography, which takes human aspects into 

account while protecting data and privacy. 

3.0 Rationale of the study: 

3.1 Existing system: 

Water markings are graphics that are applied on ID cards during manufacture and might be visible 

or invisible. Watermarks make it more difficult to replicate cards since they may be altered and only appear 

when held in a specific way. Microtext is incredibly little text that is printed anywhere on the card and is 

difficult to recreate if people don't know where to look. On ID cards, holographic lamination gives an added 

degree of protection. People may quickly see if a driver's licence is valid since it has a holographic 

lamination. Not only is it difficult to duplicate holographic laminate since you need the correct computer, 

but it's also safe because the laminate pattern is bespoke. The major drawbacks include inability to decode 

secret messages from small, encoded images, insufficient preservation of the visual structure of the encoded 

face, resulting in noticeable distortion in the appearance of the face, message to be encoded in a full image, 

currently available steganography models are not suitable security systems for application to IDs and 

MRTDs, and potential identification card abuses. 

3.2 Proposed system: 

 StegoFace is the name of the proposed system. In the context of IDs and MRTDs, the StegoFace is 

a paradigm for encoding and decoding a hidden message in face photographs. Our concept, which is based 

on steganography models, is the first to be created as a secure mechanism for document portrait verification. 

The encoder and decoder are the two operations that make up StegoFace. Higher security, robustness, 

imperceptibility, and information concealing capability are the key benefits of the suggested system. End-

to-end ID facial picture steganography is presented using a lightweight yet basic architecture. lowering 
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suspicions and scrutiny With the resize layer enabled, StegoFace can better understand a message from a 

smaller image. StegoFace is a security mechanism that can be simply deployed in real-world document 

validation systems and immediately applied to ID cards and MRTDs. Implementation and administration 

costs are lower. 

 

System Design 

Deep Convolutional Auto Encoder Deep Convolutional Auto Decoder 

 
 

Fig 1: Proposed model 

4.0 Results and Discussion: 

 Auto Encoder 

The encoder network is the generator's initial component. The goal of the encoder training process 

is to find the best balance between the encoder's capacity to restore perceptual qualities of input pictures 

and the decoder's ability to recover the concealed information. The encoder network design we chose is 

based on UNets, but the pooling layers were removed to protect the secret message information that would 

otherwise be lost during network training. As a result, it takes an aligned face and a random binary message 

as inputs and outputs a similarly sized encoded picture. As predicted, the secret binary message is changed 

(by reshaping and upsampling) to match the encoder input size. The encoder then processes the incoming 

facial picture. Because the encoder lacks pooling layers, we must construct its architecture in a unique way, 

manually matching the convolutions' parameters to avoid layer connection issues. 
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The embedding network and the preprocessing module are both based on an auto-encoder 

architectural approach. The embedding network, like the preprocessing module, has an hourglass shape with 

an expanding and contracting phase. The encoder element of the autoencoder network extracts the 

characteristics from the input. The feature representation of the input is the latent space in an autoencoder. 

The output picture is reconstructed from the latent space using the autoencoder's decoder. There are no 

dimensionality adjustments required for picture steganography applications; the latent space should be the 

combined feature representation of the cover image and the secret image. The embedding network uses the 

preprocessing module's concatenated features as input to create a latent space and rebuild the stegoface 

(which is similar to the cover image) from the latent space. Every accessible part of the cover picture 

contains a piece of the secret image. Two convolutional layers with a growing number of filters make up 

the embedding network. The finer details of both the cover picture and the secret image are concatenated in 

the latent space at the encoder's end. Because there is no requirement for dimensionality change, the 

embedding network's decoder includes five convolutional layers with a decreasing number of filters (s). The 

encoder half of the embedding network contains 64, 128 filters, whereas the decoder part includes 128, 64, 

32, 16, and 8 filters. The ReLU activation is introduced at the conclusion of the convolutional layers to 

provide linearity by delivering the maximum value for positives and 0s for negatives. ReLU is employed 

because it eliminates the vanishing gradient problem, which is typical in designs with numerous layers, 

making training easier and producing better results. h(c) D max can be used to represent ReLU (0,c). To 

transform the 256 X 256 X 8 feature vector into 256 X 256 X 3 stego picture output, a convolutional layer 

with three filters is added at the conclusion of the embedding network. 
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Auto Decoder 

After applying noise to the pictures, the decoder network is included into the entire design. The decoder's 

goal is to retrieve a message hidden in a face picture. RPN assists in cropping out the relevant region and 

normalising its scale for this network, which can simplify the subsequent steganography decoding effort 

and improve performance. It applies a learnable affine modification followed by interpolation to eliminate 

spatial invariance from encoded pictures.

 

Before the DCAD, the RPN block is put. The extraction network's goal is to find the hidden picture within 

the stego image. After conducting controlled testing, it appears that an architecture that is similar to the 

embedding network produces the greatest results in terms of retrieving the hidden image with the least 

amount of information loss. The extraction network has two phases: growing and shrinking. Based on the 

experimental findings, the number of filters, filter size, stride, and other hyperparameters are fine-tuned. 

Here is a description of the architecture that gave the greatest results. Five convolutional layers with a rising 

number of filters make up the expanding encoder section of the extraction network (8, 16, 32, 64, 128). Five 

convolutional layers with a decreasing number of filters make up the decoder component (128, 64, 32, 16, 

8). ReLU activation is built into each layer. To create the retrieved secret image, the extraction network's 

decoder is followed by a convolutional layer with three filters. 
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Loss Function 

The StegoFace decoder receives all of the StegoFace generator's outputs. To increase the model's 

performance, the decoder is equipped with a series of loss functions. LPIPS (Learned Perceptual Image 

Patch Similarity) and face embedding are the most essential loss functions in our model. The picture 

steganography procedure, unlike traditional image reconstruction, requires two input images and two output 

images. As a result, the usual loss function may not be appropriate for this application. To improve the 

architecture's performance, a bespoke loss function is implemented. The embedding loss and the extraction 

loss are the two losses that must be computed. The embedding loss is determined between the input cover 

picture and the embedding network's output StegoFace. The extraction loss, on the other hand, is determined 

by the extraction network between the input secret picture and the extracted secret image. The total of the 

embedding and extraction losses is the overall loss. Let me be the cover picture, and let me be the rebuilt 

cover image with the embedded network's hidden image. Let h represent the secret picture and h' represent 

the secret image extracted by the extraction network. The loss function must be modified so that it aids the 

model in optimising the learning function. Through back-propagation, loss is a feedback metric delivered 

to the model during training in each epoch as a measure of how well the model is performing. Equation 1 

gives the loss of the embedding network, Lemb, while equation 2 gives the loss of the extraction network, 

Lext. 

 

where α is the error adjustment and is fixed to 0.3. Initially, values of 0.3, 0.6, and 0.9 were varied in the 

trials. Increasing the value of increased the loss, and the best loss value was 0.3. To reduce the distortions 

of the extracted secret picture, the embedding network's loss function is returned to the embedding network, 

and the total loss is supplied to the extraction network. 

Performance Evaluation 

Three criteria are widely used to evaluate steganographic techniques: imperceptibility, capacity, and 

security. The peak signal-to-noise ratio is another essential numerical statistic. 

 

Imperceptibility 

It's vital to dispel any concerns regarding the Payload's existence in cover operations. Any conjecture about 

the cover's veracity detracts from stenography's goal and facilitates cryptanalysis. 

Payload capacity 

The size ratio between the cover medium and the hidden message is represented by capacity. Steganography 

tries to conceal Payload; hence, the higher the Payload capacity of an algorithm, the better. However, there 

is a balance between the Payload of the ability and its invisibility/imperceptibility. 
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Security – robustness against statistical attack 

Statistical assaults use a series of statistical tests on visual data to detect a Payload's embedding. When a 

secret message is hidden, certain steganographic methods create signs or artefacts. A statistical assault 

must not be guided by an artefact left by an algorithm. 

Security – robustness against image manipulation 

Channel noise may cause modifications during the transmission of a stego message through a 

communication channel. Cropping, rotating, and resizing the image also corrupts the Payload. The 

mechanism for embedding the Payload determines the vulnerability to corruption. The vulnerability of an 

embedding algorithm should be as low as feasible. 

PSNR – peak signal to noise ratio 

PSNR denotes a change in the performance image metric collected during the Payload embedding method. 

PSNR refers to the degree of resemblance between the cover and the stego. PSNR measures sound in 

decibels (db). It may be used to assess the quality of stego face. A high PSNR value suggests a high-quality 

picture, indicating that the original photo and the stego face are quite similar to one another.To calculate 

PSNR using log: 

 

where (255) is the maximum 8-bit value representation of a pixel, and MSE stands for mean squared error, 

or the difference in pixel values between the cover and the stego face, 

 expressed as  

where M and N represent the photo’s dimensions, x and y denote the photo coordinates, Cx,yCx,y denotes 

the cover photo, and Sx,ySx,y represents the stego face. 

5.0 CONCLUSIONS: 

 The goal of this project is to hide security encoded data in ID and MRTD papers while still allowing 

the integrity of the photograph to be verified. In light of this, we provide StegoFace, the first efficient 

steganography solution designed for face pictures printed in conventional IDs and MRTDs. StegoFace is an 

end-to-end Deep Learning Network comprised of a Deep Convolutional Auto Encoder capable of 

concealing a secret message in a face portrait and thus producing the encoded image, as well as a Deep 

Convolutional Auto Decoder capable of reading a message from the encoded image, even if it has been 

previously printed and then captured by a digital camera. StegoFace outperforms current approaches by 

allowing pictures to be used in their context, regardless of the backdrop. This feature also allows us to 

employ the procedure without having to worry about photo settings. The innovative approach offered in this 

study is to incorporate a resize network as an extra noise simulation module to our model. In compared to 
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prior techniques, this is intended to aid the decoder in reading messages from smaller photographs. The 

resize network reduces the size of encoded pictures received by the decoder. In terms of perceptual quality, 

facial pictures encoded with our StegoFace technique surpass StegaStamp produced images. The suggested 

architecture provides improved security, robustness, imperceptibility, and information concealing 

capabilities, as evidenced by the findings. 
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