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Abstract:  Data privacy is the right of the user to have privacy on his personal and sensitive data on the internet. The privacy in 

itself is a vague, ambiguous and abstract concept which only can be defined from the perspective of the person who wishes to keep 

something private. It makes little sense from the user end to expect privacy on the internet which is public and from the controller 

end to not know about private and process it. However, the correct perspective to approach data privacy is from the neutral 

standpoint of the rule of law. The law should be clear in its approach where it stands between the user and the controller and what 

are its safeguards to protect its citizens from misuse of their data on the internet. 

 

The privacy of a user is challenged in 2 phases, Firstly, the collection of data; Secondly, the analysis and processing of the data. 

How the data is being processed is just as important as how much of it is collected because if the controller uses the data outside of 

the intended purpose the data can have infinite applications that might not serve the best interests of the user or the nation. The 

bandwidth of data that can be collected from the individuals and for the purpose it can be used is remains a grey area. India is still 

in the process of taking preliminary steps towards a framework that is capable enough to counter the threats to data privacy. 
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1. Need for data protection laws 

 

In any deal there is an element of fairness and trust which also carries to the transaction of data from the user to the controller. The 

dynamics between the user and the entities with whom the data is shared is contingent on the element of trust between the parties. 

Apart from any contract in place, the user expects to know the kind of data is being shared and some level of reasonable transparency 

in processing of the data. For the controller these expectations translate to a fiduciary relationship in which they have to process the 

data fairly and only for the intended purposes that the user could reasonably foresee.  
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Pursuant to the fiduciary relationship between the user and the controller the data must be collected, processed and shared that 

serves that matches the expectations of the user in a way that serves the common public good. The rights of the users are not the 

rights in an atomized sense, they are tools that could point out the necessary realization of common welfare1. 

 

Supreme Court has pointed out that the privacy of an individual’s data is his fundamental right emerging for the fundamental right 

to personal liberty and life. The privacy of data communicates that there is a sphere of privacy in which an individual has the liberty 

to own and communicate his data in whichever way he pleases2. In Puttaswamy case, D.Y. Chandrachud J. stated that there are 

three reasons why the right of data privacy should not be absolute either, First, there is a reasonable and justifiable interest of the 

state; Second, there is proportionate balance of restriction and functions for which it is imposed; Third, the restriction should be 

legal3. 

 

In the recent developments on need of data protection, the social media companies have been found framing privacy policies that 

are leaning in their favour unfairly and using questionable means to induce the users into agreement. The unilateral agreement 

inherently is not unfair it is the implications of it that are prejudiced to the interest of the users. The supreme court has reiterated its 

stand that data privacy is a fundamental right but there are no mechanisms in place that uphold that standard for such companies.  

 

Facebook in recent years have been notoriously involved in shady privacy practices. It has admitted to have shared the personal 

data of nearly 14.6 Million users to Cambridge Analytica through a third party. The data was then allegedly used to influence the 

users through targeted ad campaigns for US presidential elections. This was neither singular nor exceptional event4. This event 

illustrates that data gathering process is opaque and arguably justified by the complex unintelligible privacy forms. It leads to 

processes that the user have no control over and can have far reaching consequences than visible on the surface. 

 

2. Involvement of state in data privacy and the question of jurisdiction 

 

Broadly there are three approaches in which the government of a state approaches the issue of data privacy. First, the government 

treats data as a commodity that is can freely be transacted by the user to anyone he wishes to share and the state follows the laissez 

faire approach which isn’t too intrusive; Second, the government clearly defines the boundaries for the intended use of the data for 

the company processes and the company is subjected to a strict set of rules trying to evade which will attract fines or permanent 

ban of their services; Third, the data privacy of the user is approached from the perspective of national security and the government 

will take any step to ensure national security above the rights of the citizens and the rights of the data controllers.  

 

The Indian approach is mixed. It approaches data privacy in two ways, firstly, from the perspective of the fundamental rights of the 

user; secondly, from the perspective of the division of power in the organs of the government. Supreme Court is of opinion that, the 

directive principle of the state entrusts a duty to protect the data of its citizens and if it fails to do so the government should be held 

accountable.  

 

It is critical to for a legislation to know what is seeks to protect, through which means and to what extent. The Indian approach 

toward data protection is threefold, 

 

(1) To protect the interest of the users, 

(2) To establish a fair compliance mechanism for the data fiduciaries, 

(3) To establish a model that could be replicated by the other countries. 

 

The focus of legislations is to identify the issues before it can fill in the adjudicatory and enforcement part. It is aiming to get a 

better perspective over the opaque and shady data processing practices veiled by the unintelligible privacy policies. The jurisdiction 

aimed to get a better perspective can be exercised on the following grounds- 

 

(1) Passive personality- It enables the court to take the jurisdiction of any act that is committed outside of the territory of the 

country but is capable of having some effect within its territory. 

(2) Principle of Universality- The courts can take jurisdiction of the crimes that are trans- border like hacking, stealing data, 

piracy etc.  

(3) Territoriality- Territorial jurisdiction arises when the cause of an act that is done within the territorial jurisdiction of the 

country effects the matters within the country. Such act is subjected to the public policy of that state and works on the 

principle that any action that takes place within the territory of the state is or the benefit arising from the business carried 

in the state is amenable to the legal framework. 

(4) Protective- It arises from the perspective that a sovereign must have the means protect itself from the attacks on the data 

in its domain from the acts done outside or within the territorial limits of the country. As envisaged in the Directive 

Principles of the State Policy, the state plays the role of the protector of fundamental rights of the citizens. It demands a 

vested jurisdiction to protect the security interest of the state or for the smooth functioning of the organs of the government.  

                                                           
1
 Joseph Raz, Rights and Individual Well-Being, 5(2) Ratio Juris (1992) at p. 127. 

2
Chandrachud, J., in Justice K.S.Puttaswamy(Retd) vs Union Of India (2017) para 179. 

3 Chandrachud, J., in Justice K.S.Puttaswamy(Retd) vs Union Of India (2017) para 180.  
4 https://www.indiatoday.in/technology/features/story/what-is-cambridge-analytica-scandal-everything-you-need-to-know-about-

facebook-data-leak-1194222-2018-03-21 
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(5) Nationality- It is the power in the hands of the sovereign to accommodate overriding the fundamental right of data privacy 

for retaining control over the acts of its citizens whenever it becomes necessary. It enables the sovereign to take charge of 

any piece of data from any of its citizens to maintain any law-and-order situation or to take evidence as proof of any crime 

or to find leads of any other criminal activity. 

 

There had been efforts in the past to make the internet accessible within the boundaries set by the state for the citizens and 

consumers, nevertheless the internet remains accessible by anyone from any corner of the world. Any citizen may engage in any 

kind of business activity with any organization and it would be a herculean task to make compliances for each and every company 

that ever collects the data and processes it outside the territorial limits of the India. Indian Laws and the enforcement agencies have 

the bandwidth to take cognizance of the data collection at a large scale.  

 

3. Data processing 

 

For preventing the harmful use of data, whether sensitive or otherwise, the government has put restrictions on the processing of 

data in the Data Protection Bill, 2019. The bill focuses on the element of consent in the process of sharing and processing of data. 

It helps the proposed structure to achieve twofold benefits, first, it gives the user autonomy over its data; second, to be aware to 

whom the consent is being given so as to have a clear understanding of the position of the parties in the transactions.  

 

3.1. Personal data 

The traditional concept of data privacy in the 1980’s used to be whether a piece of data can be traced back to the identity of an 

individual or not. The same standard is obsolete in the present-day complex data collection mechanisms5. The privacy of data point 

that is capable of revealing the identity is heavily dependent of what previous database the data fiduciary has relating to the identity 

of the user. For instance, an I.P. Address isn’t capable of revealing the identity of a user but if it is to be combined with the data of 

specific sites that a user visits, for how long etc. a user can be uniquely identified with negligible chances of error6. Therefore, there 

is an need to actively take cognizance of the identifiers that the data fiduciaries are using to ascertain the identity of an individuals. 

For that there is a need to build upon the current litmus tests for data controllers engaging into breach of data privacy. 

 

Any active mechanism wouldn’t be enough to protect the identity of the user on the internet because these processes are very evasive 

and untraceable. The controllers can deny any involvement in such practices and the investigative agencies have to take it at the 

face value unless they develop active involvement in the data processes of the companies.  

 

The other approach could be to mandate the de-identification of individuals after the data has been used for the intended purpose. 

This runs into the problem of pseudonymized identification of a user, which is mathematical and technical methods to ascertain the 

identity of a person through certain pieces of data. To avoid this situation the legal structure has to break the chain of data that feed 

such mathematical and technical algorithms the identifiers of a user. For that there needs to be a standard which the data collectors 

have to follow at the time of collection, processing and disposal of data. The disposal of the data should at least be to such level 

that the data fiduciary wouldn’t be able to recognize the user if it were to use the services again. However, it is in the best interest 

of the citizens and the government to not define the standard too high or else the data collection and processing will be hindered 

dysfunctional. 

 

3.2. Sensitive personal data 

There is no clear-cut approach to define what could possibly be the sensitive personal data7. The legislation needs to take a stricter 

approach for the data that could be considered sensitive because it forms a deeper part of the user identity than the mere identifiers 

of his superficial identity. To achieve that end the legislation can mandate the data fiduciaries to determine the sensitive data on a 

case-by-case basis and setting up safeguards and obligations that must be met while dealing with such data. The legislation can also 

enlist the data that is considered sensitive, for instance, passwords, bank statements, political or religious believes, caste or tribe, 

sexual orientation etc.8 

 

3.3. Consent  

Consent is a way for the user to exercise the autonomy over its data and whether he agrees to share and process it in the way he has 

been notified by the data fiduciary. Any framework which attempts to define the consent should work with the realization that the 

consent on the internet does not work. The boilerplate forms of contract have become so prevalent that the courts are accepting the 

way it is irrespective of the unequal bargaining power and how informed the consent was given9. Therefore, the problem of consent 

on the internet could be solved in three ways, firstly, to forego the consent at the processing of data so as to facilitate the government 

                                                           
5Patrick Breyer v Bundesrepublik Deutschland, Court of Justice EU, para 37,38 & 41; https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX:62014CJ0582 

 

7 Helen Nissenbaum, Privacy as Contextual Integrity, 79(11) Washington Law Review (2004).  

8 https://www.meity.gov.in/writereaddata/files/Data_Protection_Committee_Report.pdf 
9 Unlimited Care Inc. v. Visiting Nurse Association of Massachusetts; US District Court 42 F.Supp.2d 333(1999) 
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to take necessary steps to ensure fair processing; second, to treat the consent as the part of the data fiduciary’s services, so the data 

fiduciary can be held accountable for not providing sufficient notice or for any other default in the notice of the primary services; 

thirdly, the data privacy policy or other contract could be handed over to the department of government for due analysis and 

deliberation for categorizing the consent on the basis of information available to the user end. 

 

4. Standards on data fiduciaries  

 

The core standards that data fiduciaries have to follow under the data protection law is to achieve two objectives, firstly, limiting 

the data use only for the intended purpose and; secondly, to use the data for public welfare. Failure to adhere to the following 

objective attracts the grounds for accountability. For the purpose to achieve the following objectives the legislation has setup various 

standards for the data fiduciaries as follows- 

 

4.1. Purpose limitation and data minimization 

 

In the relationship between the user and the data controller the purpose limitation serves as the bedrock on which such relationship 

is formed. It is sub divided into two phases, firstly, the purpose to achieve for which the data is being collected must clearly be 

stated; secondly, the collected data must be processed within the limits of the purpose so notified. It is not sufficient to state the 

vague or broad purpose for which the data is being collected. The notification must be specific.  

 

4.2. Transparency  

At every stage of data processing it is crucial for the data principal to have the ability to know the manner in which the data is being 

processed. This can ensure the fairness in the processing activities and make sure that data fiduciaries are accountable to the data 

principles in a direct and transparent manner. Unless there is an emergency in which the communication is not possible the data 

fiduciary must convey the data principle the data points relating to the type of data collected, who is processing the data in which 

manner, their consent can be withdrawn, to whom their data is being shared and what legal process mandate certain type of data to 

be processed.  

 

4.3. Fair and reasonable processing  

To operate the data in a fair and reasonable manner means that the data fiduciary shall operate in a fashion that best serves the 

interests of the user. Ensuring fairness and reasonableness in the processing of data goes beyond the grounds that the legal 

framework considers permitted. What is considered legal does not have to be fair and reasonable. The courts laid down this principle 

as the foundation for developments and the obligations that may arise in the future.  

 

4.4. Storage limitation  

It is specific application to the principle of purpose limitation. It obligates that the data should be stored only for the time frame 

which is necessary to fulfil its purpose. After the purpose is achieved the data must be deleted or anonymized. The reason behind 

is that once the data is used for the purpose for which it has been collected or it serves no use to the data fiduciary and increases the 

chances of threat to data by potential leaks, unauthorized access and likewise.  

 

The data if retained should not be of the nature which reveals the identity of an individual. However, the data can be retained for 

the research and development purposes. 

 

4.5. Data quality  

The theory of data quality is that the data that is collected should be accurate, complete and up-to-date to achieve the purpose for 

which it is collected. The obligation to ensure that the data fiduciary collects the data that is required to achieve its purpose as 

accurately, complete and up-to-date as possible. The data fiduciary must also ensure that the third party to which it shares the data 

also has the accurate, complete and up-to-date data for processing.  

 

Conclusion 

 

India’s digital economy is growing at an exponential rate. It grows even faster in the environment where the government fills its 

role of the protector of data privacy of its citizens. With the growth in the technological infrastructure the challenges add up and 

there comes a need to create a more rigid and capable structure to counter threats from various sources. Therefore it is essential to 

take the issue of personal privacy, protection and safety on the internet very seriously.  

 

To ensure that the government should have to be the torch bearer and take inventive steps as the user demand privacy, security and 

anonymity more than ever. It is suggested that government should take steps ensure to have a say in the policies made by the internet 

platforms and actively define the standards the controllers have to follow if they want to carry their businesses in India. 
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