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Abstract 

In today’s hyper-connected world, people all over the world endlessly using E-Services in every area, to meet their needs from business to personal 

activities, but demand has skyrocketed in the last decade. The success rate of different E-services such as E-Transaction, E-commerce, E-Learning, 

E-Auction, E-Voting, and so on is completely reliant on the privacy, integrity and authenticity of the data, which is transmitted between the sender 

and receiver. To attain these security goals, Digital signature plays a vital role, in which the confidential data must be digitally signed by the 

original sender and unconditionally checked by the intended recipient. Digital signature is the most efficient public-key cryptographic technique, 

which uses a cryptographic hash function to generate a signature as well as to verify the signature. This paper provides the comprehensive study 

of digital signature, different digital signature schemes, and literature review on these schemes, comparative study, performance analysis and their 

security analysis. 
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1. INTRODUCTION 

 

In the existing digital world, the Internet became a vital part of life.  People all over the world use various E-services such as E-

shopping, E-transaction-learning, etc. for their personal and professional activities. All these E-services required security, 

confidentiality, authenticity, non-repudiation, and integrity over the information which is being transmitted from sender to receiver. 

The most effective approach to achieve these security goals is a digital signature. 

         A digital signature is an asymmetric cryptographic technique that is basically used to authenticate the sender and to confirm 

that there are no changes in the original message during the transmission over the network. 

   But the digital signature is different from the signatures that are written by hand. A digital signature is not the same as a 

handwritten signature that has been scanned and digitally added to a document [1]. A digital signature is a collection of 0s and 1s 

generated using cryptography techniques. A handwritten signature can be simply copied from one document to another by manually 

or electronically replicating the image. But Digital signatures attach a digital identity to the electronic document, which cannot be 

copied to another document. In a Handwritten signature, the signature is always attached to the last page of a document, which 

allows the previous page to be replaced after the agreement has been signed. But the digital signature computes the hash value of 

the whole document by using the hash function, so if there are any changes in the document then the Digital Signature verification 

fails. 
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There are three important features of a digital signature. 

1. Authentication: The process of authenticating a user's identification is known as authentication. The digital signature is used to 

verify the originator of the message. 

2. Integrity: Integrity ensures that there is no modification in the original message during transmission. This feature is provided 

by a cryptographic hash function in a digital signature. 

3.  Non Repudiation: Nonrepudiation refers to the ability to ensure that the sender of the message cannot deny after sending the 

message. Digital signatures make sure that the sender who has signed the message cannot deny it later. 

A digital signature consisting of three algorithms [2]: 

1) Key generation algorithm. 

2) Signature generation algorithm. 

3) Signature verification algorithm. 

In the first phase of digital signature, the key generation algorithm generates the key pair (public key and private key). During the 

second phase, the signature generation algorithm creates a signature by taking plain text and the private key of the sender as input. 

Then, the sender sends the message and the signature to the receiver. Then the receiver uses the signature verification algorithm to 

check whether the received signature is valid or not. If the signature is valid then the receiver accepts the message otherwise the 

message is rejected. 

 There are several digital signature schemes, such as RSA, Elgamal digital signature, DSA, and ECDSA, which are used to provide 

a different level of security in different areas. From all these schemes ECDSA is quite popular because it provides a high level of 

security. In this paper, we will seek to provide a comparative study and performance analysis on different digital signature schemes 

such as RSA, DSA, and ECDSA. 

 

2. DIGITAL SIGNATURE SCHEMES 
 

2.1 RSA SIGNATURE SCHEME 
 

The RSA signature system is a deterministic digital signature scheme that allows user to recover their messages. [3] 

 

2.1.1 Key Generation: 
 

1. Choose two distinct large primes’ a  and b. 

2. Calculate c=ab and Ф = (a-1) (b-1). 

3. Choose an arbitrary integer p, 1 < p < Ф, such that 

    gcd (p, Ф) =1  

4. Calculate q, 1 < q < Ф, such that pq ≡1 mod Ф.  Alice public key is (c, p) and the private key is q. 
 

2.1.2 Signature Generation: 
 

1. Alice creates her signature S1=M1
qmod n, then sign the message M1 

2.  Alice send message M1 and signature S1 to Bob 
 

2.1.3 Signature Verification: 
 

1. Bob computes M1=(S1)
e mod n to authenticate the signature 

2. If M1=M then Bob accept the Message M sent by Alice 

 
2.2 DSA SIGNATURE SCHEME 
 

The DSA is established on the complexity of discrete logarithmic problem [4]. 
 

2.2.1 Key Generation: 
 

1. Choose a large prime a with 2Q-1< a< 2Qfor 512 ≤ Q ≤ 1024 and Q is a multiple of 64.   

2. Choose b as prime divisor of a-1, where 2159< b< 2160 

3. Choose d and find e = d(a-1)/b mod a, where 1 < d < a - 1 and d(a-1)/b mod a> 1 

4. Select a random private key: y < b 

5. Compute public key: x = ey mod a 
 

2.2.2 Signature Generation: 
 

1. A random signature key k1is created by the sender, where k1<b 

2. Then signature pair is calculated as follows:  

      s = (ek
1 mod a) mod b 

s1 = [k1
-1(H(M) + ys)] mod b 

3. Then the sender sends signature (s, s1) with message M. 
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2.2.3 Signature Verification: 
 

After receiving message M and signature (s, s1), then to authorize the signature, the receiver calculates: 

1.  w1 = s1
-1 mod b = k1(H(M) + ys)-1 mod b 

2.  u = [H(M)w1] mod b 

3. u1 = (sw1) mod b 

4. v1 = [(eu xu1) mod a] mod b 

5. if v1 = s then signature is valid 
 

2.3 ECDSA SIGNATURE SCHEME [4] 
 

ECDSA is based on the complexity of computing Elliptic Curve Discrete Logarithm. 
 

2.3.1 Global parameters: 
 

1. p1a prime number 

2. a1 , b1 integers which specifies the elliptic curve equation y1
2=x1

3+a1x1+b1 

3. G1 a generator point on Elliptic Curve 

4. n1 smallest positive integer such that n1G1 = O, which specifies order of point G1 
 

2.3.2 Key Generation: 
 

1. Choose an arbitrary integer e, e € [1, n1-1] 

2. Calculate K=eG1 

3. K is the public key and e is the private key. 
 

2.3.3 Signature Generation: 
 

1. Choose an arbitrary integer k1, k1 € [1, n1-1] 

2. Calculate point Q= (x1, y1) =k1G1 and S1 =x1 mod n1. if S1=0 then go to step 1. 

3. Calculate t1=k1
-1 mod n1 

4. Calculate d=H(M) 

5. Calculate S2=k1
-1 (d+eS1) mod n1. if S2=O then go to step 1 

6. Signature pair (S1, S2) 
 

2.3.4 Signature Verification: 
 

1. Receiver validate that S1 and S2 are integers in the range 1 to n1-1. 

2. Calculate the 160-bit hash value d=H(M) 

3. Calculate w1= S2
-1 mod n1 

4. Calculate u=dw1 and u1=S1w1 

5. Calculate Y= (x2, y2) = uG1+ u1K 

6. If Y=O, the signature is rejected otherwise compute v1=x2 mod n1 

7. If v1=S1 then the signature is accepted.        
 

3. LITERATURE REVIEW 

 

[5] Mr. Virendra Kumar et al [2011] describes the application of the RSA algorithm by taking examples and discuss some 

weaknesses of the RSA algorithm like multiplicative property and integer factorization. [6] Abhishek Roy et al [2012] studied all 

researches on different digital signature schemes which are followed in the past decade and discussed the applications of those 

schemes in various domains.  They have also given an idea about the future research on ECDSA, EC Elgamal, and ECDSA[7] 

Almgren Khaled et al [2013] suggested a new sealed digital signature in which they seal the original digital signature to achieve 

high digital signature integrity. They have created the X-value to achieve high authentication, which is based on the hash value. [8] 

Kamal Kr. Gola et al [2014] suggested a revised RSA digital signature scheme to achieve data confidentiality during transmission, 

which is based on public-key encryption. This scheme also ensures the integrity of data and user authentication, whereas the existing 

scheme only provides user authentication. [9] Venkateswara Rao Pallipamu et al [2014] studied detail about the different digital 

signature schemes like RSA, DSA, and Elgamal and performs security analyses of these schemes.  [2] Alaa D. Alrehily et al [2015] 

presents a detailed learning of digital signature schemes based on RSA, DSA, and ECDSA and the improved version of these 

schemes. They conducted a comparison study and examined the performance of modified digital signature methods vs original 

schemes. They looked into some unsolved issues in various digital signature techniques and offered suggestions for further research. 

[10] Al Imem Ali et al [2015] purposed a modified ECDSA for the NDN network to avoid the system’s overhead and deals with 

the best time during the signature. They have made a comparison between RSA, ECDSA, and modified ECDSA. The improved 

ECDSA changed the verification time from slow to fast and the signature time from fast to faster than the original ECDSA. [11] 

Anurag Singh Bhadoria et al [2016] provides a criticism of digital signature schemes mostly based on elliptic curve cryptography 

and made a comparison between RSA and ECDSA. The ECDSA provides greater security with a smaller key size. [12] Abdelmajid 

Hassan Mansour et al [2017] suggested a new RSA digital signature scheme for generating private and public keys using Strong 

prime. Strong prime, states that 𝒑 = 𝟐𝒑𝟎 + 𝟏, 𝒒 = 𝟐𝒒𝟎 + 𝟏, which is based on Gordon’s algorithm. The key generation time is 

slightly less in Strong prime as compared to the Normal prime for keys larger than 4096, which leads to the enhancement and 

efficiency of the proposed RSA digital signature. [13] JayabhaskarMuthukuru [2017] proposed a new ECDSA digital signature 

scheme that provides better performance and high security. This scheme provides better performance in signing and verifying. [3] 
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Seetha. R [2017] proposed a digital signature scheme by using the concept of public-key cryptosystem and DLP, which preserves 

the properties of the digital signature algorithm. [14] RashmiKasodhan et al [2019] designed a secured digital signature algorithm 

that uses the concept of DNA encryption/decryption technique, hybridization of secure hash code, and ElGamal 

encryption/decryption techniques. [15] Lalita Agrawal et al [2020] proposed an Optimized Elliptic Curve Digital signature scheme 

to achieve secure communication between IoT sensor nodes. [16] Leila Zahhaf et al [2020] proposed a new digital signature protocol 

that can be used as an alternative if the classical scheme DSA is broken. [17] Atyaf H. Muttaleb et al [2020] proposed technique a 

Multi-key RSA algorithm where every key pair used to ensure the security of one communication session. [18] Xue et al [2010] 

proposed an improved scheme that is based upon the permutation matrix and containsfunction of fault tolerance, a digital signature, 

and encryption. 

 

4. COMPARATIVE ANALYSIS 

 

In this survey, we compared different digital signature systems established by different authors. Table 1 shows the comparison of 

RSA digital signature schemes. Table 2 shows the comparison of DSA digital signature schemes and Table 3 shows the comparison 

of ECDSA schemes. 

 

Table 1: Comparison of RSA digital signature schemes developed by different author

 

 

Authors/Reference Techniques Benefits Limitations 

[8] Kamal Kr. Gola et al Public key encryption Provides data confidentiality 

during data transmission. it is 

based upon the public key 

encryption. 

None 

[12] Abdelmajid Hassan 

Mansour et al 

Strong prime Key generation time is less 

It is based upon strong prime 

None 

[18] Xue et al. Permutation matrix It is more consistent and secure 

with respect to chosen cipher text 

attack and it integrates fault 

tolerance. 

It is slow 

 

 

Table 2: Comparison of DSA digital signature schemes developed by different authors 

Authors/Reference Techniques Benefits Limitations 

[7] Almgren Khaled et al X-value Provides a new way of 

authentication. Enhance data 

integrity and non-repudiation. 

None 

 [3] Seetha. R  Public key cryptography and 

discrete logarithmic problem 

Provides better data integrity, non-

repudiation and work against  

forge ability  

 

None  

[14] RashmiKasodhan et al Hybridization of secure hash code, 

DNA 

encryption/decryption and elgamal 

encryption/decryption  

It is about 30-40% efficient with 

respect to 

Playgamal algorithm with 

encryption/decryption time. 

None 

[16] Leila Zahhaf et al  Supplementary modular 

exponentiation in signature 

generation and verification 

Preserves all the properties of 

original DSA. 

It takes more time to 

execute. 
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Table3: Comparison of ECDSA digital signature schemes developed by different authors 

 

 

 

 

 

5. ANALYSIS 

In this analysis, we have presented the security level of ECDSA, RSA, and DSA digital signature schemes based on key length as 

shown in Table 4 and performance analysis of these schemes based on different parameters as shown in Table 5 and security analysis 

as shown in Table 6. 

Table 4:   Security level and Key Length Comparison of ECDSA, DSA and RSA 

Security 

Level(bits) 

Key Length(bits) 

ECDSA DSA RSA 

80 160 1024 1024 

112 224 2048 2048 

128 256 3072 3072 

192 384 7680 7680 

256 521 15360 15360 

 

From the above table, it is clear that ECDSA offers the same level of security offered by RSA and DSA with a smaller key size. 

This property of ECDSA has made this scheme very popular because, the main advantage of having this smaller key size is that, 

the algorithm can be executed faster and it decreases storage space, power consumption, processing power, and bandwidth [19]. 

Table 5: Performance Analysis 

 

 

From this table, it is clear that ECDSA performs better than RSA and DSA in both key and signature generation. But RSA performs 

much faster than ECDSA in signature verification. ECDSA provides high security and its execution time is faster than RSA and 

DSA. As a result, it appears that ECDSA has greater advantages than RSA and DSA. 

Authors/Reference Techniques Benefits Limitations 

 [10] Al Imem Ali et al Montgomery method It avoids the system's 

overhead and provides the 

optimal moment for 

signing during the 

process. 

None 

 [13]JayabhaskarMuthukuru  Elliptic curve 

cryptography 

It provides better 

performance in signing 

when compare with 

variant signing schemes 

respectively  

None  

[15] Lalita Agrawal et al Sliding window 

optimization technique 

and Shamir’s trick 

It takes less time for 

computation. 

 

It requires more memory 

for pre computed values. 

    

Parameters RSA DSA ECDSA 

Security Based on  Integer Factorization DLP(Discrete 

Logarithm Problem)  
 

ECDLP (Elliptic Curve 

Discrete Logarithm  

 

Key Generation Slow Fast Faster 

Signature generation Slow Fast Faster 

Signature 

verification 

Faster Slow Slow 

Encryption Fast Slow Slow 

Decryption Slow Fast Fast 

Speed Slow  Fast Faster than RSA and DSA 

Area of Application Laptop, PC, super 

computers 

Protecting data transfer 

using SSL/TLS  

Light weight devices 

Security Secure Secure Highly secure 

Execution time Slow Slow Fast 
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Table 6: Security Analysis [19] 

Public-key System Best known methods for 

solving mathematical 

problem 

Running times 

Integer Factorization(IF) Number field sieve: 

exp(1.923(log n)1/3(log log 

n)2/3) 

Sub-exponential 

Discrete logarithm Problem(DLP) Number field sieve: 

exp(1.923(log n)1/3(log log 

n)2/3) 

Sub-exponential 

Elliptic curve discrete logarithm 

problem(ECDLP) 

Pollard=rho algorithm: square 

root of n 

Fully-exponential 

 

Table 6 shows the security analysis between RSA, DSA, and ECDSA, based on the comparison between integer factorization, 

discrete logarithm, and elliptic curve discrete logarithm problems. The most well-known methods for addressing these issues are 

included in this table, along with their execution times [19]. In RSA and DSA the number field sieve method is used for factorization. 

But in ECDSA the Pollard’sRho method is used for ECDLP, which  

 
is really faster. It is obvious that ECDSA is more secure than DSA and RSA because the running time to break it is fully exponential, 

whereas the running time to break DSA and RSA is sub-exponential. 

 

6. CONCLUSION AND FUTURE WORK 

 

Nowadays online communications on the Internet increases, the significance of authentication also needs to be increased. As a result, 

an authentication mechanism for computer-based information is required. The digital signature is one of the authentication 

mechanisms, which provides authentication, non-repudiation, and integrity for computer-based information. This paper gives a deep 

idea about different schemes of digital signatures, such as RSA, DSA, and ECDSA, and represents a comparative study on these 

digital signature schemes developed by different authors. In this paper, we make an analysis on the security level of these digital 

signature schemes based on the key size, performance analysis by taking different parameters such as key generation, signature 

generation, signature verification, and others and security analysis, which is based on comparison of integer factorization, DLP, and 

ECDLP. The security level analysis shows that ECDSA offers the same level of security with a smaller key size. The result produced 

from the performance analysis shows that ECDSA is faster in key and signature generation than RSA and DSA, but RSA is faster in 

signature verification. The security analysis proves that the ECDSA is more secure than RSA and DSA All these analyses show that 

ECDSA is better than RSA and DSA. We hope this paper will be beneficial for researchers to trace some concepts about different 

schemes of digital signature and they will apply elliptic curve on RSA digital signature in near future to achieve high security. 

 

REFERENCES 

 

[1] Guidelines for Usage of Digital Signatures in e-Governance https://www.daman.nic.in/downloads/2015/Guideline-for-digital-

signature.pdf 

[2] Alaa D. Alrehily, Asmaa F. Alotaibi, Suzan B. Almutairy, Mashael S. Alqhtani, Jayaprakash   Kar, “Conventional and Improved  

     DigitalSignature Scheme: A Comparative Study”, Journal of Information Security, 2015, 6, 59-67 

[3] Seetha. R, “An Enhanced Digital Signature Scheme”,International Journal of Applied Engineering Research ISSN 0973-4562 
Volume 12, 
      Number 22 (2017) pp. 11878-  11884 

[4] William Stallings, Cryptography and Network Security:  Principles and practice. Sixth Edition, 2014, 395-400.  

[5] Mr. Virendra Kumar, Mr. PuranKrishenKoul, “Robust RSA for Digital Signature”, IJCSI International Journal of Computer 

Science  

     Issues, Vol. 8, Issue 6, No 3, Novembe 2011 

[6] Abhishek Roy and Sunil Karforma, “A survey on digital signatures and its applications”, J. of Comp.andI.T. Vol.  3(1&2), 45-

69 (2012). 

[7] AlmgrenKhaled, AbushgraAbdulbast, “A New Scheme for Sealed Digital Signatures”, Journal of Emerging Trends in Computing 

and 

      Information Sciences, Vol. 4, No. 2 Feb 2013 

[8] Kamal Kr. Gola, Bhumika Gupta, Zubair Iqbal, “Modified RSA Digital Signature Scheme for Data Confidentiality”, International 

Journal  

     of Computer Applications (0975 –  8887) Volume 106 – No.  13, November 2014 

http://www.ijcrt.org/


www.ijcspub.org                                               © 2022 IJCSPUB | Volume 12, Issue 1 March 2022 | ISSN: 2250-1770 

IJCSP22A1184 International Journal of Current Science (IJCSPUB) www.ijcspub.org 504 
 

[9] Venkateswara Rao Pallipamu, Thammi Reddy K, Suresh Varma P, “A survey on digital signatures”, International Journal of 

Advanced  

      Research in Computer and Communication Engineering, Vol. 3, Issue 6, June 2014” 

 [10] Al Imem Ali, “comparison and evaluation of digital Signature schemes employed in NDN Network”, International Journal of 

Embedded  

        systems and Applications (IJESA) Vol.5, No.2, June2015 

[11] Anurag Singh Bhadoria, Anurag Jain, “A Review of Digital Signature Using Different Elliptic Cryptography Technique”, 

International  

        journal of computer and technology, volume 15 Number 8 

[12] Abdelmajid Hassan Mansour, “Analysis of RSA Digital Signature Key Generation using Strong Prime”, Internationa Journal 

of Computer  

       (IJC) (2017) Volume 24, No 1, pp 28-36 

[13] JayabhaskarMuthukuru, “An Efficient and Provably Secure Digital Signature Scheme Based on Elliptic Curve”, International 

Journal of  

       Computational and Applied Mathematics. ISSN 1819-4966 Volume 12, Number 1 (2017), pp. 45-52 

[14] RashmiKasodhan, Neetesh Gupta, “A New Approach of Digital Signature Verification based on BioGamal Algorithm”, 

Proceedings of  

        the Third International Conference on Computing Methodologies and Communication (ICCMC 2019, IEEEXplore Part 

Number:  

        CFP19K25-ART: ISBN: 978-1-5386-7808-4 

[15] Lalita Agrawal, Namita Tiwari, “Optimized ECDSA Algorithm for Secure and Efficient use in IoT Network, International 

Journal of 

       Recent Technology and Engineering (IJRTE) ISSN: 2277-3878, Volume-8, Issue-5, January 2020 

[16] Leila Zahhafi , Omar Khadir, “A DSA-like digital signature  protocol” ,Journal of Discrete Mathematical Sciences and 

Cryptography · 

       October 2020 Vol. 3, Issue 1, January 2020 

 [17] Atyaf H. Muttaleb, Mohammed J. Zaiter, “Multi key algorithm for security enhancement of RSA algorithm using mat lab”, 

Iraqi Journal 

        of Information and Communications Technology(IJICT) 

 [18] Xue, H. (2010),” Improving the Fault-Tolerant Scheme Based on the RSA System”. International Symposium on Computational  

       Intelligence and Design, Hangzhou, 29-31 October 2010, 31-33. 

[19]http://koclab.cs.ucsb.edu/teaching/ecc/project/2015Projects/L  evy.pdf 

  
 

 

 

aa 

http://www.ijcrt.org/
http://koclab.cs.ucsb.edu/teaching/ecc/project/2015Projects/L

