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ABSTRACT: The traditional Centralized Finance (CeFi) ecosystem may appear obscure to non-experts since customers are often 

unaware of the underlying rules or agreements of financial assets and goods. Decentralized finance, on the other hand, is making its 

debut as an ecosystem claiming to provide transparency and control, which are due in part to the underlying integrity-protected 

blockchain, as well as currently higher financial asset yields than CeFi. 

However, the distinction between centralized and decentralized systems is not always that apparent. In this paper, we examine the 

differences between CeFi and DeFi from a legal, economic, security, privacy, and market manipulation standpoint. We offer a 

structured way for distinguishing between CeFi and DeFi services. Our findings demonstrate that certain DeFi assets (such as USDC 

and USDT stablecoins) do not always qualify as DeFi assets, putting the economic security of interwoven DeFi protocols at risk. We 

finish this effort by investigating potential synergies between DeFi and Cefi. 
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 I. INTRODUCTION 

Payments, loans, and borrowing were traditionally only available through established financial institutions including banks. 

However, with the arrival of blockchain technology, everything changed. When the concept of cryptocurrencies began to gain 

traction, the debate turned to a new set of issues, namely, decentralised finance (DeFi) versus centralised finance (CF) (CeFi). To 

comprehend the relative advantages and disadvantages of CeFi and DeFi, we must first comprehend these two ideas. 

Prior to the introduction of DeFi, the norm for trading cryptos was Centralized Finance. It controls a significant portion of the 

cryptocurrency market. All crypto trade orders are processed by a central exchange in centralised finance (CeFi). The central 

exchange is administered by specific individuals who manage the funds. It means you don't have access to your wallet since you 

don't have a private key. 

Furthermore, the exchange determines which coins are available for trading and how much you must pay in fees to trade with them. 

. 

In the decentralised exchange, no exchange is involved. The entire process is controlled by automated programmes built on top of 

blockchain technologies. Decentralized finance also offers an open and fair financial system in which anybody can participate. It 

uses blockchain technology to give unbanked people access to financial and banking services. 
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DeFi seeks to create a financial services ecosystem that is open-source, permissionless, and transparent. Borrowing, yield farming, 

crypto lending, asset storage, and other services are available through the decentralised financial system. 

 

The advantage of DeFi over CeFi is that you have complete control of your assets and own the wallet's key pair. Furthermore, users 

who want to engage in DeFi must do so using decentralised applications (dApps) created on blockchain platforms. 

Szabo coined the term "smart contract" for the first time (1994). Szabo (1997) further on the concept with the example of a vending 

machine, claiming that many agreements may be "hidden in the hardware and software we engage with, in such a way as to make a 

breach of contract expensive...for the breacher." Buterin (2013) proposed a decentralised blockchain-based smart contract platform 

to address any difficulties with trust in the execution environment while also enabling safe global states. Furthermore, this platform 

enables contracts to interact with one another and build on top of one another (composability). Wood (2015) formalised the concept 

and put it into practise under the name Ethereum. Despite the fact that there are numerous alternatives, Ethereum is the most popular 

smart contract platform in terms of market capitalization, applications, and development activity. 

DeFi is still a niche business with limited volumes, but it is rapidly developing. The amount of money tied up in DeFi-related smart 

contracts just surpassed ten billion dollars. It's important to note that these aren't transaction volume or market cap figures; the value 

relates to reserves held in smart contracts that can be used in a variety of ways, as detailed later in this article. Figure 1 depicts the 

values of the assets locked in DeFi applications in Ether (ETH, Ethereum's native cryptoasset) and USD. 

 

 

Figure 1 : Total Value Locked in DeFi Contracts (USD and ETH) 

NOTE: M, million. 

SOURCE: DeFi Pulse. 

 

The explosive expansion of these assets, along with some very creative protocols, suggests that DeFi may become relevant in a far 

broader context, piqueing politicians', researchers', and financial institutions' interest. This page serves as a survey and introduction 

to the topic for persons from these organisations with an economics or legal background. It indicates possibilities and hazards in 

particular, and it should be used as a starting point for additional investigation. Decentralized finance (DeFi) is a blockchain-based 

financial infrastructure that has exploded in popularity recently. The term refers to a protocol stack developed on public smart contract 

platforms, such as the Ethereum blockchain, that is open, permissionless, and highly interoperable (see Buterin, 2013). It is a more 

open and transparent version of traditional financial services. DeFi, in particular, does not rely on middlemen or centralised 

institutions. Instead, open protocols and decentralised apps are used. 
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II. What is Decentralized Finance? 

In the public blockchain environment, DeFi refers to financial goods and services built on blockchain technologies. Simply put, DeFi 

is a global and open financial system. You have control and visibility over your money with DeFi, but you also have access to global 

markets and alternatives to your local currency and banking options. A good internet connection proves to be crucial in this case. 

Another notable characteristic of decentralised finance is that markets are always accessible, with no centralised authorities to restrict 

payments or deny you access to anything. 

The launch of Ethereum paved the path for organisations and enterprises to design and deploy products that established the DeFi 

ecosystem, allowing them to maximize the potential of DeFi inside the financial industry. With DeFi, a wealth of potential to create 

a transparent and resilient financial system became a reality. Overall, DeFi provides a variety of services, such as borrowing, yield 

farming, crypto lending, asset storage, and more. 

'Decentralized Finance' (DeFi) is a phrase that is neither legal nor technical. Nonetheless, it is becoming more often employed in 

talks concerning the future of finance and its regulation. I decentralisation; (ii) distributed ledger technology and blockchain; (iii) 

smart contracts; (iv) disintermediation; and (v) open banking are all examples of common usage. 1 While distributed ledger 

technology (DLT) and blockchain are used to underpin token-based ecosystems in decentralised systems like Bitcoin, DLT and 

blockchain are not the only way to achieve decentralisation. Furthermore, many distributed ledgers (and most distributed ledgers 

maintained by large financial intermediaries) have a hierarchical, centralised governance model that restricts access to only those 

with authority.Decentralized, on the other hand, does not always imply scattered. 2 Disintermediation, too, is not a precondition for 

decentralisation; rather, it may be a (side) result of decentralisation, given that the costs of centralised infrastructure will be difficult 

to recuperate in a world where services can be delivered on a distributed or decentralised basis. As a result, we define DeFi in this 

article to mean exactly what its name implies: the decentralised supply of financial services3 using a mix of infrastructure, markets, 

technology, techniques, and applications. Decentralized financial services supply means that numerous participants, intermediaries, 

and end-users provide services across multiple jurisdictions, with interactions facilitated and frequently enabled in the first place by 

technology. 

We look at the causes and tools of financial service decentralisation, as well as how financial regulation will need to adapt. We put 

DeFi in the context of the traditional financial industry, tie it to open banking and RegTech ('regulatory technology,' and conclude 

with some policy recommendations. 

Many people are drawn to the promise of decentralisation and its potential to replace the regulatory state with technology. We take 

a different approach here: instead of debating the possible benefits of DeFi, we try to figure out what is actually going on and what 

regulatory implications this might have. We examine DeFi as a real-world reality, rather than a desired aim, in order to better 

comprehend the rising issues this trend provides for financial regulation. Traditional modes of governance and regulation face 

challenges, for example. 

In short, DeFi necessitates close regulatory scrutiny. Regulation must focus on the reconcentrated portion of the value chain in 

situations where DeFi produces new forms of technological reliance to ensure effective oversight and risk control: in this framework, 

regulation is necessary to support decentralisation, much like regulation is at the core of securities markets and other financial 
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services. In other cases, regulation will be required to protect markets and participants from non-decentralized system predation, 

such as when a market participant wants to exploit technology for regulatory arbitrage. 

In more visionary ways of thinking, regulation might require that compliance requirements and real-time supervisory access be 

embedded in the very technology that allows for decentralisation, potentially decentralising both finance and its regulat ion in the 

ultimate expression of RegTech: not just 'embedded supervision,' as Auer suggests, but 'embedded regulation.' 4 

The following is a breakdown of the article's structure. The second section attempts to situate DeFi within the context of traditional 

finance and its regulation. Section III (far from being exhaustive) aims to illustrate the most important aspects of DeFi from a 

technological standpoint. Sections IV and V look at financial regulation and supervision, first examining the issues of financial 

supervision and enforcement and then looking at the solutions open to regulators and legislators around the world. Section VI 

examines the relationship between decentralisation and open banking, arguing that decentralisation necessitates sovereign 

intervention from several angles: mandating and enforcing open data access; supervising or even operating the core underlying 

technological infrastructure; and requiring the direct embedding of regulation into DeFi systems. The seventh section comes to a 

close. 

The financial world has discovered a new way of trading thanks to the growth of blockchain and the advent of cryptocurrencies in 

the sphere of technology. Although bitcoin was founded with the intention of decentralising the financial trading system, it  was 

solely used for cryptocurrency trading. So, in addition to crypto trading, centralised and decentralised finance (DeFi) was created, 

which includes characteristics such as offering crypto loans, trading crypto derivatives such as Bitcoin Futures, and tokenizing digital 

assets. 

(DApps). Agreements are enforced by code, transactions are safe and verifiable, and authorized state changes are recorded on a 

public blockchain. As a result, this architecture can be used to create an irreversible and highly interoperable financial system with 

unparalleled transparency, equal access rights, and little need for custodians, central clearing houses, or escrow services, because 

"smart contracts" can take care of the majority of these tasks. 

DeFi already has a large number of applications available. For example, on decentralized exchanges, one can acquire USD-pegged 

assets (so-called stablecoins), shift them to an equally decentralized lending platform to collect interest, and then add the interest-

bearing instruments to a decentralized liquidity pool or an on-chain investment fund. 

Smart contracts are the foundation of all DeFi protocols and applications. Small apps recorded on a blockchain and run in parallel 

by a large number of validators are referred to as smart contracts. The network is created in the context of public blockchains so that 

each member can be involved in and verify the accurate execution of any action. As a result, when compared to traditional centralised 

computing, smart contracts are somewhat inefficient. Smart contracts, on the other hand, provide a high level of security: they will 

always be performed as specified, allowing anybody to independently verify the subsequent state changes. Smart contracts, when 

implemented safely, are very transparent and reduce the possibility of manipulation and arbitrary interference. 

Smart contracts have a large range of instructions and are thus very flexible. They can also hold cryptoassets and act as a custodian 

for them, with completely adjustable criteria for how, when, and to whom these assets can be distributed. This opens the door to a 

wide range of new applications and blooming ecosystems. 
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III. What is Centralized Finance? 

The primary principle behind a centralised exchange is that under centralised finance, all crypto trading orders are routed through a 

central exchange (CeFi). Binance, Coinbase, and other cryptocurrency-related terms are well-known. Users create accounts with 

these companies and utilise the same platform to primarily send and receive money. This isn't all, though. These exchanges offer a 

variety of services in addition to crypto trading, such as lending, borrowing, and margin trading. 

To summarise the concept of centralised finance, when you purchase or sell cryptocurrencies through a centralised exchange, you 

do not own them. Furthermore, you are bound by the rules imposed by a centralised exchange. Furthermore, you are bound by the 

centralised exchange's rules. 

 

A centralised market is a financial market system in which all orders are routed through a single central exchange and no other 

market exists. The quoted prices of the various securities listed on the market are the only price at which investors can purchase or 

sell the asset. 

Takeaway Important: 

● A centralised market is a financial market system in which all orders are routed through a single central exchange 

and no other market exists. 

● A centralised market ensures that deals are fair, that more business is done, and that the buying and selling process 

is accelerated. 

● Stockholders benefit from centralised markets because the lack of a rival price model for a single stock assures 

that price movements are more predictable. 

● Since the introduction of blockchain technology, decentralised markets have grown in popularity, but there is less 

regulation and no government monitoring. 

 

Understanding Centralized Market 

Because orders are routed to the exchange and then matched with an offsetting order, the New York Stock Exchange is called a 

centralised market. The foreign exchange market, on the other hand, is not considered centralised because there is no single site 

where currencies are transacted and traders can find competing prices from multiple dealers all over the world.  

A centralised market, in more general terms, is a specialised financial market in which all orders, whether buy or sell orders, are 

routed through a single exchange that has no other competitive market for those particular financial instruments. The exchange's 

(or market's) security prices are the sole prices available to investors looking to purchase or sell the specific assets listed on the 

exchange 

.One of the most important features of centralised markets is that pricing is completely transparent and open to the public. All 

quotations and trades are visible to potential investors, who can use this information to formulate their plans. Another important 

feature of centralised markets is the presence of a clearinghouse, which sits between buyers and sellers and ensures transaction 

integrity by allowing buyers and sellers to trade with the exchange rather than each other. A centralised market's benefit of lower 

risk from not dealing with variable counterparties is also important. Stock exchanges like the TSE, as well as securities and 

commodities exchanges like the CME and the ASE, are other significant centralised markets around the world.  
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IV. Difference between DeFi vs CeFi 

One of the most significant contrasts between decentralised and centralised finance is that in CeFi, the system is regulated, whereas 

in DeFi, the opposite is true. In centralised finance, the exchanges are responsible for securing the money of the users. The idea 

underpinning DeFi, on the other hand, is that transactions will be successful as a result of smart contracts (a contract between two 

parties that enforces certain rules/terms of negotiation when a specific circumstance is satisfied). To put it another way, the users are 

in charge of their own finances and activities. It is feasible to block trading and place restrictions on users in CeFi. In the case of 

decentralised finance, however, this is not conceivable.In contrast to decentralised finance, CeFi does not require authorization. CeFi 

stands out in two ways: first, it enables easy and seamless conversion of fiat currency to cryptocurrency and vice versa, and second, 

it facilitates cross-chain exchange for numerous cryptocurrencies, demonstrating cryptocurrency interoperability. 

The primary differences between centralised and decentralised finance are as follows: 

1. Centralized finance facilitates currency-to-crypto transfers and cross-chain solutions. In the event of a negative incident, such 

as a hack, centralised finance might shift funds to aid clients or halt trade. Because it does not demand the customer's personal 

information and is non-custodial, DeFi is perceived as more transparent and non-intrusive. CeFi, on the other hand, can obstruct 

trade and place restrictions on users, but DeFi cannot. 

2. The primary distinction between the two finances is the mode of transaction. The system is regulated by centralised money 

exchanges. Decentralized finance, on the other hand, is heavily reliant on technology. For a long time, Binance, Coinbase, 

Libra, and a few famous CeFi exchanges have offered crypto-financial services. The DeFi exchange runs on a blockchain 

platform similar to Ethereum. 

3. As a result of the exchanges' participation in CeFi, users move their risk to them. As a result, exchanges are in charge of 

protecting users' funds. In DeFi, the intermediaries are eliminated. The transactions are based on the belief that smart contract 

protocols will work. 
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DeFi vs CeFi 

Table 1 : Comparison between Defi & Cefi  

 DeFi CeFi 

Funds Custody The user has complete authority over funds 

custody. 

Outside of user’s custody 

Services available Borrowing, Lending, Payments, Trading Trading, Borrowing, Fiat-to-crypto, Payments and 

Lending 

Personal Information Proof of Work Pluggable Framework 

Security Not accountable for funds. Vulnerable in case of security bridges on the 

exchange. 

Market Cap $16 billion* $324 billion* 

Customer Service NA Provided by major changes. 

Risk Factor Security relies on the technology you are using. Centralized exchanges are responsible for security. 
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V.  DeFi BUILDING BLOCKS 

A multi-layered architecture is used by DeFi. Every layer has a certain purpose. The layers grow on top of one another, resulting in 

an open and highly composable infrastructure that anybody may build on, rehash, or use. It's also critical to recognise that these 

levels are arranged in a hierarchical order: They're only as safe as the layers beneath them. If the blockchain at the settlement layer, 

for example, is compromised, the security of all future levels is jeopardised. Similarly, any decentralisation efforts on future layers 

would be unsuccessful if we used a permissioned ledger as the foundation. 

Figure 3 : The 

DeFi Stack 

 

This section outlines a conceptual framework for understanding these layers and delving deeper into the token and protocol layers. 

1 As indicated in Figure 2, it is divided into five layers: settlement, asset, protocol, application, and aggregate. 

1. The blockchain and its native protocol asset comprise the settlement layer (Layer 1). (e.g., Bitcoin [BTC] on the Bitcoin 

blockchain and ETH on the Ethereum blockchain). It enables the network to securely maintain ownership information and 

ensures that any state changes follow its ruleset. The blockchain can be viewed as the foundation for trustless execution, as 

well as a settlement and dispute resolution layer. 

2. All assets released on top of the settlement layer are included in the asset layer (Layer 2). This includes both the native 

protocol asset and any new assets issued on this network (usually referred to as tokens). 

3. The protocol layer (Layer 3) specifies specifications for specific use cases such as decentralised exchanges, debt markets, 

derivatives, and on-chain asset management. These standards are typically implemented as a collection of smart contracts 

that are accessible to any user (or DeFi application). As a result, these protocols are extremely interoperable.  

4. The application layer (Layer 4) develops user-oriented apps that communicate with certain protocols. The interaction 

between smart contracts is typically abstracted via a web browser-based front end, making the protocols easier to use. 

5. The aggregate layer (Layer 5) is a layer that extends the application layer. Aggregators build user-centric platforms that link 

to a variety of apps and protocols. They typically include tools for comparing and rating services, allowing users to execute 

otherwise complex activities by simultaneously connecting to many protocols, and combining essential information in a 

simple and plain manner. 
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Now that we've grasped the basic paradigm, let's go deeper into tokenization and the protocol layer. Following a brief overview of 

asset tokenization, we will look into decentralised exchange protocols, decentralised lending platforms, decentralised derivatives, 

and on-chain asset management. This enables us to provide the groundwork for our examination of the possibilities and hazards of 

DeFi. 

5.1.1]  A shared ledger:  

Only the distributed transaction record is appended to the shared ledger. The Bitcoin blockchain was created with the goal of 

democratising visibility; nevertheless, consumer data regulations must also be considered while using blockchain. Immutability, or 

append-only semantics, can be achieved by using a correctly designed SQL or noSQL distributed database. 

5.1.2] Cryptography:  

A blockchain's cryptography enables transaction authenticity and verifiability. Because of the emphasis on assuming computational 

hardness and making encryption more difficult for an adversary to break, blockchain architecture involves this requirement. Because 

of the economic motivation and the system design of the bitcoin blockchain, this is an intriguing task. Cryptography considerations 

vary when operating in a less democratic or permissioned company ledger network. 

5.1.3] Trust systems or consensus:  

The use of the network's power to verify transactions is referred to as trust systems. In my opinion, trust systems are important to 

blockchain systems; they are at the heart of blockchain applications, and we believe that trust system is a better phrase than consensus 

system because not all validation is done by consensus. The total design and investment in a blockchain infrastructure is dictated by 

this core factor of trust. The trust system is updated with each new entrant into the blockchain arena, resulting in variations that are 

specialised for certain blockchain use cases. Blockchain technology is built on the principles of trust, trade, and ownership. Inter-

company transactions are governed by the trust system, which governs commerce between participating companies. Much effort 

remains to establish the optimum trust mechanism for specific use cases, such as P2P and sharing economy models combined with 

B2B models. 

5.1.4] Business rules or smart contracts:  

Smart contracts are commercial terms that are stored and executed in a blockchain transaction database. A blockchain solution's rules 

component is also this. The value flow and status of each transaction must be defined. 
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Figure 2  

The four foundational elements are well-known and well-understood. They've been around for decades before blockchain. Although 

shared ledgers constitute an evolutionary step, akin to the shift to computer-based spreadsheets, the underlying business rules have 

remained same. 

5.2 Asset Tokenization 

Public blockchains are databases that enable users to create a shared and unchangeable ledger of ownership. Typically, a ledger is 

used to keep track of the blockchain's native protocol asset. However, as public blockchain technology grew in popularity, so did the 

notion of adding more assets to these ledgers. Tokenization is the process of adding new assets to a blockchain, and a token is the 

blockchain representation of that asset. 

Tokenization aims to make assets more accessible and transactions more efficient in general. Tokenized assets, in example, may be 

simply and quickly transferred from and to anyone in the globe. They can be stored in smart contracts and used in a variety of 

decentralised applications. As a result, these tokens are critical to the DeFi ecosystem. 

From a technological standpoint, public blockchain tokens can be created in a variety of methods (see Roth, Schär, and Schöpfer, 

2019). The great majority of tokens are issued on the Ethereum blockchain using a smart contract template known as the ERC-20 

token standard, therefore most of these settings can be ignored (Vogelsteller and Buterin, 2015). These tokens are cross-platform and 

can be used in nearly all DeFi applications. On Ethereum, around 350,000 ERC-20 token contracts have been deployed as of January 

2021. 3 The amount of tokens listed on exchanges and the total token market cap in USD per blockchain are shown in Table 1. The 

Ethereum blockchain is home to about 90% of all listed tokens. The tiny market cap difference is due to the fact that a significant 

chunk of the USDT stablecoin has been minted on Omni. 

Non-centralized order book exchanges. Decentralized order book exchanges can be implemented in a variety of ways. The order 

books are hosted in various ways, but they all leverage smart contracts for transaction resolution. It's important to distinguish between 

on-chain and off-chain order books. 

The advantage of being entirely decentralised. All orders are tracked by the smart contract. As a result, there is no need for additional 

infrastructure or third-party hosts. The disadvantage of this method is that every activity requires a blockchain transaction. As a 
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result, it's a time-consuming and expensive process, with network fees being applied to the declaration of intent to trade. When 

volatile markets force frequent order cancellations, this disadvantage becomes considerably more costly. 

 As a result, several decentralised exchange protocols rely on off-chain order books, with the blockchain acting as a settlement layer 

solely. Relayers, or centralised third parties that host and update off-chain order books, are also known as relayers. They provide 

information to takers so that they can choose the order they want to match. While the relayers play a limited role in this design, they 

do introduce certain centralised components and dependencies to the system. Relayers never touch the money and never match or 

execute orders. They basically provide organised lists with quotes in exchange for a fee. Because the protocol is open, there is 

competition among relayers, reducing potential dependencies. 

 

VI. Hashgraph: 

Hashgraph is a distributed ledger technology that has been dubbed a "blockchain alternative." The hashgraph technology is currently 

patented, and Hedera Hashgraph is the only permitted ledger.  

Individual nodes on the network "gossip" about transactions to form directed acyclic graphs that time-sequence transactions without 

grouping them into blocks.[3]  

Each "gossip" message includes one or more transactions, as well as a date, a digital signature, and the cryptographic hashes of two 

previous occurrences. Hashgraph becomes an asynchronous Byzantine Fault-Tolerant (aBFT) consensus mechanism as a result of 

this. [4] 

  

Leemon Baird, an American computer scientist, devised the hashgraph in the mid-2010s. Baird is the co-founder and chief technical 

officer of Swirlds, a firm that has hashgraph algorithm patents. [5] [6] 

Hashgraph has been dubbed a "successor" or "continuation" of the blockchain concept, with greater speed, fairness, cheap cost, and 

security constraints.[7]  

"At the end of each round, each node calculates the shared state after processing all transactions that were received in that round and 

before," according to a Hedera white paper co-authored by Baird, and it "digitally signs a hash of that shared state, puts it in a 

transaction, and gossips it out to the community." [8] 

Hedera or Hashgraph Hashgraph is a consensus and data information method that uses notions like chatter about gossip and virtual 

voting to produce faster and more secure transactions. It purports to fill in the gaps left by blockchain technology. It's also a peer-to-

peer platform that does away with the necessity for full transactional activities. 

Hashgraph is noted for its speed, with the ability to process thousands of transactions per second and verify over a million signatures 

per second. It's been dubbed the "next generation of blockchain," and it has the potential to usurp blockchain technology by 

demonstrating its value and validity. 

It sends data between nodes in a network using a protocol called chatter about gossip. The nodes send data with the history of the 

previous transaction to random members in the network, resulting in the circulation of all information among all members. 

Hedera Hashgraph has its own cryptocurrency, known as HBAR. It's used to create peer-to-peer payment systems, decentralised 

applications, micropayments, and network security.[9] 
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VII. Conclusion :  

The goal of both decentralised and centralised finance is the same. They intend to popularise cryptocurrency trading and increase 

trading volume. However, the methods by which these two ecosystems achieve their goals differ. CeFi guarantees fund security and 

fair trade on those funds. Traditional currency investors can also participate in crypto trading. Furthermore, CeFi exchanges offer 

customer support services that DeFi services do not. DeFi, on the other hand, wishes to keep the space free of intrusion. It allows 

investors to implement their strategy without having to deal with an intermediary. 

Both of these models have advantages and disadvantages. It is dependent on the investor and their requirements. If you desire 

transparency and privacy, DeFi is the model for you. CeFi, on the other hand, should be chosen if trust, risk sharing, flexibility, and 

more investment possibilities are important to you. 
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